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FOREWORD
In my 25+ years as founder and CEO of XDD, I’ve learned a lot about what it takes to run a
successful business. While it goes without saying that at the core of every great company lies a
powerful blend of vision, passion and leadership – it’s the people in the trenches, and the grit
they possess, that truly makes things happen.
Like many organizations within our industry, we learned to evolve in parallel with technology,
services and processes, through constant change as the market flexed. While change became
the norm, education remained the constant. We learned to listen, learn and leverage data into
actionable intelligence that we could use to optimize our company and exceed customer
expectations.
We realized early on that, while educating our company and staff was important, teaching our
customers and community was paramount. As our company tagline of 15 years states, we
began to research, produce and present valuable educational content across multiple media
“Because You Need to Know.”
From webinars, to articles, to practice guides, to white papers, to podcasts, and now, to this
eDiscovery Handbook, our educational content program strives to set the standard for
excellence in educational and reference content – providing the industry with the knowledge
they need to know to succeed in the ever-changing world of eDiscovery.
From our team to yours, we hope you find this handbook to be a valuable tool in your
eDiscovery toolkit for years to come.
Robert Polus
XDD Founder and CEO
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ABOUT THIS BOOK
This book is intended to function as an electronic desk reference to which practitioners can turn
for guidance about their eDiscovery matters, regardless of experience level or project phase.
Organization and Scope
This book begins with a chapter discussing attorneys’ duty of technology competence for
eDiscovery and then provides three units of progressively-greater sophistication:


Unit 1 – eDiscovery Fundamentals covers the fundamentals practitioners need to know
about each phase of an eDiscovery project, from identification to production



Unit 2 – eDiscovery in Depth provides deeper dives into key eDiscovery skills and
challenges for those looking to move beyond the fundamentals



Unit 3 – eDiscovery Advanced Topics explores more nuanced and challenging subjects,
including newer ESI sources, developing case law, and program management

Throughout the three units, this book focuses on domestic practice within the United States,
primarily on civil practice in the federal courts.
Links and Footnotes
This book is designed to be used electronically, as a searchable PDF. In lieu of traditional
citations, this book uses hyperlinks directly to the sources being referenced or quoted, so that
readers can immediately access and review the sources themselves. Throughout the text, you
will find linked text formatted like this that will link you directly to a publically-available article,
copy of a rule, copy of a case, or other relevant source for more information. For cases
discussed in the book, case name, number, jurisdiction, and date are also provided in the text,
so that you can find them in your preferred legal research service as well.
To accommodate any readers using a printed copy of this book or materials from it, footnotes
have been added for each piece of linked text that provide the full link address, like this.1
Disclaimers
The information provided in this book does not, and is not intended to, constitute legal advice;
instead, all information, content, and materials available in this book are provided for general
informational purposes only. While efforts to provide the most recently available information
were made within each chapter, information in this book may not constitute the most up-to1

https://www.xactdatadiscovery.com/

ii

date legal or other information. This book contains links to third-party websites. Such links are
only for the convenience of the reader; Xact Data Discovery (XDD) does not recommend or
endorse the contents of the third-party sites.
Readers of this book should contact their attorney to obtain advice with respect to any
particular legal matter. No reader of this book should act or refrain from acting on the basis of
information in this book without first seeking legal advice from counsel in the relevant
jurisdiction. Only your individual attorney can provide assurances that the information
contained herein – and your interpretation of it – is applicable or appropriate to your particular
situation.
Use of this book, or any of the links or resources contained within, does not create an attorneyclient relationship between the reader and the author or Xact Data Discovery (XDD). All liability
with respect to actions taken or not taken based on the contents of this book is expressly
disclaimed. The content of this book is provided “as is.” No representations are made that the
content is error-free.
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UNIT 1 - EDISCOVERY FUNDAMENTALS

CHAPTER 1
THE DUTY OF TECHNOLOGY COMPETENCE

A World of Evolving Expectations

Understanding attorneys’ duty of
technology competence for eDiscovery

THE EVOLVING DUTY OF TECHNOLOGY COMPETENCE
In discovery specifically, and in legal practice generally, the role of electronically-stored
information (ESI) and new technology has grown exponentially over the past decade, as new
sources have proliferated, as new tools have become normalized, and as new communication
channels have supplanted the old. As a result, it has become a practical reality that effective
legal practice and effective discovery requires some level of technology literacy and
competence. Since 2012, that practical reality has been slowly transforming into a formal
requirement, which may come as “a very scary wake-up call for some lawyers.” 1
A Formal Duty of Technology Competence
In August 2012, the American Bar Association (ABA) implemented changes 2 to its Model Rules
of Professional Conduct, which most state bars look to as a model for their own. Among the
changes implemented, was a change to make the need for technology competence explicit.
Model Rule of Professional Conduct 1.1 3 establishes a lawyer’s general duty of competence in
their work, which is the foundational requirement of professional practice:
A lawyer shall provide competent representation to a client. Competent representation
requires the legal knowledge, skill, thoroughness and preparation reasonably necessary
for the representation.
The last Comment to that rule 4 covers “Maintaining Competence” over time through continuing
legal education (CLE), individual study, and other efforts. The new change revised that
comment to add technology as an explicit focus 5:
To maintain the requisite knowledge and skill, a lawyer should keep abreast of changes
in the law and its practice, including the benefits and risks associated with relevant
technology, engage in continuing study and education and comply with all continuing
legal education requirements to which the lawyer is subject. [emphasis added]
Although this change was spurred in large part by the rapid rise of ESI and eDiscovery, it is not
limited to just that area 6:

1

https://www.yahoo.com/news/states-require-lawyers-tech-competency-160028982.html
http://www.abajournal.com/news/article/lawyers_have_duty_to_stay_current_on_technologys_
risks_and_benefits/
3
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_
professional_conduct/rule_1_1_competence.html
4
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_
professional_conduct/rule_1_1_competence/comment_on_rule_1_1.html
5
http://www.abajournal.com/files/20120808_house_action_compilation_redline_105a-f.pdf
2
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Broadly speaking, there are five realms of technological competence reasonably
necessary for most engagements. The first realm involves data security . . . . The second
involves electronic discovery . . . . The third realm involves the technology lawyers use
to run their practices . . . . The fourth realm involves the technology used by our clients
. . . . The fifth realm involves the technology used to present information in the
courtroom. [emphasis added]
Widespread Adoption
In the seven years since the change to the Model was implemented, thirty-seven states have
adopted some form of this technology competence requirement for lawyers. 7 The vast
majority of those states have adopted the change either verbatim or without any major
differences. Those thirty-three states are:
•
•
•
•
•
•
•
•
•
•
•

Alaska (2017)
Arizona (2015)
Arkansas (2014)
Connecticut (2014)
Delaware (2013)
Idaho (2014)
Illinois (2016)
Indiana (2018)
Iowa (2015)
Kansas (2014)
Kentucky (2018)

•
•
•
•
•
•
•
•
•
•
•

Louisiana (2018)
Massachusetts (2015)
Michigan (2020)
Minnesota (2015)
Missouri (2017)
Montana (2016)
Nebraska (2017)
New Mexico (2013)
New York (2015)
North Dakota (2016)
Ohio (2015)

•
•
•
•
•
•
•
•
•
•
•

Oklahoma (2016)
Pennsylvania (2013)
Tennessee (2017)
Texas (2019)
Utah (2015)
Vermont (2018)
Virginia (2016)
Washington (2016)
West Virginia (2015)
Wisconsin (2017)
Wyoming (2014)

A few states have made more noteworthy modifications or taken different approaches entirely.
The Colorado, Florida, North Carolina, and New Hampshire Variations
Colorado, Florida, North Carolina, and New Hampshire have each made some noteworthy
modifications to the model change. Colorado made their version place a greater emphasis on
communications technologies and protecting client data and communications. 8 Florida’s
version adds an explicit technology CLE requirement and explicitly addresses the role of
technical experts in fulfilling the duty.9 North Carolina’s version adds the qualifier “technology

6

https://www.americanbar.org/content/dam/aba/events/professional_responsibility/2017
Meetings/Conference/conference_materials/session4_information_governance/puiszis_lawyers_duty_technologic
al_competence.authcheckdam.pdf
7
https://www.lawsitesblog.com/tech-competence
8
https://www.lawsitesblog.com/2016/12/another-state-adopts-duty-technology-competence-makes-26.html
9
http://www.abajournal.com/files/OP-SC16-574_AMDS_FL_BAR_SEPT29_(1)_copy.pdf
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relevant to the lawyer’s practice.” 10 And, finally, New Hampshire’s variation adds qualifiers
stressing reasonable efforts and evaluation against peers. 11
About this Chapter
In this chapter, we will discuss various aspects of lawyers’ duty of technology competence for
eDiscovery and how to fulfill them, using the California approach as a model.

10
11

https://www.ncbar.gov/for-lawyers/ethics/rules-of-professional-conduct/rule-11-competence/
https://www.lawsitesblog.com/2015/11/two-more-states-adopt-duty-of-technology-competence.html
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THE CALIFORNIA APPROACH
California has not formally adopted a parallel rule or comment change. It has however
promulgated a detailed ethics opinion establishing a duty of technology competence for
eDiscovery. In 2015, Formal Opinion No. 2015-193 12 established that:
Attorneys who handle litigation may not ignore the requirements and obligations of
electronic discovery. Depending on the factual circumstances, a lack of technological
knowledge in handling e-discovery may render an attorney ethically incompetent to
handle certain litigation matters involving e-discovery, absent curative assistance . . .
[emphasis added]
This opinion went beyond just establishing a general duty, however. It also identified nine core
requirements necessary to fulfill this duty of technology competence for eDiscovery:
1.
2.
3.
4.
5.
6.

“initially assess e-discovery needs and issues, if any”
“implement/cause to implement appropriate ESI preservation procedures”
“analyze and understand a client’s ESI systems and storage”
“advise the client on available options for collection and preservation of ESI”
“identify custodians of potentially relevant ESI”
“engage in competent and meaningful meet and confer with opposing counsel
concerning an e-discovery plan”
7. “perform data searches”
8. “collect responsive ESI in a manner that preserves the integrity of that ESI”
9. “produce responsive non-privileged ESI in a recognized and appropriate manner”

This list of requirements has been widely discussed 13 as a useful model for all attorneys seeking
to fulfill their duty of technology competence for eDiscovery.
Initially Assess eDiscovery Needs and Issues, if Any
The first requirement is that an attorney – or an attorney collaborating with an eDiscovery
expert – be able to spot eDiscovery implications at the outset of each new matter. This
requirement in some ways incorporates the other eight within it, as it asks you to think ahead
about eDiscovery needs and issues that might arise throughout the course of the upcoming
matter.
As several of the following requirements make clear, the most important things to be able to
assess initially are (a) potential sources of ESI that will need to be considered and (b) any risks
12

https://www.calbar.ca.gov/Portals/0/documents/ethics/Opinions/CAL 2015-193 %5B11-0004%5D (06-30-15) FINAL.pdf
13
https://e-discoveryteam.com/2017/05/07/the-nine-tasks-the-california-bar-says-an-attorney-must-know-to-becompetent-in-e-discovery/
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of loss associated with those sources that must be mitigated. Many kinds of mistakes can be
remedied farther down the road, but the loss of unique, relevant ESI cannot.
You can learn more about this fulfilling this overall requirement throughout Unit 1 – eDiscovery
Fundamentals, as well as in Chapter 8 – Project Scoping and Planning. Chapter 8 includes stepby-step guidance on how to scope and plan for the eDiscovery aspects of a new matter,
including checklists for each step.
Implement/Cause to Implement Appropriate ESI Preservation Procedures
As we just noted, acting quickly to identify and prevent the loss of ESI sources is core to fulfilling
the duty of eDiscovery competence. ESI spoliation remains a frequent issue – particularly in the
gray area where new devices, applications, or services are transitioning from niche adoption to
mainstream use. 14 The first and most important step for preservation in most instances is the
issuance of an effective legal hold, and the second is monitoring ongoing compliance with that
hold (including the suspension of automatic janitorial functions and immediate collection of atrisk data where required).
You can learn more about fulfilling this requirement in Chapter 2 – Identification and
Preservation Fundamentals, and you can take a deeper dive into the relevant legal standards,
recommended components, and logistical options in Chapter 9 – Conducting Effective Legal
Holds. We also discuss the preservation of data in situations where internal bad actors are
suspected in Chapter 14 – Investigations.
Analyze and Understand a Client’s ESI Systems and Storage
This requirement is the one most likely to require the assistance of technical experts, both your
own and your client’s. Every organization has a unique combination of enterprise,
departmental, and individual computers, devices, and software (as well as third-party service
providers and other potential sources). Moreover, each organization has its own standard
operating procedures – both formal, documented ones and unofficial ones – that dictate how
things are created, where things are stored, and for how long.
Untangling that unique mess to identify all the places that potentially-relevant ESI may be
hiding typically requires the involvement of:
•
•
•

Someone with intimate knowledge of those systems and practices (i.e., organization IT)
Someone who understands the relevant legal scope and likely discovery obligations (i.e.,
in-house or outside counsel)
Someone who can understand the technical details presented and assess them against
the scope and obligations (i.e., an internal or external eDiscovery expert)

14

See generally, Chapter 15 – Mobile Devices in eDiscovery, Chapter 16 – Social Media in eDiscovery, and Chapter
19 – Spoliation.
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You can learn more about this fundamentally investigative process in Chapter 8 – Project
Scoping and Planning, including investigative techniques you can use for it when needed, such
as targeted interviews, data mapping, surveying, and sampling.
Advise the Client on Available Options for Collection and Preservation of ESI
There is obvious overlap between this requirement and the requirements above, but as we
have noted, avoiding spoliation of ESI is at the heart of the duty of eDiscovery competence.
This additional requirement is primarily aimed at making sure practitioners understand the
range of data handling options available and the importance of maintaining forensic soundness.
For example, this would encompass understanding the importance of metadata, how easily it is
altered, and how to ensure its preservation. This would also extend to understanding the risks
associated with allowing self-collection, to understanding (at a high level) imaging and targeted
collection options; and, to considering newer remote collections solutions. As with the
requirement above, this requirement is often fulfilled with the assistance of an eDiscovery or
collections expert that can bring a greater depth of technical knowledge to the table.
You can learn more about these options and other important collection knowledge for
practitioners in Chapter 3 – Collection Fundamentals.
Identify Custodians of Potentially Relevant ESI
This requirement fits hand-in-glove with the above requirements, which are more focused on
the source systems and devices than the people wielding them. In addition to being able to
identify and address those source systems and devices, practitioners need to be able to identify
the relevant individuals who use, possess, or administer them to ensure the completeness of
both preservation and collection. Those individuals are the ones with the most direct
knowledge of what relevant ESI exists and where it exists. They also have the most accurate
information about how ESI is created, handled, shared, and stored on a day-to-day basis.
You can learn more about the custodian identification and interview process in Chapter 2 –
Identification and Preservation Fundamentals, Chapter 8 – Project Scoping and Planning,
Chapter 9 – Conducting Effective Legal Holds, and Chapter 10 – Custodian Interviews.
Engage in Competent and Meaningful Meet and Confer with Opposing Counsel Concerning an
eDiscovery Plan
After all of the initial investigative and scoping steps, and after initial preservation is assured,
the next requirement an attorney must be prepared to fulfill is engaging in meaningful
discussion about eDiscovery during the meet and confer with opposing counsel. Fulfilling the
initial five requirements is a condition precedent to being able to fulfill this one.
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Negotiating meaningfully about an eDiscovery plan requires already having some concrete
knowledge of what ESI exists, where it exists, and in what forms it exists. It requires having
already considered the applicable collection options and their associated limitations, risks, and
costs, as well as any ESI that may not be reasonably accessible due to burden or cost.
Additionally, it requires looking ahead to the later steps in the discovery process (and the later
requirements in this list) to assess potential search protocols, review methodologies, and
production plans.
It is entirely too common for parties to commit themselves to eDiscovery plans that wind up
being either excessively burdensome or technically impossible in some way, because they
negotiated the plans without adequate knowledge of the actual facts on the ground or without
adequate understanding of the technical realities associated with later steps (see e.g.,
Progressive and Bridgestone in Chapter 18 – TAR Case Law). On the other hand, when handled
effectively, negotiation of an eDiscovery plan provides an opportunity to dramatically limit
time and cost: through agreed, objective limitations on scope, to preempt downstream
conflicts about process and execution; or, to plan a phased discovery process and preempt
proportionality disputes.
We will touch on the importance of discovery negotiations again in Chapter 6 – Review
Fundamentals, Chapter 7 – Production Fundamentals, and Chapter 11 – Data Targeting.
Perform Data Searches
Once actual discovery work has begun, the next requirement attorneys must be able to satisfy –
either on their own or with the assistance of an appropriate expert – is the effective execution
of data searches. This may apply to searches of source systems for materials to collect, it may
apply to searches of collected materials for the right materials to process, and it may apply to
searches of processed materials for the right materials to review. Searching effectively at any
of these points in the process requires understanding both substantive and technical realities:
•

Substantively, you must have some understanding of the content of the source
materials and the likely content of the specific materials you are seeking within them.
You must have some sense of the language used generally and some idea where the
specific language you seek might be found.

•

Technically, you must have some understanding of the capabilities and limitations of the
specific search tools you are using. Some tools search automatically within nested
content (e.g. attachments and container files), and some tools cannot do so at all. Some
tools can understand complex Boolean logic or search metadata values, while other
tools can only handle simple keywords within body text.

Failure to understand these realities increases the chances of ineffective searches and of
difficult-to-detect gaps in your results.

XDD eDiscovery Handbook

Unit 1, Chapter 1

9

You can learn more about ESI search strategies and options in Chapter 4 – Processing
Fundamentals, Chapter 5 – ECA Fundamentals, Chapter 11 – Data Targeting, and Chapter 14 Investigations. You can also learn about how to measure the quality (i.e., the recall and
precision) of searches in Chapter 13 – Testing Classifiers.
Collect Responsive ESI in a Manner that Preserves the Integrity of that ESI
We touched a bit on the goal of this requirement above, in our discussion of the requirement
that attorneys be able to advise their clients on options for preservation and collection of ESI.
Unlike physical documents, electronic documents are very easily changed – even accidentally.
They can be changed by being moved or copied; they can be changed simply by being opened
and viewed. Consequently, ESI must be handled very carefully to collect it and work with it in a
way that both preserves the original and produces accurate copies for use in a legal matter.
Understanding how to avoid altering or destroying metadata by avoiding self-help collection
strategies and informal data handling practices is essential to fulfilling the duty of technology
competence for eDiscovery. Metadata must be preserved, forensic soundness must be
ensured, and chain of custody must be documented.
You can learn about these issues in more technical and legal depth Chapter 3 – Collection
Fundamentals.
Produce Responsive Non-Privileged ESI in a Recognized and Appropriate Manner
The final requirement is that attorneys be able to produce ESI effectively. This is another
requirement that is almost always fulfilled in collaboration with an internal expert or an
external service provider, but it is important for attorneys to understand the range of
possibilities and their differing requirements, limitations, and costs.
Depending on what is negotiated or required, ESI production may be as simple as creating a few
PDF files, or as complicated as custom load files with extracted text and redacted, Batesnumbered page images. Relational database sources will also require negotiations about what
reports or exports to generate and how best to do so.
How materials are produced affects how long they take to prepare and how easily they can be
searched, reviewed, and used later in depositions and at trial. Negotiating production format,
including details like whether and what metadata will be provided, can both ensure maximum
usability of what you receive and preempt disputes over what you produce and how you
produce it. Failure to understand and negotiate in advance still leads to disputes today.
You can learn more about fulfilling this requirement in Chapter 7 – Production Fundamentals.
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UNIT 1 - EDISCOVERY FUNDAMENTALS

CHAPTER 2
IDENTIFICATION AND PRESERVATION FUNDAMENTALS

In the Beginning

Guidance to help practitioners create
a successful start to their matters

IN THE BEGINNING
The Importance of the Duty of (Identification and) Preservation
Identification and preservation are the first and most fundamental phases of an electronic
discovery effort. The duty of (identification and) preservation is a foundational concept in our
legal system that grows out of the common law concept 1 of “spoliation,” which is more than
200 years old.2 Essentially, if courts exist to make determinations about disputed facts, and if
the trier of fact must make those determinations using the available evidence, then no litigant
should be allowed to gain advantage in those determinations by hiding or destroying relevant
evidence before the trier of fact can consider it.
As we will see in numerous contexts, ESI spoliation remains a frequent issue – particularly in the
gray area where new devices, applications, or services are transitioning from niche adoption to
mainstream use.3 Hence the importance of these phases in an eDiscovery effort: almost every
other type of failure can be fixed with adequate time and money, but once unique, relevant ESI
is gone, it’s gone.
Identification, Preservation, and the Duty of Competence
Beyond simply being important, the ability to successfully identify and preserve relevant ESI
may also be an ethical requirement for attorneys to fulfill their duty of technology competence.
For example, the California duty of technology competence for eDiscovery, 4 which we
discussed in Chapter 1 – The Duty of Technology Competence, explicitly discusses identification
and preservation skills in four of its nine core requirements:
•
•
•
•

“initially assess e-discovery needs and issues, if any”
“implement/cause to implement appropriate ESI preservation procedures”
“advise the client on available options for collection and preservation of ESI”
“identify custodians of potentially relevant ESI”

In this conception of it, avoiding spoliation of ESI is at the heart of the duty of eDiscovery
competence.
Triggers for the Duty of (Identification and) Preservation
The duty to identify and preserve documents often arises even before a case is actually filed or
commenced, because the duty arises not when there is litigation but when there is reasonable
1

http://apps.americanbar.org/abastore/products/books/abstracts/5190497_chap1_abs.pdf
https://www.bailii.org/ew/cases/EWHC/1722/J94.html
3
See generally, Chapters 15 – Mobile Devices in eDiscovery and Chapter 16 – Social Media in eDiscovery.
4
https://www.calbar.ca.gov/Portals/0/documents/ethics/Opinions/CAL 2015-193 %5B11-0004%5D (06-30-15) FINAL.pdf
2
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anticipation of litigation (or agency action, etc.). As explained in “Guideline 1” of The Sedona
Conference Commentary on Legal Holds 5:
A reasonable anticipation of litigation arises when an organization is on notice of a
credible probability that it will become involved in litigation, seriously contemplates
initiating litigation, or when it takes specific actions to commence litigation.
Examples of triggering events include: discovery of a legal or regulatory violation by an
employee, receipt of a legal hold notice from a regulatory agency, hearing a terminated
employee threaten suit, receipt of an actual complaint or subpoena, and many more.
About this Chapter
In this chapter, we will discuss fundamentals of identification and preservation that all
practitioners should know, including: the legal and technological scope of the duty, imagining
the possibilities, investigating the realities, the role of legal holds, and common pitfalls and key
takeaways.

5

https://thesedonaconference.org/publication/The Sedona Conference Commentary on Legal Holds
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LEGAL AND TECHNOLOGICAL SCOPE
The first thing you must know to undertake effective identification and preservation activities is
the potential legal and technological scope of things for which you might need to be looking.
For our purposes, that scope comes from the Federal Rules of Evidence and Civil Procedure and
relevant case law, and it can be quite broad.
The Scope of the Duty of (Identification and) Preservation
The scope of potential discovery – and, therefore, of the duty to (identify and) preserve – is
deliberately broad, which is consistent with our court system’s emphasis on truth-seeking over
gamesmanship. As stated in one recent court decision 6 involving discovery sanctions:
Litigation is not a game. It is the time-honored method of seeking the truth, finding the
truth, and doing justice. When a corporation and its counsel refuse to produce directly
relevant information an opposing party is entitled to receive, they have abandoned these
basic principles in favor of their own interests.
In its simplest form, the potential scope of discovery – and, therefore, preservation – for ESI has
four elements:
1.
2.
3.
4.

Documents
In your possession, custody, or control
That are potentially relevant
That are unique

Documents
The definition of “documents” provided by the Federal Rules of Civil Procedure is expansive
enough to encompass almost any sort of material in any format. Rule 34(a)(1)(A) 7 states that it
covers “documents and electronically stored information – including”:
. . . writings, drawings, graphs, charts, photographs, sound recordings, images, and
other data or data compilations — stored in any medium from which information can
be obtained either directly or, if necessary, after translation by the responding party into
a reasonably usable form . . . [emphasis added]
The Committee Notes 8 on the rule emphasize that this is intended “to be broad enough to cover
all current types of computer-based information, and flexible enough to encompass future

6

https://www.sdcba.org/index.cfm?pg=Ethics-in-Brief-2017-01-03
https://www.law.cornell.edu/rules/frcp/rule_34
8
https://www.law.cornell.edu/rules/frcp/rule_34
7
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changes and developments.” Thus, nothing can be overlooked based purely on its format or
source type; everything is potentially within the scope of the duty.
Possession, Custody, or Control
Rule 34(a)(1) 9 also specifies that the scope of discovery and preservation extends to those
documents within “the responding party's possession, custody, or control.” This phrase means
that you are responsible, not just for the materials you physically or electronically possess, but
for any that you legally control. Materials maintained by third parties on your behalf are
treated the same way as the records you actually possess yourself. If you have the right (or, in
some cases, the ability) to obtain it, you are responsible for preserving and producing it.
Please note that there are actually three distinct standards for how far “possession, custody, or
control” is deemed to extend, depending on your jurisdiction: “Legal Right,” “Legal Right Plus
Notification,” and “Practical Ability.” More information is available in The Sedona Conference
Commentary on Rule 34 and Rule 45 Possession, Custody, Or Control.10
Potentially Relevant
Among the “documents” that are in your “possession, custody, or control,” the ones that may
be discovered and must be preserved are those that are relevant. Relevance is defined broadly
by Federal Rule of Evidence 401. 11 That rule dictates that evidence is relevant if “it has any
tendency to make a fact more or less probable than it would be without the evidence” and “the
fact is of consequence in determining the action.” The Committee Notes 12 to the rule state
explicitly that this is an intentionally low bar because “[a]ny more stringent requirement is
unworkable and unrealistic.” Thus, any documents in your possession, custody, or control that
have any tendency to make any fact of consequence more or less likely are relevant, potentially
discoverable, and required to be preserved.
Unique
Finally, the scope of potential discovery and required preservation is limited to materials
meeting the above criteria that are also unique. As specified by Rule 26(b)(2)(C), 13 discovery is
not meant to be “unreasonably cumulative or duplicative.” For ESI in particular, this is
important, as it is in the nature of electronic systems to create numerous identical copies of
materials, both for operation and for backup. Generally, there will be no additional evidentiary
value to preserving numerous identical copies of the same materials.

9

https://www.law.cornell.edu/rules/frcp/rule_34
https://thesedonaconference.org/publication/Commentary_on_Rule_34_and_Rule_45_Possession_Custody_
or_Control
11
https://www.law.cornell.edu/rules/fre/rule_401
12
https://www.law.cornell.edu/rules/fre/rule_401
13
https://www.law.cornell.edu/rules/frcp/rule_26
10
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Other Limitations
Beyond those four elements, there are two additional potential limitations on the scope of
discovery that are less relevant to the question of preservation scope:
•

First, as specified in Rule 26(b)(1), 14 the scope of discovery is limited to that which is
“proportional to the needs of the case.” Because any disputes over proportionality
cannot be identified and resolved by the court until the matter is already underway,
parties should not be quick to assume disproportionality and skip preservation.

•

Second, as specified in Rule 26(b)(2)(B), 15 “[a] party need not provide discovery of
electronically stored information from sources that the party identifies as not reasonably
accessible because of undue burden or cost.” This is another type of proportionality
requirement, and as with the general proportionality requirement, any disputes over it
cannot be identified and resolved by the court until the matter is already underway.

Preservation can always be stopped if it’s later determined to be unnecessary, but lost unique
materials can never recovered if they’re later determined to have been necessary after all.
Ongoing Source Evolution
We noted above that the rules were written to accommodate the ongoing evolution of
computer technology and ESI sources. It’s worth emphasizing here that this means the
potential technological scope of the duty of (identification and) preservation is a moving target,
evolving as the technology and services that produce relevant ESI do. For example:
•

Mobile devices are turning up frequently as relevant sources in litigation. According to a
2016 litigation trends survey, 16 roughly half of all litigation matters in 2015 and 2016
involved preservation and/or collection of mobile device data. Of the mobile devices
implicated in 2016, 93% were smartphones.

•

Messaging services like WhatsApp were insignificant just a few years ago, but by 2016
72% of American adults were using them. 17 Until relatively recently, auto-deleting
messaging apps did not exist, but in 2016 they were used by 56% of smartphone owners
ages 18-29.18

14

https://www.law.cornell.edu/rules/frcp/rule_26
https://www.law.cornell.edu/rules/frcp/rule_26
16
https://www.nortonrosefulbright.com/-/media/files/nrf/nrfweb/imported/20160915---2016-litigation-trendsannual-survey.pdf
17
http://www.pewinternet.org/2016/11/11/social-media-update-2016/
18
http://www.pewinternet.org/2016/11/11/social-media-update-2016/
15
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•

Usage of such services is growing inside companies too. Uber made headlines19 in
November 2017 for its use of ephemeral messaging app Wickr, 20 and they’re not
alone.21 Less than a year after its 2013 launch, instant messaging app Slack became the
fastest-growing workplace software ever, 22 and its rapid adoption 23 has only continued.

No one got in trouble for failing to preserve text messages, until they did 24 and did 25 and did.26
The same thing was true for social media,27 and it will soon be true for some other newer
technology (probably a messaging or collaboration app). Technology will continue to leap
forward, and legal expectations will follow slowly behind. You won’t be expected to consider a
newer source, until one day you are.

19

http://www.businessinsider.com/ubers-new-ceo-has-banned-secretive-messaging-apps-2017-11
https://www.wickr.com/
21
http://money.cnn.com/2017/12/11/technology/secret-messaging-apps-work/index.html
22
https://www.theverge.com/2014/10/31/7135639/slack-is-now-the-fastest-growing-workplace-software-ever
23
https://techcrunch.com/2016/04/01/rocketship-emoji/
24
http://www.ilsd.uscourts.gov/Documents/mdl2385/cmo50.pdf
25
http://www.ediscoverylaw.com/wp-content/uploads/2016/03/Living-Color-Enter-Opinion.pdf
26
https://docs.justia.com/cases/federal/district-courts/new-york/nysdce/1:2010cv04228/363503/265
27
https://cases.justia.com/federal/district-courts/nevada/nvdce/2:2012cv01215/88734/75/0.pdf
20
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IMAGINING THE POSSIBILITIES
Now that we have reviewed the importance of performing effective identification and
preservation and discussed the potential legal and technological scope of what we might need
to identify and preserve, we are ready to start discussing the actual identification process.
We’re going to break down the identification process into two parts: imagination and
investigation.
A World of Imagination
We don’t spend a lot of time talking about imagination in legal practice, but it’s pretty essential
to effective identification. Each new discovery project can be fairly opaque at the outset. You
may know the main issue and underlying event, but you may not know much beyond that
about the relevant individuals, the various potential claims and defenses, etc. All of that
knowledge will only be developed as you proceed with the project.
The first step, then, must be brainstorming to figure out what and who might be relevant.
Doing this effectively requires collaborating with:
•
•
•

Individuals with direct knowledge of the relevant legal issues
Individuals with direct knowledge of the relevant factual issues
Individuals with direct knowledge of the organization’s IT systems and devices

Essentially, in-house counsel, outside counsel, internal IT, any external collection resources, and
any relevant senior employees all need to contribute to this effort. Starting with what you
know about the type of matter, the underlying facts, and the involved individuals, you must
extrapolate what types of relevant materials are likely to exist within the organization and
where (or in whose custody) those materials are likely to be.
This process can be aided by checklists of potential sources (like those used for custodian
surveys/interviews), but it is a fundamentally imaginative exercise: imagine the events at issue
in the context of normal organizational operations and think about what might have been
generated. For example:
•
•
•
•
•

Might there be departmental records, like HR files?
Could there be useful data about the events in your ERP systems?
Would employees have discussed the events via the internal chat client?
Maybe the relevant office used shared network folders?
Perhaps copies of deleted records exist on the back-up tapes?

Additionally, it is beneficial to imagine what distinctive characteristics relevant materials from
these sources might bear, i.e. how you would try to find them if running searches for them:
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•
•
•
•
•

Are you seeking evidence of intent in communications between certain employees?
Are you looking for evidence of internal awareness in executive meeting minutes?
Will relevant documents contain certain keywords, like a name or project code?
Are you looking for contracts executed with a particular party or on certain dates?
Are you looking for metadata evidence of an employee altering key documents?

Having some ideas about distinctive characteristics of this type will also be helpful to you as you
move on to investigation and preservation.
Finding Your Key Players
A key part of this exercise is figuring out who your key players are likely to be for the matter.
Key players are those with the direct knowledge of the underlying events and those most likely
to have relevant materials. The phrase rose to prominence after Zubulake V 28 in 2004, which
used it to describe the essential recipients of a legal hold within an organization.
In addition to the individual employees, managers, and executives involved in the events
underlying the matter, it is also critical not to forget other types of important players that may
be in possession or control of relevant materials:
•

Individuals responsible for enterprise or departmental IT systems – organizations may
have any number of enterprise systems (e.g. email, backup, or document management)
and departmental systems (e.g. benefits, payroll, research, or compliance) that may
contain relevant information beyond that held directly by individual custodians. The
individuals responsible for managing such systems are important players to include in
your identification and preservation process to ensure materials aren’t missed or lost.

•

Third-party service providers – organizations very commonly outsource one or more
business functions, like payroll or benefits (or even email), to specialized third-party
service providers, and the data they possess on your organization’s behalf may contain
relevant materials you need to identify and preserve. These service providers (or the
relevant individuals within them) are also important players to include in your
identification and preservation process to ensure materials aren’t missed or lost.

Completing your initial brainstorming by making a list of all your expected key players –
including important enterprise, departmental, or third party players – will help prepare you for
the investigation and preservation steps that come next.

28

https://www.ediscoverylaw.com/2004/12/zubulake-v-court-grants-adverse-inference-instruction-and-outlinescounsels-role-in-locating-preserving-and-producing-relevant-evidence/
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INVESTIGATING THE REALITIES
A variety of investigative options are available for finding out how reality lines up with the
brainstorming you’ve done to get started. The most important are: targeted interviewing, data
mapping, and sampling. Which one(s) will be most useful to you will depend on your specific
project – in particular, how large and diverse your brainstorming has led you to believe your
project will be. For example:
•
•
•

The larger your project, the more investigative steps you’ll need to take
The more systems and sources by count, the more useful a data map is
The more custodians by count, the more useful sampling is

We will discuss each of the three primary options in turn.
Targeted Interviews
Targeted interviews are the easiest investigative step and a common first one. In this context,
conducting targeted interviews is like conducting a limited number of custodian interviews with
some important and key players. This process is typically less formal (i.e., no full script) and less
complete (i.e., not all individual custodians are included) than a full custodian interview
process, which might come later in the project.29
Your goal in the targeted interviews is to review your brainstormed lists of materials and people
with individuals that have some direct knowledge of what likely exists, where it would be, and
who else might know things or possess relevant materials. This would include talking to
individuals with knowledge of any potentially relevant enterprise or departmental systems, as
well as any relevant third party service providers.
Data Mapping
Your next investigative option is data mapping. Data mapping is the process of “mapping” the
various data stores and sources in an organization. Many organizations do some version of this
already for non-legal purposes. For example, the IT or IS department may have “maps” of the
organization’s servers, computers, and enterprise systems, along with directories of installed
software. Ideally, data mapping for legal activities would be undertaken on a proactive,
organization-wide basis rather than in response to a specific matter, but engaging in some
targeted, reactive data mapping is better than none and well worth doing.
In this context, you would be working your way down your potential materials/hypothetical
sources list, reviewing them with relevant individuals (from IT/IS, Records Management, etc.)
and reviewing relevant documentation, attempting to flesh out that list with concrete details.
29

See generally, Chapter 10 – Custodian Interviews.
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What you will be attempting to build is less a literal “map” than a spreadsheet or matrix. Your
final product will be a searchable, sortable, filterable reference tool listing sources in rows and
relevant details about them in columns. Important things to note about each source during this
sort of reactive data mapping include:
•
•
•
•
•

Owner/manager of source (e.g., specific IT contact, department manager, or custodian)
Desired materials expected to be there (including expected formats, dates, etc.)
Expected volume of materials from source (e.g., record count, file volume)
Available native search and export tools/features, if any, and relevant details
Risk to those materials from automated janitorial functions or other normal processes

Gathering and organizing this information (and additional details as time and circumstances
permit) will equip you to better plan your needed preservation (and later collection) activities.
Plus, from a data targeting perspective, the more information available to you about what you
have and where it is, the more narrowly and accurately you can target what gets preserved and
collected for subsequent phases of project work. 30
Sampling
The final investigative option we’ll discuss in this Practice Guide is sampling. In the context of
eDiscovery, “sampling” is used to refer to both judgmental and statistical sampling. Judgmental
sampling is the informal process of looking at parts of something large to get an anecdotal
sense of the whole, while statistical sampling refers to formal sampling to take a defined
measurement. In the identification and preservation phases at the beginning of a matter, you
will primarily be engaged in judgmental sampling.
Judgmental sampling is essentially what you’re doing when you select key individuals for
targeted interviews, using them as proxies for the whole list of hypothetical custodians. More
importantly, though, judgmental sampling is the way you will learn about what’s actually on
various sources and systems that, unlike custodians, cannot self-report to you. This kind of
judgmental sampling might take a variety of forms, such as:
•
•
•

Searching electronic mailboxes to test for relevance
Indexing some backup tapes to test for unique materials in backups
Collecting representative custodians’ devices to check for relevant materials

These efforts will be aided by the time you spent brainstorming potential distinctive
characteristics of the materials you are seeking.
Depending on your project’s scale and timeline, you may end up proceeding from judgmental
sampling at the beginning to formal statistical sampling before collection (when it may be
worth the effort and expense to get some firm measurements for decision-making and process
30

See generally, Chapter 11 – Data Targeting.
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negotiations about what comes next). This has become especially true in this era of increased
focus on proportionality, 31 but those are generally questions to address after effective
identification and preservation have already taken place (so that nothing unique is lost in the
meantime).

31

See generally, Chapter 17 – Proportionality.
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THE ROLE OF LEGAL HOLDS
Once you’ve completed your imagination and investigation activities, once you have identified
the potentially-relevant materials within your organization, you are ready to take steps to
actually preserve those materials. The first and most important of those steps is the issuance of
a legal hold instructing the custodians of potentially-relevant materials regarding the need to
preserve them. 32
It’s true that “legal holds do not preserve data” 33 themselves, but they are the critical first step
in the preservation process, ensuring that materials survive in situ long enough for you and your
team to go get them. You are literally saying to everyone – just as Sam & Dave sang in 1966:
“Hold On, I’m Coming.” 34
Legal Holds and eDiscovery
Formal, written legal holds became the focus of much attention in eDiscovery after the
Zubulake V 35 ruling in 2004, in which a party was sanctioned for failing to issue a hold or take
other necessary steps to ensure the preservation of relevant materials. In subsequent years,36
this decision was cited in numerous others, and written legal holds became central to an
effective eDiscovery preservation process.
For a time, the failure to issue a written legal hold was treated as per se gross negligence.37
That absolute requirement for a hold in writing was softened by subsequent cases, however,
which allowed for the possibility of circumstances in which oral holds or other approaches to
preservation may be appropriate. See, e.g., Chin v. Port Authority, Nos. 10-1904-cv(L), 10-2031cv(XAP) (2d Cir. July 10, 2012). 38
Issuing a Legal Hold
When preparing a legal hold for issuance, there are five essential elements that should be
included. An effective legal hold should include information regarding:
1. The legal obligations associated with the hold – This should include some explanation of
the duty to preserve, the legal consequences for the organization if it is not fulfilled, and
any internal consequences for employees who violate it. It is often helpful to point out
32

See generally, Chapter 9 – Conducting Effective Legal Holds.
https://www.aceds.org/news/303462/Legal-Holds-Do-Not-Preserve-Data.htm
34
https://www.youtube.com/watch?v=kOLBUtbF8qM
35
https://www.ediscoverylaw.com/2004/12/zubulake-v-court-grants-adverse-inference-instruction-and-outlinescounsels-role-in-locating-preserving-and-producing-relevant-evidence/
36
http://www.abajournal.com/magazine/article/looking_back_on_zubulake_10_years_later
37
http://www.ediscoverylawreview.com/2012/07/30/impact-of-chin-decision-on-pension-committee/
38
https://scholar.google.com/scholar_case?case=11269039069845908318
33
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that a request for individuals to preserve materials is a common legal step and is not an
indication recipients are in any trouble.
2. The substantive scope of what must be preserved – This may include describing the
underlying events, the relevant individuals inside and outside the organization with
whom communication may have taken place, and more. This should also include the
applicable time range, if any, and whether the hold applies going forward to newly
created materials as well.
3. The types of materials that must be preserved – This should include lists of relevant
devices (e.g., laptops, phones, thumb drives), of file types (e.g., email, spreadsheets,
text messages), and of example documents (e.g., internal financial reports, contract
negotiation messages, annotated contract drafts).
4. The process that is to be used for preservation and collection – These are the specific
instructions the recipients of the hold are to follow for handling the materials they
possess that are subject to the hold. Should they just preserve them in place? Take
other steps? When and how will they be contacted about collection of those materials?
5. How and with whom recipients may communicate about the hold – This should include
both any prohibitions on communication about the hold or the underlying matter with
peers, as well as instructions for who should be contacted with any questions about
scope or process.
When drafting, it is important to remember that the hold must cover not only the devices and
materials of individual custodians, but also relevant departmental and enterprise systems and
any automated janitorial functions that may be running on them. Additionally, you may
consider including: compliance confirmations to be returned; custodian surveys to aid in
collection planning; or frequently asked questions to help recipients understand what’s
required.
Once you’ve created your hold, you are ready to issue it to the lists of key players, important
system managers, and other custodians that you identified during your brainstorming and
investigation activities.
Monitoring a Legal Hold
Beyond just issuing a legal hold, it is crucially important that you engage in some form(s) of
ongoing compliance monitoring after hold issuance. As has been made clear in case after case,
failure to check if individuals are actually complying, or to remind them as needed, can be just
as consequential as failing to issue the hold in the first place. See, e.g., Pension Committee of
the University of Montreal Pension Plan v. Banc of America Securities, LLC, Case No. 05 Civ. 9016
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(S.D.N.Y. Jan 15, 2010) 39; Chin v. Port Authority, Nos. 10-1904-cv(L), 10-2031-cv(XAP) (2d Cir.
July 10, 2012). 40
Common steps taken to ensure ongoing compliance with a legal hold include:
•

Employee verification – having employees sign a document or electronic form, or send
an email, confirming that they have received the hold, understood the hold, and will
comply with the hold; this is typically covered as part of the hold itself 41

•

System verification – just as individual custodians must confirm their understanding and
compliance commitment in writing, so those responsible for suspending janitorial
functions on enterprise or departmental systems can be required to do the same

•

Recycling verification – the same requirement can be applied to the individuals
responsible for the recycling of backup tapes and employee devices

•

Spot checking – it also advisable to establish a regular schedule for checking in with at
least a sampling of the subject custodians (checking everyone may not be feasible) to
check that they are in fact complying and materials are being preserved

•

Reissuance – since legal matters and the holds associated with them can continue for
months or years, it is also advisable to establish a schedule for periodic reissuance of the
hold as a reminder to those it covers (quarterly is common); the specific scope of the
hold may also need to be revised as a legal matter evolves and more is learned

As we noted above, a legal hold is not itself preservation, and if it is not followed by steps to
ensure actual preservation takes place – like ongoing compliance monitoring, then whether or
not a hold was issued doesn’t really matter.

39

https://www.courtlistener.com/opinion/1881971/univ-of-montreal-pension-plan-v-banc-of-am-sec/
https://scholar.google.com/scholar_case?case=11269039069845908318
41
See generally, Chapter 9 – Conducting Effective Legal Holds.
40
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COMMON PITFALLS AND KEY TAKEAWAYS
We have now reviewed how important identification and preservation are, how broad their
scope might be, how to go about brainstorming and investigating to identify what needs to be
preserved, and how to issue and monitor compliance with legal holds. What remains is to think
about common preservation pitfalls, about situations in which immediate collection is called
for, and about our key takeaways from this Practice Guide.
Common Pitfalls
The three most common pitfalls in identification and preservation all relate to technological
blind spots:
1. Failure to deactivate automatic janitorial functions – many of the devices and systems in
use within your organization will have some sort of automatic janitorial function in
place, a feature that automatically deletes older materials to prevent the accretion of
infinite emails, texts, etc. Failure to deactivate such features (or to collect before they
delete relevant ESI) frequently results in the inadvertent loss of unique, relevant
materials.
2. Failure to account for third-party service provider materials – as we noted above, thirdparty service providers may be storing relevant ESI belonging to your organization
(potentially with their own storage limits or automated janitorial functions). Failure to
account for such sources can result in the inadvertent loss or alteration of unique,
relevant materials.
3. Failure to consider newer technology and source types – as we also noted above, new
devices, applications, and services are appearing all the time, and custodian behavioral
patterns are constantly changing to incorporate them. Failure to consider newer
technology and source types can result in the inadvertent loss or alteration of unique,
relevant materials.
These pitfalls can be avoided – in part – by making sure you consider all source types and
service providers when doing your identification, by making sure all the custodians and service
providers responsible for the relevant systems and services receive your legal hold notice, and
by following up to make sure those recipients have actually deactivated or modified automatic
janitorial functions where needed.
The other part of avoiding these pitfalls is proceeding promptly to actual collection for any
source or source type you fear is at a high risk of loss or alteration. For example, smartphones
entail a high risk of data loss due to the triple threats of automatic deletion of old messages,
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user deletion of messages, and frequent device replacements/upgrades. 42 Preservation
through collection ensures at-risk data is preserved for later analysis, review, and production.
Considerations for Investigations
Another scenario worth discussing is an investigation in which there is a possibility of bad actors
among the relevant custodians. In such situations, there is a possibility that receiving a legal
hold notice will prompt the bad actor(s) to intentionally destroy or alter materials prior to
collection, effectively engaging in spoliation to hide evidence of their individual wrongdoing.
In matters where this is a concern, it may be necessary to undertake certain collection activities
immediately – even before issuing a hold notice to all relevant custodians. By moving
immediately to collect what you believe to be the key sources from the key custodians, you can
prevent loss due to intentional spoliation, and preliminary analysis and review can begin while
additional identification, preservation, and collection efforts are still ongoing in parallel.
There are several collection strategies that can be employed to acquire key data without
alerting suspected employees. For example:
•
•
•

IT can typically collect from employees’ active corporate accounts for email, messaging,
documents, etc. without alerting the employees, and IT can also take steps to preserve
existing backups of those sources as needed
For an individual, a laptop or computer (or mobile device) upgrade can be triggered,
allowing IT to collect the current machine and image it without raising suspicions
For a team or department, IT can require all laptops be left at desks overnight for
required security or software updates, and images can be made during those hours

Because, in this context, speed and secrecy are most important, it is generally best to err on the
side of over-collection (e.g., capturing full images, mailboxes, etc.) from those key sources to
avoid missing something that could then be spoliated after hold issuance.
Key Takeaways
There are five key takeaways from this chapter to remember:
1. Identification and preservation are at the very heart of attorneys’ duty of technology
competence for eDiscovery and are essential for preventing spoliation; almost every
other type of failure can be fixed, but once unique, relevant ESI is gone, it’s gone
2. The legal scope of identification and preservation extends to all unique, potentiallyrelevant documents in your possession, custody, or control, and the technological scope
may extend to any device or application, including smartphones, social media, and more
42

See generally, Chapter 15 – Mobile Devices in eDiscovery.
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3. Effective identification begins with brainstorming what materials might exist, where
they might be, and what key players might have them or know more about them; then
comes investigating the reality as needed through interviews, sampling, and data
mapping
4. Effective preservation begins with issuing a legal hold to the relevant individual and
institutional custodians; the hold should address the legal obligations, the substantive
scope, the types of materials, the process to be used, and the communication rules
5. Issuance of a legal hold must be followed by ongoing monitoring of compliance with the
hold, including written verifications, sampling, and periodic reissuance; it must also be
followed (or accompanied) by efforts to promptly collect materials at a high risk of loss
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UNIT 1 - EDISCOVERY FUNDAMENTALS

CHAPTER 3
COLLECTION FUNDAMENTALS

The Grand Scavenger Hunt

Guidance to help practitioners
soundly gather all they have identified

COLLECTION AND THE DUTY OF TECHNOLOGY COMPETENCE
The California opinion 1 we discussed in Chapter 1 – The Duty of Technology Competence
identifies nine core competencies that lawyers must either have themselves or obtain through
collaboration with relevant non-lawyer experts:
1.
2.
3.
4.
5.
6.

“initially assess e-discovery needs and issues, if any”
“implement/cause to implement appropriate ESI preservation procedures”
“analyze and understand a client’s ESI systems and storage”
“advise the client on available options for collection and preservation of ESI”
“identify custodians of potentially relevant ESI”
“engage in competent and meaningful meet and confer with opposing counsel
concerning an e-discovery plan”
7. “perform data searches”
8. “collect responsive ESI in a manner that preserves the integrity of that ESI”
9. “produce responsive non-privileged ESI in a recognized and appropriate manner”

Of these nine requirements, two explicitly refer to collection (#4 and #8), and four more relate
to collection activities by implication (#1, #2, #3, and #5). Thus, understanding the technology
fundamentals of collection is essential to fulfilling a lawyer’s duty of technology competence in
California and, likely, in thirty-seven other states as well.
About This Chapter
In this chapter, we will discuss collection fundamentals including: the scope of collection; how
data is stored and recovered; the importance of metadata, forensic soundness and chain of
custody; the risks of self-collection and other available collection approaches; and major source
categories to be considered.

1

https://www.calbar.ca.gov/Portals/0/documents/ethics/Opinions/CAL 2015-193 %5B11-0004%5D (06-30-15) FINAL.pdf
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THE BROAD SCOPE OF COLLECTION
The Legal Scope of Collection
The practical scope of ESI collection is determined both by the actual requests from other
parties and by your own information needs related to the matter. The maximum-possible
scope is established by the Federal Rules of Civil Procedure (FRCP) or your state’s equivalent
ruleset. The FRCP establishes that scope as encompassing:
•
•
•
•
•
•

Any documents or electronically-stored information
In your possession, custody, or control
That are relevant
That are unique
That are not unreasonably inaccessible because of undue burden or cost
That are not disproportionate to the needs of the case

The first three criteria set a very broad potential scope for discovery collection. The definition
of “documents or electronically stored information” provided by FRCP 34 and its accompanying
committee notes 2 is expansive enough to encompass almost any sort of material in any format.
“[P]ossession, custody, or control” means that you are responsible, not just for the materials
you physically or electronically possess, but for any that you legally control (or, potentially, that
you have the practical ability to obtain 3). “Relevant” is also defined broadly, by Federal Rule of
Evidence 401,4 which states that evidence is relevant if “it has any tendency to make a fact
more or less probable than it would be without the evidence” and “the fact is of consequence in
determining the action.”
The last three criteria set some reasonable, fact-specific limits on that very broad scope.
Uniqueness as a limiter comes from the inherently duplicative nature of ESI and from FRCP
26(b)(2)(C)(i)’s admonition that discovery not be “unreasonably cumulative or duplicative.” The
recognition that some ESI may not need to be produced because it is “not reasonably accessible
because of undue burden or cost” comes from FRCP 26(b)(2)(B) 5 (e.g., older data from legacy
systems). And, the requirement that all discovery be “proportional to the needs of the case”
comes from the recently amended 6 definition of the discovery scope itself in FRCP 26(b)(1). 7

2

https://www.law.cornell.edu/rules/frcp/rule_34
See generally, Chapter 9 – Conducting Effective Legal Holds.
4
https://www.law.cornell.edu/rules/fre/rule_401
5
https://www.law.cornell.edu/rules/frcp/rule_26
6
http://www.supremecourt.gov/orders/courtorders/frcv15(update)_1823.pdf
7
https://www.law.cornell.edu/rules/frcp/rule_26
3
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The Technological Scope of Collection
Technologically, this scope means that nothing can be overlooked based purely on its file
format or its source type. If it falls within the legal scope described above, you may need to
collect it to satisfy a party’s request or your own information needs, regardless of whether it
comes from:
•
•
•
•
•
•

Enterprise systems (e.g., email, backup, or document management systems) or
departmental systems (e.g., payroll, research, or compliance systems)
Employee computers (e.g., organization-issued laptops or desktops)
Employee storage media (e.g., thumb drives or external hard drives)
Employee mobile devices 8 (e.g., organization-issued smartphones and tablets or
authorized employee-owned devices in BYOD organizations)
Cloud-based services (e.g., cloud storage services, social media services9)
Third-party service providers (e.g., outsourced benefits management)

Collection is not necessarily limited to these common sources either. When the circumstances
have warranted it, collection has been necessary from uncommon sources such as vehicle data
systems, 10 wearable fitness trackers, 11 and even ephemeral data 12 (i.e., data generated and
stored in memory only temporarily as part of a computer system’s normal operation). As more
and more devices are rendered “smart” and internet-connected, the list of potential sources
will continue to grow. For example, photocopiers are now almost all networked computers
with internal hard drives 13 that store potentially-discoverable copies of the documents they’ve
handled.

8

See generally, Chapter 15 – Mobile Devices in eDiscovery.
See generally, Chapter 16 – Social Media in eDiscovery.
10
https://www.relativity.com/blog/e-discovery-spoliation-in-unusual-places-preserve-your-pickup-truck/
11
https://www2.stetson.edu/advocacy-journal/wp-content/uploads/2017/06/Vinez_-_Wearables.pdf
12
https://scholarworks.law.ubalt.edu/cgi/viewcontent.cgi?httpsredir=1&article=1829&context=ublr
13
https://www.ftc.gov/tips-advice/business-center/guidance/digital-copier-data-security-guide-businesses
9
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HOW COMPUTERS STORE ESI
A Tale of Tiers and Types
Modern computers employ a wide range of memory technology in concert to accomplish tasks,
including read only memory 14 (ROM), multiple levels of cache, 15 random access memory16
(RAM), and hard drives, including both hard disk drives 17 (HDDs) and solid state drives 18 (SSDs).
This multiplicity of memory is partly for efficiency and partly for affordability.
To operate efficiently, computers need to be able to access and work with lots of stored
information as quickly as possible.
•
•
•
•

Some information is needed to tell all of the computer’s components how to work
together
Some is needed to run the operating system and your applications
Some is needed to track and respond to inputs
Some is needed to retain all of your activity and files

In addition, some of that information needs to be stored reliably even when the computer is
off, and some of it is only needed temporarily when the computer is on and performing specific
operations. Some of it never changes, and some changes all the time.
As with most things, some memory technologies are fast and expensive, while others are slow
and inexpensive. Some of those technologies are volatile, 19 requiring power to maintain
storage; others are non-volatile, 20 maintaining storage without power. To achieve an effective
balance between speed and cost, computers leverage different tiers of memory for different
aspects of their operation:
•

ROM
o Fast, non-volatile memory that contains essential instructions for the operation
of the components in the computer

14

https://en.wikipedia.org/wiki/Read-only_memory
https://en.wikipedia.org/wiki/Cache_(computing)
16
https://en.wikipedia.org/wiki/Random-access_memory
17
https://en.wikipedia.org/wiki/Hard_disk_drive
18
https://en.wikipedia.org/wiki/Solid-state_drive
19
https://en.wikipedia.org/wiki/Volatile_memory
20
https://en.wikipedia.org/wiki/Non-volatile_memory
15
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•

Cache
o Fast, volatile memory that the central processing unit 21 (CPU) and (other
computer components) use to store information for rapid access during
operation to speed up tasks
o Most computers include two levels of CPU cache, and many now include 3, as
well as caches for the graphics processing unit 22 (GPU) and the hard drives23

•

RAM
o Fast, volatile memory that the computer uses for temporary storage of
information in active use, including parts of the operating system, parts of
applications, and open user files
o Static RAM 24 (SRAM) is faster but more expensive and is used for the caches
described above, and Dynamic RAM 25 (DRAM) is slower but less expensive and is
used for the “RAM” component of most personal computers

•

Hard Drives
o Slow, non-volatile memory that is used for the bulk of information storage,
including the operating system, applications, and all user files and data; this is
the memory from which collection is most often performed
o Hard drives can be traditional HDDs, which work like rewritable record players,
or newer SSDs, which work like large flash drives
o Portions of hard drive memory may also be used as an extension of RAM, known
as virtual memory, 26 to further enhance operating efficiency

This basic model is also applicable to most mobile computing devices. Smartphones and tablets
employ similar tiered memory systems for the same reasons.
Memory in Motion
As your computer or mobile device operates, there is a constant flow of information being read
from and written to hard drive storage, RAM, and the caches. At any given moment, multiple
copies of a file or portions of a file may exist in multiple locations. These temporary copies are
known as ephemeral data, since it typically only exists so long as the computer is on and the
operation is active. Collections from individuals’ computers and mobile devices are typically
only concerned with the static ESI in hard drive storage, but the ephemeral data generated by
enterprise systems has occasionally been implicated in legal matters.27

21

https://en.wikipedia.org/wiki/Central_processing_unit
https://en.wikipedia.org/wiki/Graphics_processing_unit
23
https://en.wikipedia.org/wiki/Disk_buffer
24
https://en.wikipedia.org/wiki/Static_random-access_memory
25
https://en.wikipedia.org/wiki/Dynamic_random-access_memory
26
https://en.wikipedia.org/wiki/Random-access_memory#Virtual_memory
27
https://scholarworks.law.ubalt.edu/cgi/viewcontent.cgi?httpsredir=1&article=1829&context=ublr
22
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Forgotten but Not Gone
Whether a computer or mobile device is using an HDD, an SSD, or both, it is managing a
collection of thousands of discrete files that is constantly evolving as files are read, modified,
written, and deleted. The computer’s file system 28 dictates how this occurs, and although there
are a variety of file systems in use in different types of computers and servers, the underlying
principles are the same for our purposes.
The immense volume of available storage is divided up into very small physical and logical units.
The smallest physical unit is typically referred to as a sector, 29 and some common systems refer
to the smallest logical unit as a cluster.30 The specific nomenclature and the specific
relationship between physical and logical units depend on the file system in use. Regardless,
the computer tracks all of those sectors and clusters in what is, essentially, an enormous
spreadsheet 31 that records what it has put where and where there is free space to put new
things.
Almost all files will be large enough to occupy multiple physical sectors, but those sectors will
not necessarily all be physically adjacent. Most of the time, they are spread out across the
physical storage, connected only by the entries in the computer’s master storage spreadsheet
documenting their relationship. And when files are deleted, the physical sectors are not wiped
clean of their file fragments; rather, the master spreadsheet is just updated to delete the
references to that file and to show that those sectors are available once more.
This approach to storage of ESI has several implications for collection that we will discuss next.

28

https://en.wikipedia.org/wiki/File_system
https://en.wikipedia.org/wiki/Disk_sector
30
https://en.wikipedia.org/wiki/Data_cluster
31
https://en.wikipedia.org/wiki/File_Allocation_Table
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COLLECTING AND RECOVERING ESI FROM COMPUTER MEMORY
Physical and Logical Collections
As discussed above, we are generally concerned in collection with the primary, non-volatile
data storage in a computer (or mobile device), whether in the form of a hard disk drive or a
solid state drive (or the mobile device equivalent), and there is a distinction between what’s
actually, physically stored on that drive and what the computer is currently tracking in its
master storage spreadsheet for that drive. Collections can be based on either.
Physical collections of storage drives capture an exact copy – or image 32 – of everything on the
physical storage, regardless of what the master storage spreadsheet says about where data is
and isn’t on the drive. This is a bit-by-bit copy, also known as a bitstream 33 copy, which
replicates all the physical contents of the storage exactly as they are, essentially creating a
virtual duplicate of that physical hardware. The primary benefits of this approach are its
completeness and the potential for recovery of deleted files it provides.
Logical collections of storage drives work within the file system’s management of the storage
hard drive in question rather than replicating the whole piece of hardware. Logical images
exactly replicate everything tracked in the computer’s master storage spreadsheet or some
defined subset of it (e.g., specific drive partitions 34 or directories 35). The primary benefit of this
approach is the potential to target more narrowly and collect less extraneous material.
Recovery of Deleted Files
There are two potential sources of information that are captured in physical images that are
not captured in logical ones: slack space 36 and unallocated space.37 As we noted above, files in
computer storage take up multiple sectors or clusters on a drive. Sectors or clusters not
currently in use for active storage are referred to as unallocated space. Some sectors or
clusters that are in active use may only be partially full. The remaining, unused portion of the
sector or cluster is referred to as slack space.
Since computer deletion only deletes the records of what’s in sectors and clusters, rather than
actually erasing them, both unallocated space and slack space may contain fragments of
deleted files that had been stored there. A forensic examiner working with a full, physical
image may be able to use specialized software tools to recover files or file fragments from
unallocated or slack space and render them usable for investigation or litigation. While this is
32

https://en.wikipedia.org/wiki/Glossary_of_digital_forensics_terms
http://www.edrm.net/glossary/bitstream-image/
34
https://en.wikipedia.org/wiki/Disk_partitioning
35
https://en.wikipedia.org/wiki/Directory_(computing)
36
https://en.wikipedia.org/wiki/Glossary_of_digital_forensics_terms
37
https://en.wikipedia.org/wiki/Glossary_of_digital_forensics_terms
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not a typical step in routine eDiscovery work, it can be invaluable in cases involving accidental
or intentional deletion of relevant ESI.
Preventing Alteration During Collection
During the collection of ESI from computer or device drives, it is important to avoid altering the
source in any way by the act of collection. As we noted above, computers are designed for
efficiency rather than data preservation and when in operation, they have a constant flow of
information being read from and written to various memory components. To avoid doing any
new writing to a drive during the act of reading from a drive, forensic examiners use tools called
write blockers. 38 Write blockers are specialized hardware 39 or software tools 40 that block any
write commands from being passed to a drive while it is being accessed for collection, ensuring
the original source is unaltered by the collection activity.
Verifying the Accuracy of Collection
Just as important as avoiding alteration to the source is verifying that the copies you’ve made
are accurate ones. When copying large volumes of ESI (hundreds or thousands of files per
source drive is common), there is some potential for errors to occur during the copying of some
of those files. Hashing is used to validate that all files have been copied accurately.
Hashing is a technique by which sufficiently unique “fingerprints” can be generated for files.
Hash functions41 are mathematical processes that take irregular-length inputs (e.g., the data in
a file), and use them to generate fixed-length outputs (e.g., a string of 32 numbers and letters).
Forensic hashing typically uses a cryptographic hash function 42 (commonly MD5 43 or SHA-1 44),
which is well-suited to matching unique inputs to particular outputs.
To verify a collection’s accuracy, one set of fingerprints is generated from the source files, and
that set is then compared to a second set generated from the copied files. Fingerprint matches
confirm an accurate copy, and fingerprint mismatches identify copying errors.

38

https://en.wikipedia.org/wiki/Glossary_of_digital_forensics_terms
https://www.nist.gov/itl/ssd/software-quality-group/computer-forensics-tool-testing-program-cftt/cftttechnical/hardware
40
https://www.nist.gov/itl/ssd/software-quality-group/computer-forensics-tool-testing-program-cftt/cftttechnical/software
41
https://en.wikipedia.org/wiki/Hash_function
42
https://en.wikipedia.org/wiki/Cryptographic_hash_function
43
https://en.wikipedia.org/wiki/MD5
44
https://en.wikipedia.org/wiki/SHA-1
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THE INTERSECTION OF TECHNICAL AND LEGAL REALITIES
Legal Realities
The ultimate goal of evidence collection is the eventual use of some of that evidence in court,
whether by you or another party. The admissibility of a particular piece of evidence at trial
turns on a variety of factors, including its relevance, its potential for prejudice, its status as
hearsay, etc. The most foundational of the requirements offered evidence must satisfy is that it
must be authentic, i.e. it must actually be whatever it purports to be. This is essential for the
obvious reason that fake or falsified or altered materials cannot carry any weight as evidence;
fake evidence makes no fact more or less true and is, therefore, irrelevant to the proceedings. 45
The process for establishing evidentiary authenticity is laid out in Federal Rule of Evidence
901. 46 To establish authenticity, “the proponent must produce evidence sufficient to support a
finding that the item is what the proponent claims it is.” Satisfying this requirement for ESI
means being able to demonstrate that an offered file comes from where you say it does and
has not been altered from the original, i.e. that you’ve maintained forensic soundness and
chain of custody.
Forensic Soundness
Forensic soundness is a widely used phrase in the discussion of forensic collection and
investigation processes that lacks a precise legal or technical definition. It is used generally to
describe tools and processes that can be relied upon to capture evidence in a way that does not
alter or corrupt that evidence, and which conforms to accepted industry best practices. For
working with ESI, the National Institute of Standards and Technology 47 actually tests the
operation of available forensic tools (like the write blocking and disk imaging tools we touched
on above) and provides public reports on their soundness.48
In the context of eDiscovery, ensuring forensic soundness generally means capturing exact
copies of relevant files, with any relevant metadata intact, and then working with copies of
those copies, to ensure preservation of an unaltered original set. The precise technical steps
required to achieve that goal will vary by ESI source and collection tools employed, and the
currently-accepted industry best practices for various source types continue to evolve as the
technology does, both in practice and in court. For this reason, using a qualified forensic expert
(or at least consulting with one prior to collection) is recommended to ensure currently
acceptable processes are employed.

45

https://www.law.cornell.edu/rules/fre/rule_401
https://www.law.cornell.edu/rules/fre/rule_901
47
https://www.nist.gov/
48
https://www.nist.gov/itl/ssd/software-quality-group/computer-forensics-tool-testing-program-cftt/cftttechnical/software
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The Importance of Maintaining Metadata
Metadata, 49 broadly speaking, is data about data. In the context of ESI, every file on a
computer or mobile device contains not only the user-facing content you would see if you
opened it but also a diverse array of information about the file itself. Common examples
include the time and date sent 50 for an email, or the author and last modification date 51 for an
Office document. This additional information is the file’s metadata, and it is an important part
of collection and discovery in most cases.
The specific metadata fields available will vary with the specific file format. For example, music
files typically include artist and track information 52 in their metadata. Photo files may record
where and by what device 53 they were taken. Email files will document their attachments.54
Available fields will also vary with the source application. Application metadata ranges from
the very widely-used (e.g., date and time created) to the very application-specific (e.g., tracked
changes in a document or hidden content in a spreadsheet). Additional metadata about files
will also be generated and maintained by the system on which they exist (e.g., file path 55).
In terms of evidentiary value, we are most often concerned with metadata revealing when
things were done (e.g., when something was created, modified, sent, or received), but there
may be relevant evidence in other types of metadata, and there is enormous process value
regardless. Metadata values are the basis of many filtering, sorting, and searching options
within document review tools. For example, metadata is what enables you to keep emails and
attachments in family groups, to filter for emails to or from a particular address, or to search for
keywords within email subject lines. The more data about your data you have, the more
creative and efficient you can be in your exploration of that data before and during review.
Because of both its potential evidentiary value and its enormous process utility, metadata has
become an expected (and sometimes required 56) component of many ESI productions (see,
e.g., DOJ production 57 protocols58 or Sedona Principle 12 59). Unfortunately, metadata is also
easily altered if files are not collected and handled correctly. For example, accessing and
copying original files without safeguards like those we discussed above can alter metadata, as

49

https://en.wikipedia.org/wiki/Metadata
https://www.edrm.net/glossary/email-metadata/
51
https://support.office.com/en-us/article/remove-hidden-data-and-personal-information-by-inspectingdocuments-356b7b5d-77af-44fe-a07f-9aa4d085966f
52
https://en.wikipedia.org/wiki/ID3
53
https://en.wikipedia.org/wiki/Exif
54
https://en.wikipedia.org/wiki/MIME
55
https://en.wikipedia.org/wiki/Path_(computing)
56
https://scholar.google.com/scholar_case?case=2059425785764292803
57
https://www.justice.gov/sites/default/files/atr/legacy/2014/10/27/237704.pdf
58
https://www.justice.gov/archives/dag/page/file/913236/download
59
https://thesedonaconference.org/publication/The_Sedona_Principles
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can forwarding relevant emails 60 instead of collecting them directly, either of which would
destroy forensic soundness, reduce utility, and potentially impair admissibility.
Chain of Custody
Chain of custody61 refers to documentation of the path a piece of evidence has traveled from
its point of origin to its eventual submission in court. It typically documents places, times, and
people involved in the handling of the evidence, as well as any relevant processes employed.
Its purpose is to demonstrate that a piece of evidence submitted in court is what you claim it is,
from where you claim it’s from, and unaltered, as required by Federal Rule of Evidence 901. 62
Although the concept originates with physical evidence, 63 it is equally applicable to ESI
collection and handling. Thus, carefully documenting your collection efforts and subsequent ESI
handling is another important part of ensuring the reliability and later admissibility of the ESI
you collect. In addition to your chain of custody documentation, an individual responsible for
the collection and data handling may need to submit an affidavit (or provide live testimony)
describing the steps taken, the tools used, and how forensic soundness and chain of custody
were both maintained from the point of collection to the point of submission as evidence.

60

https://scholar.google.com/scholar_case?case=2059425785764292803
http://www.edrm.net/glossary/chain-of-custody/
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https://www.law.cornell.edu/rules/fre/rule_901
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SELF-COLLECTION AND ITS RISKS
Collection Approaches: Self-Collection
Self-collection refers to a collection approach in which the custodians themselves undertake
the identification and collection of relevant documents from their own materials. Typically,
they are doing so pursuant to some instructions and oversight from in-house or outside
counsel. For example, they might review their physical records and turn over any relevant
paper files to a designated recipient in the in-house counsel’s office, or they might review their
stored electronic files and place copies of relevant materials in a designated storage area on the
organization’s network (or move relevant emails to a designated folder in Outlook).
These approaches, and other variations on them, are often undertaken by less frequent
litigants with less experience engaging in eDiscovery, and in certain narrow circumstances (i.e.,
very small, simple matters with no reason to mistrust custodians), they may be a reasonable
choice. In most common eDiscovery situations, however, the downstream risks associated with
self-collection approaches dwarf the small, up-front project cost savings they offer.
The Risks of Self-Collection
Self-collection approaches carry four categories of risk that can each lead to spoliation
sanctions, authentication and admissibility issues, and other negative consequences, which is
what makes self-collection approaches unsuitable for most matters:
•

Generic Inaction: The first category of risk you run when leaving collection to the
custodians is that they simply may not do it. Employees are busy doing their normal job
duties, and most do not understand the importance of preservation and collection the
way lawyers do. It is not uncommon to have to chase employees down just to get them
to acknowledge receiving a legal hold. Asking them to execute a complex, timeconsuming collection process is likely to go right to the bottom of their to-do list. And,
even if you eventually get everyone to act on your instructions, the delays before action
can lead to the loss or alteration of relevant materials through normal work activities,
automated janitorial processes, or other risks.

•

Legal Misunderstanding: The second category of risk you run when leaving collection to
the custodians is that they will misunderstand or misapply the legal and factual scope
information you give them in your instructions. The scope of preservation and
collection is defined through the interaction of a nuanced legal standard, the pleadings
and discovery requests of the parties, and the facts known at the time. The scope of
relevance (and, thus, of collection) frequently evolves over the course of discovery as
legal disputes are refined and more factual knowledge is gained. Expecting non-lawyer
employees to clearly understand nuance that lawyers frequently struggle with is a
recipe for disappointment, and expecting that nuance to be consistently applied from
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employee to employee is even more so. And, when employees misunderstand or
misapply the scope you’ve tried to set, relevant materials can end up omitted or lost
altogether.
•

Technical Ineffectiveness: The third category of risk you run when leaving collection to
the custodians is that – even if they perform the requested collection and apply the
scope guidance as you intended – they may still execute the process in a technically
ineffective manner resulting in materials being missed, lost, or altered. For example,
custodians asked to run keyword searches to locate relevant materials (in email, or their
local files, or enterprise systems they use) may design them ineffectively, or execute
provided ones incorrectly, causing relevant materials to be missed entirely. Minor
changes to search syntax or search settings can make major differences in the results
returned, and syntax and settings vary from system to system. Moreover, ESI materials
and their metadata are easily altered by almost any interaction with a file. Custodians
working without write blockers or other forensic tools cannot maintain forensic
soundness or perform hash validation. Some metadata will be altered, which may affect
the ESI’s evidentiary value, its authentication, or its admissibility.

•

Intentional Misconduct: The final category of risk you run when leaving collection to the
custodians is that they will engage in intentional omission, alteration, or destruction of
materials to conceal their own actions. As we discuss in Chapter 14 – Investigations,
there are many situations in which your custodians’ interests may run counter to your
organization’s. They may be responsible for some part of the events giving rise to the
matter and fear getting in trouble themselves, they may be engaged in some unrelated
misconduct they are afraid may be exposed, or they may think they’re protecting a
colleague or the organization. Whatever the reason, when custodians are trusted to
self-collect they have the opportunity to commit sins of omission or spoliation. And,
even if they do not take that opportunity, another party may challenge the reliability of
collection performed by a custodian with an individual interest in the matter or the
materials.

Together, these four categories of risk make self-collection approaches unsuitable and
undesirable for most matters. As noted above, in very small, simple matters – ones where the
materials needed can be clearly identified and easily retrieved, where metadata is not
important (or the requesting party has agreed to forego it), and where you have no reason to
mistrust the custodians – it may be reasonable and proportional to rely on a self-collection
approach. Even then clear instruction and careful oversight will be needed. In all other
situations, self-collection should be avoided in favor of one of the approaches discussed below,
as courts have made clear time and again.
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The Courts on Self-Collection
The risks and consequences of employing self-collection approaches are not merely
hypothetical. Courts in numerous cases have taken parties and their lawyers to task for their
reliance on custodian self-collection in the face of its clear risks:
•
•
•

Green v. Blitz U.S.A., Inc, Case No. 2:07-CV-372 (TJW) (E.D. Tex. Mar. 1, 2011) 64
SunTrust Mortgage, Inc. v. AIG United Guaranty Corp., Case No. 3:09cv529 (E.D. Va. Mar.
29, 2011)65
National Day Laborer Organizing Network v. U.S. Immigration and Customs Enforcement
Agency, Case No. 10 Civ. 3488 (SAS) (S.D.N.Y. Jul. 13, 2012)66

As Judge Shira Scheindlin wrote in National Day Laborer:
The second answer to defendants’ question has emerged from scholarship and caselaw
only in recent years: most custodians cannot be “trusted” to run effective searches
because designing legally sufficient electronic searches in the discovery or FOIA contexts
is not part of their daily responsibilities. Searching for an answer on Google (or
Westlaw or Lexis) is very different from searching for all responsive documents in the
FOIA or e-discovery context. . . .
. . . In short, a review of the literature makes it abundantly clear that a court cannot
simply trust the defendant agencies’ unsupported assertions that their lay custodians
have designed and conducted a reasonable search. [internal footnotes omitted;
emphasis added]
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IN-PERSON AND REMOTE COLLECTIONS
Collection Approaches: In-Person Collection
Traditionally, the most common collection approach has been in-person collection, in which the
person executing the collection is in physical possession of the device(s) to be collected. This
may be achieved by sending the devices to the person executing the collection, but is more
often achieved by having the person executing the collection travel to where the custodian(s)
and their device(s) are. These collections are carried out using specialized hardware and
software tools, such as EnCase Forensic 67 or FTK. 68 As we discussed above, these tools include
features like write-blocking and hash verification to ensure accuracy and demonstrable forensic
soundness.
In-person collection has many benefits. Most importantly, it ensures proper collection from the
original source overseen by a professional rather than by the custodian. It can also give the
person executing the collection an opportunity to interact with the custodians to gather useful
information about the sources and what they contain, combining in-person custodian
interviews 69 with collection itself. And, when multiple custodians are in the same office
location, it can be efficient, even when travel to that location is required.
In-person collection is not ideal for all situations, however. When custodians are distributed
across multiple office locations – or when many employees work remotely from home – travel
to all of those locations can quickly become too costly and time-consuming to make sense.
Having one or more collection professionals on-site can also be disruptive to normal operations
and may not be as subtle an approach as you require in certain investigative contexts. 70
In-person collection also raises the question of who should perform the collections. Instead of
relying on third-party collection professionals, some organizations opt to acquire the relevant
tools in-house and have one or more IT professionals carry out collections. Not all
organizations are willing to assume the tool costs, employee training and certification costs,
and downstream testimonial obligations that come with insourcing collection, but for some
serial litigants it makes good sense. For everyone else, retaining the services of a third-party
collection professional with their own tools, certifications, and ability to provide testimony is
generally the best option.
Collection Approaches: Remote Collection
As geographically-distributed (and remote) employees have become more common, remote
collection has grown in popularity as an approach. Remote collection comes in three primary
67
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See generally, Chapter 10 – Custodian Interviews.
70
See generally, Chapter 14 – Investigations.
68

XDD eDiscovery Handbook

Unit 1, Chapter 3

44

subtypes: self-executing devices with instructions, preconfigured drives plus remote access, and
enterprise applications:
•

In the first subtype, a collection device is prepared in advance and shipped to the
custodian who follows provided instructions to connect the device to their computer
and initiate the pre-defined collection process. When the collection is complete, the
custodian returns the device.

•

In the second subtype, a preconfigured drive is shipped to the custodian who connects it
to the computer and then grants remote access to a remote collection professional to
execute and oversee the actual collection to the drive. When the collection is complete,
the custodian returns the drive. (It is also possible for limited collection over the
internet to be done by remote access, but typically the sizes involved make shipping
drives a better choice for this approach.)

•

In the third subtype, an enterprise application (e.g., Open Text Legal Hold 71) is installed
that facilitates manual or automated collections from devices connected to the
company network. Collections may be executed with or without the custodians’
knowledge and may be administered by IT personnel or by third-party collection
professionals. Collections are copied over the network and later may be transferred to
drives for shipping to a third-party eDiscovery services provider for processing and
review.

Of these three, the second subtype is the most widely used, especially for small and mid-size
organizations. Large organizations are the most likely to consider investing in an enterprise
application for the third subtype. Any of the three can save time and money when dealing with
distributed custodians, as long as there is no reason to mistrust the custodians’ cooperation.

71

https://www.opentext.com/products-and-solutions/products/discovery/opentext-legal-hold
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OTHER IMPORTANT COLLECTION SOURCES
Thus far, we have spoken primarily about the collection of ESI materials from the computers of
individual custodians, but most cases involve collection from a range of other sources as well.
The fundamentals of computer memory operation and successful acquisition from that memory
are the same regardless, however you still need to be aware of the other source types you may
need to consider and the complications that they entail.
The other major categories of sources are:
•
•
•
•

Enterprise systems
Mobile devices
Social media sources
Cloud sources

Collection from Enterprise Systems
Enterprise systems refers to the software and hardware systems maintained by your
organization or its departments, including email systems, internal instant messaging systems,
document management systems, CRM or ERP systems, internal collaboration tools, backup
systems, and more. Depending on the nature of the matter, it might also include voicemail
systems, security and video systems, or even networked photocopiers or other office machines.
How collection from such systems is performed can vary widely depending on the system.
Some systems store their data in ways that can be directly collected like the materials on a
custodian’s computer, while others require you to use the system’s built-in search and export
tools. Those tools can carry important limitations that affect what results a search returns or
what an export contains. Working closely with the responsible IT personnel to ensure those
limitations are understood and accounted for is critical when collecting data from enterprise
systems.
Collection from Mobile Devices
Mobile devices – smartphones in particular – have become ubiquitous for both personal and
business life. 72 Like all consumer technology, there are a plethora of models and types
available, and new ones are released by each maker each year. And, because a majority of
companies now have or are planning to adopt BYOD-friendly policies, 73 organizations are likely
to have a much wider variety of smartphones as potential sources than computers (which still
tend to be organization-selected and issued).

72
73

See generally, Chapter 15 – Mobile Devices in eDiscovery.
http://www.zdnet.com/article/research-74-percent-using-or-adopting-byod/
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Smartphones are more difficult, more costly, and more time-consuming to collect and process
than computers. The difficulty, cost, and time can vary from model to model, from maker to
maker, and from operating system to operating system. Special tools like those used to collect
from a custodian’s computer will be required (e.g., Cellebrite 74), as will the device itself.
Remote collections of mobile devices are not currently an option, although collections of cloudbased backups sometimes are.
Additionally, it is important not to overlook less common mobile devices that may, at times, be
relevant, such as vehicle GPS or data systems,75 wearable devices like fitness trackers, etc.
Collection from Social Media Sources
For better or worse, social media 76 is currently an influential, indispensable part of American
life. As it permeates its way ever deeper into our professional and personal lives, its impact
upon discovery is growing in parallel. There are three main options for the acquisition of social
media materials for use in litigation:
•

Printing out the material or capturing a screen image of it – this is fast and cheap but
does not capture any native files or metadata, and it may create authentication and
admission problems down the road

•

Using the self-service export tools provided by the social media platform – this, too, is
fast and cheap, but it also may not provide native files or metadata, and it may come as
a single, massive PDF that must be somehow parsed into individual records

•

Using specialized forensic collection software like that you would use to collect from a
custodian’s computer (e.g., X1 Social Discovery 77) – this carries additional costs (either
for such a tool or for services from a provider with such a tool), but it can be essential
for cases involving large quantities of social media materials, questions best resolved
through the materials’ metadata, or the potential for disputes over the authenticity and
admissibility of the social media materials themselves

Collection from Cloud Sources
The final category of sources you may encounter today is cloud sources. These are cloud-based
services used either by the organization or by the individuals within it. Examples include email
solutions like Gmail, 78 storage and sharing solutions like Dropbox,79 messaging solutions like
74

https://www.cellebrite.com/en/products/ufed-ultimate/
https://www.relativity.com/blog/e-discovery-spoliation-in-unusual-places-preserve-your-pickup-truck/
76
See generally, Chapter 16 – Social Media in eDiscovery.
77
http://www.x1.com/products/x1_social_discovery/
78
https://mail.google.com/
79
https://www.dropbox.com/
75
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Slack, 80 and office suites like Google Docs 81 and Microsoft Office 365. 82 Much as with
enterprise systems, collection from cloud sources is very dependent on the specific source and
the features it includes. Some common cloud sources have extensive tools geared towards
discovery activities (e.g. Office 365 Advanced Discovery 83), while others have much more
limited search and export options. Successful collection from cloud sources typically requires
the assistance of an experienced collection expert (as well as the cooperation of the account
holder, for individual’s accounts), and it may require custom solutions.

80

https://slack.com/
https://www.google.com/docs/about/
82
https://www.office.com/
83
https://support.office.com/en-us/article/office-365-advanced-ediscovery-fd53438a-a760-45f6-9df4861b50161ae4
81
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UNIT 1 - EDISCOVERY FUNDAMENTALS

CHAPTER 4
PROCESSING FUNDAMENTALS

Time to Make the Donuts

Guidance to help practitioners understand
processing realities and choices

WHY UNDERSTANDING PROCESSING IS IMPORTANT
ESI processing for discovery is one of the areas in which legal practitioners need some level of
understanding to fulfill their duty of technology competence for eDiscovery. Although it is
often given short shrift compared to the steps that come before it (identification, preservation,
and collection) and after it (assessment, review, and production), effective processing is critical
to the success of those downstream steps and includes a variety of important technical
decisions that can have substantive effects.
As we have discussed, the range of potential ESI sources is continually multiplying and
diversifying. In order to work with that diverse range of materials during assessment, during
review, at depositions, and at trial, we need a way to avoid using as many different pieces of
software as there are types of sources and a way to enable searching and document
identification across different source types. It is for these reasons that we need processing.
And, if that processing is not performed correctly, or if the wrong decisions are made, searches
can be rendered unreliable, materials can be rendered unusable, and other downstream
complications may occur.
Processing Specifications
The importance and complexity of processing can be seen in the level of detail involved in
written processing specifications (or production specifications, 1 which can effectively dictate
how processing must be performed to facilitate the required production). Although not all
cases involve a written set of processing or production specifications, many now do – some
developed through negotiation and others dictated by agencies or courts. These specifications
may set forth, among other things:
•
•
•
•
•
•
•
•
•

The time zone in which dates and times should be presented
The content to be extracted and the metadata to be captured
The deduplication methodology to be employed
The custodian identification and document numbering methodologies to be used
The indexing parameters to be applied
The handling procedures for special data types
The application of optical character recognition
The visual parameters for generating document images
The preferred presentation of spreadsheets, text documents with tracked revisions, or
presentation slides with speaker notes, etc.

Any one of these details could have a significant impact on the usability of the processed
materials and on the effectiveness and efficiency of the downstream discovery activities – both

1

https://www.justice.gov/atr/case-document/doj-standard-specifications-production-esi
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for your work with your own materials, and for your work with the materials that are produced
to you by other parties (an area in which disputes 2 still 3 frequently 4 arise 5).
About this Chapter
In this chapter, we will review the fundamentals that legal practitioners need to know about ESI
processing to successfully navigate this phase of discovery and to effectively work with their
internal or external service providers to do so. Topics will include: essential steps and tools,
common errors and special cases, de-NISTing, deduplication, objective culling, and more.

2

https://www.jdsupra.com/legalnews/the-form-of-production-yes-the-issue-21688/
https://www.jdsupra.com/legalnews/court-denies-party-s-request-to-produce-32905/
4
https://www.jdsupra.com/legalnews/court-rules-on-dispute-over-native-file-59614/
5
https://www.jdsupra.com/legalnews/court-orders-defendants-to-resubmit-48153/
3
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KEY ACTIVITIES AND COMMON TOOLS
Broadly speaking, there are four main activities that take place during processing: expansion,
extraction and normalization, indexing, and objective culling. To start, we will discuss the first
three of these activities and touch on the tools commonly used to complete them. The fourth
activity, objective culling, will be covered separately below.
Expansion
The first thing that must be accomplished when processing ESI for discovery is the expansion of
all containers. Container files are files that contain other files within them. Common end-user
examples would include PST files, which contain countless individual email files, or ZIP files
which can contain any combination of file types. Additionally, the collection process often
generates container files that must also be expanded (e.g., hard drive images). Beyond just
container files that contain groups of files, many file types can also contain individual
embedded objects.
Examples of embedded objects would include an attachment to an email, a logo image in an
email signature, or a spreadsheet chart embedded in a Word document. Embedded objects
can be handled in different ways, and it is common to separate some to handle as discrete files
and to leave others embedded. For example, it is common to extract all email attachments as
their own files (though tracked in family groups with their parent email), and it is common to
leave in-line images in documents embedded to be reviewed in context. Decisions about how
to handle different kinds of embedded objects can affect both searchability and reviewability
later.
Extraction and Normalization
As we noted above, ESI for discovery can come in hundreds of different file formats that could
each require a different piece of software to natively view. To avoid litigants on either side
from having to utilize all those different source applications, and to enable integrated
management, searching, and review across file types, ESI must undergo a process of extraction
and normalization. In this process, all of the content is extracted from your collection of
electronic files, and that extracted content is normalized into a consistent, usable format.
The content to be extracted includes all of the text from the files (e.g., the body of an email or a
Word document), and may include any objects embedded within documents. For files with
imaged text (e.g., scanned documents), it is common for optical character recognition (OCR) to
be used to attempt extraction of the available text. Beyond a file’s primary textual content, its
metadata must also be extracted (e.g., created by, date modified, etc.), and its relationships to
any other files must be documented (i.e., if it is, or has, an attachment).
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All of this extracted content is normalized into database fields that can be displayed
consistently by document review software to facilitate downstream discovery activities like
early case assessment (ECA) and review. Decisions may need to be made at this stage about
how hidden content in documents should be handled and what version of a document and its
text should be extracted and displayed (e.g., tracked changes in Word, speaker notes in
PowerPoint). Typically, the native files are still available too, linked to their extracted,
normalized content, so that the native versions can be viewed instead when necessary. (For
example, the extracted text from a spreadsheet is not very comprehensible compared to the
native version of that spreadsheet.)
Indexing
In order to make all of those downstream activities possible, all of the extracted content also
needs to be indexed. Indexing is the process of creating the enormous tables of information
that are used to power search features. Most common are inverted indices, which essentially
make it possible to look up documents by the words within them. Inverted indices are like
more elaborate versions of the indices you find in the backs of books. Decisions about how
indices should be generated and what common words (e.g., articles, prepositions) they should
skip affect the completeness of search results later. Searches can only find what indexes show.
More sophisticated semantic indices are created to power features like concept searching,
concept clustering, and technology-assisted review. These multi-dimensional indices come in a
few varieties, but essentially, they all document how frequently words appear in the same
documents as other words. From these co-occurrences, the tools identify clusters of related
terms that define a topical area and transcend any one, specific keyword. Some customization
of this process is also possible, which will affect what results the index reveals.
Common Tools
All of these core processing activities are completed using specialized software tools. These
tools are able to automatically perform expansion, extraction, normalization, and traditional
indexing for many common file types, and they can generally be operated manually or
customized as needed to handle more challenging or less common file types. How wide a range
of common file types and issues can be handled automatically varies from tool to tool, as does
how easily (and to what extent) custom solutions can be implemented to go beyond that range.
Those tools might come in the form of off-the-shelf processing software like eCapture by IPRO 6
or LAW by CloudNine.7 They might come integrated with an enterprise review platform 8 or
with an enterprise collection platform.9 Because of the frequent need for adaptability,
6

https://iprotech.com/ecapture/
https://cloudnine.com/software/cloudnine-law/
8
https://www.relativity.com/ediscovery-software/processing/
9
https://www.guidancesoftware.com/encase-ediscovery
7
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customizability, and scalability, many providers (like XDD 10) develop proprietary processing
tools to handle these activities. Such organizations may use a tool like dtSearch 11 to perform
the necessary traditional indexing.
Semantic indices are created using specialized software like the CAAT tools from Content
Analyst Company, which are integrated into (and now owned by) Relativity. 12

10

https://www.xactdatadiscovery.com/xedd-processing-tool/
https://www.dtsearch.com/index.html
12
https://www.relativity.com/news-events/kcura-acquires-content-analyst-company-developers-highperformance-advanced-text-analytics-technologies/
11
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COMMON EXCEPTIONS AND SPECIAL CASES
Although a great many of the files encountered during ESI processing are common types that
can be handled in a standardized, automated way, not all are. Almost every processing effort
encounters at least a few exceptions during processing that cannot be handled without some
manual intervention (if they can be handled at all). Additionally, certain source types are
special cases that routinely require custom work to process. The handling of these exceptions
and special cases can affect both project costs and the completeness of your data set.
Common Processing Exceptions
During the processing of a data set in one of the processing tools we discussed above, the tool
will often encounter some files that it cannot automatically process. Most commonly, these
exceptions occur because the tool has encountered either corrupt data, a password protected
file, or an unknown file type. In any of these cases, the exception is logged and reported for
later review by the processor and, when needed, by the case team.
Corrupt Data
Corrupt data is data that is physically incomplete or unreadable in some way. This can be the
result of a faulty sector in the storage medium, the result of a copying error at some point in
the chain of custody, or the result of the original source itself having been corrupted. In some
cases, content can be recovered from corrupted file data, but in many cases, retrieval of a noncorrupt version from the source – if available – is required.
Password Protected Files
Many file types – from PST files to PDF files to Microsoft Office documents – can be protected
with passwords by their authors or owners. Files that are protected by passwords cannot be
automatically processed until they are unlocked so that their content can be extracted. In some
cases such passwords can be cracked or bypassed through the use of specialized tools, but in
most cases getting the password from the author or owner is the fastest, cheapest solution.
Unknown File Types
Although most processing tools can identify and handle hundreds of common file types, there
are thousands of file types in existence – including countless proprietary file types generated by
custom corporate tools and systems. When a processing tool encounters a file of either a type
it doesn’t recognize, or for which it cannot identify a type at all, it logs an exception for later
review by the processor. If the type is unknown, manual expert review may be able to identify
it, if the type is known but uncommon or proprietary, custom work may be required to process
it – if it can be processed at all.
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Source Type Special Cases
In addition to the unpredictable occurrence of processing exceptions, there are a range of
source types that will almost always require some custom work and some additional decisions
to handle. Examples include:
•

Backup Tapes – working with materials from backup tapes can require restoration of
large volumes of data to obtain the desired files for processing; with some tools, tapes
can be indexed prior to restoration to allow for targeted restoration instead

•

Mobile Devices – data from mobile devices frequently contains databases and other
aggregated types of data that require custom parsing into discrete records, for example:
contacts databases, email databases, call logs, etc.

•

Social Media – data from social media websites and applications can, like mobile device
data, include aggregated data types that must be parsed out into individual posts or
messages, and linked content or specialized metadata fields may require custom work

•

Instant Messaging – these programs too, whether social messaging services or
professional collaboration tools like Slack, often store communications in aggregated
files that require custom parsing to separate into individual conversations or messages

•

Structured Data – structured data includes the large operational databases that
underpin corporate systems like CMS, ERM, and more, and custom work is generally
required to identify and capture the right portion of that data and then present it in a
usable form
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OBJECTIVE CULLING OPTIONS
In addition to the above activities and issues, processing also includes several types of objective
culling that are used to reduce the amount of material that must be worked with throughout
the subsequent phases of a discovery project, saving both time and money. The objective
culling options commonly employed during processing are de-NISTing, deduplication, and
content filtering. It is important to understand the operation and limitations of these culling
options so that you can make informed decisions about how to deploy them in your projects.
De-NISTing
Basic de-NISTing is a standard step performed in almost all discovery processing efforts. DeNISTing removes the known files that make an operating system or a software program work,
such as executables, device drivers, initialization files, and others, which together can make up
more than half the volume captured in a drive image. The trend towards more targeted
collection methods and fewer full images has reduced the impact of de-NISTing on overall
volume somewhat, but it is still an important step to remove material certain to be irrelevant.
De-NISTing does not do this by file types or file names, but by identifying specific, known files
that match those originally released by the developer – thereby ensuring that they are free of
user alteration or content and are, therefore, irrelevant. The process works using “hashing” to
compare collected files to lists of known system files.
Hashing is a technique by which sufficiently unique file fingerprints can be generated by feeding
the files into a cryptographic hash function 13 (commonly MD5 14 or SHA-1 15) that generates a
fixed-length output called a “hash” or “hash value” (e.g., a string of 32 numbers and letters).
Identical files produce identical hash values, and hash values can be easily compared by
software to automatically identify matches.
The “NIST” in the name of this culling option is an acronym for the National Institute of
Standards and Technology, 16 which runs the National Software Reference Library17 (NSRL),
which is the source of the Reference Data Sets used for this process. Their lists of hash values
for known file are updated a few times per year, but because of the volume and diversity of
software in use today, and the frequency with which software is updated, those lists are rarely
complete enough to remove all of the irrelevant software and system files that are present.
To compensate, some supplemental filtering is often performed along with de-NISTing. This
supplemental filtering may be accomplished using either “stop filters” (also called “exclusion
13

https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/MD5
15
https://en.wikipedia.org/wiki/SHA-1
16
http://www.nist.gov/
17
http://www.nsrl.nist.gov/index.html
14
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filters”) or “go filters” (also called “inclusion filters”). Stop filters exclude specified file types and
leave everything else included, while go filters do the opposite, excluding everything and
leaving only specified file types included. The difference is what happens to your unknown
unknowns (i.e., stop filters let them pass through to later steps and go filters eliminate them at
this point).
Deduplication
Deduplication leverages the same hashing process described above for de-NISTing, except used
now to compare the collection against itself rather than against an outside file list. The
operation of computers and enterprise information systems naturally produces many identical
copies of files and messages in many different places that add no additional relevant
information. Hashing a collection and scanning the values for those duplicates typically allows
for a significant volume reduction and is a standard discovery processing step for this reason.
Deduplication can be performed on either the file level or the family group level. The family
group level is far more common because the integrity of family groups is typically maintained
throughout discovery. For example, if the same spreadsheet was attached to two different
emails, neither copy would be removed, but if two copies of the same email with the same
spreadsheet attachment were present, one of those identical family groups would be removed.
Deduplication can also be performed on either the custodian level or globally. Global
deduplication is far more common (since most review programs can easily track everywhere a
duplicate was for later reporting or restoration as needed.)
Content Filtering
Finally, processing typically affords you the option to perform some content filtering, including
date range filtering and keyword filtering (and potentially filtering based on certain metadata
fields and values). Date range filtering at this point in a discovery project is very common, as
there are often clear temporal limits on relevance that can be applied. There are still some
specifics of which to be aware, however:
•

Files typically carry multiple date/time stamps that can vary by file type, potentially
including date created, date last modified, date last accessed, date sent, and others,
giving you choices of which to use. For this reason, it is common for service providers to
create a custom master date metadata field that draws from different date/time fields
for different source file types (e.g., pulling date/time sent for emails and date/time last
modified for documents so that they can be sorted and filtered together).

•

If you are maintaining family groups, as is typical, you will need to consider whether
parent dates override child dates for filtering, or whether any file in a family group can
pull in the whole family group (e.g., does an email from outside your date range with an
attached file that’s from inside your date range get included?).
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•

Because of computer errors or collection issues, some files may also have inaccurate,
impossible, or nonexistent date stamps, so you may need to manually check out any
outliers in your chosen date field (e.g., 1/1/1900 or 0/0/0000) to see what they are.

Keyword filtering is done less often at this point in a project, because the available search and
analysis tools are often less robust than those available during later phases and are generally
not directly accessible by the case team (requiring a technician to execute searches and report
back, making iterative testing and improvement very cumbersome). However, in cases with
keywords that are fixed (whether by negotiation or by court order), it can be safe and useful to
employ.
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SOME FINAL STEPS AND KEY TAKEAWAYS
In addition to the four core activities of expansion, extraction and normalization, indexing, and
objective culling that we have already discussed, there can be a variety of additional steps
required during processing to prepare the materials for subsequent early case assessment,
review, and production activities.
Potential Additional Steps
Depending on the platform in which the material will be used and the ways that it will be used,
additional steps may be required to finish preparing it for those activities. For example, we
noted above that it is not uncommon to create and populate a custom master date field that
integrates values from different date/time fields associated with different file types. It is also
common to create other custom metadata fields, such as a field that extracts the domain
names associated with email addresses, or a field that documents collection source details such
as custodian or directory. The specific fields to be created will depend on the material with
which you will be working and what you hope to accomplish with it during ECA and review.
In addition to custom metadata fields, final preparation activities may also include the
preemptive generation of TIFF images of the documents (i.e., PDF-style page images), if there is
a desire to review documents in that form (or a need to have them ready for rapid production
turnaround later). And, if the subsequent activities are taking place in a different software
platform than the processing (which is often the case), some form of load file will also need to
be prepared.
Load files are, essentially, enormous tracking spreadsheets that can contain every document, its
extracted metadata (and any custom fields), its extracted text content, links to associated
native files, links to standalone text files, links to associated TIFF images, and other details.
They serve as Rosetta Stones for the ECA and/or review software to understand how all the
thousands upon thousands of discrete files and pieces of information you’re loading into it for a
given project fit together in a usable way.
Validation
Regardless of the specific steps taken in a given processing project, all processing efforts
generally end with some form of quality control validation process prior to the hand-off to ECA
and review activities. As we’ve described above, the end product of a processing effort is a
complex assemblage of elements that may include hundreds of thousands of native files, image
files, text files, load files, and a variety of customizations. Given that enormous volume,
diversity, and complexity, a wide range of simple technical issues are possible, including file
naming errors, load file field errors, file linking errors, imaging errors, and more.
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To identify such issues prior to loading for subsequent activities, processors typically employ
some combination of targeted quality control checks for specific issues, random sampling
checks to spot any other issues, and software validation tools to backstop the human checks.
Once any issues have been identified and remediated, materials can be handed off for ECA and
review to begin.
Key Takeaways
1. Having at least a basic understanding of processing activities is essential to fulfilling a
lawyers’ duty of technology competence for eDiscovery, because processing decisions
can and do have substantive effects on downstream discovery activities.
2. The primary processing activities are: expansion, which opens container files and
handles embedded objects; extraction, which captures text and metadata from all those
files; normalization, which standardizes the format and appearance of that extracted
content; and indexing, which creates the inverted and semantic indices that enable
searching.
3. It is common to encounter materials during processing that require custom work or that
cannot be processed at all because they are password protected, corrupted, or of an
unknown type; moreover, some source types will almost always require custom work,
like mobile devices, instant message/chat platforms, or social media.
4. During processing, objective culling is typically performed to remove system files (deNISTing and file-type filtering) and to remove duplicates (deduplication); additionally,
you usually have the option to perform content filtering based on date range (very
common, especially if negotiated) and keyword (less common, due to process
limitations).
5. Additional steps will need to be taken to finish preparing your processed materials for
ECA and review, potentially including custom field creation, TIFF image creation, or load
file creation – depending on your goals and tools, and always including some form of
quality control validation process to check for common technical errors.

XDD eDiscovery Handbook

Unit 1, Chapter 4

61

UNIT 1 - EDISCOVERY FUNDAMENTALS

CHAPTER 5
ECA FUNDAMENTALS

Clearing the Fog of War

Guidance to help practitioners to clear the
fog of war and find the truth of matters

CLEARING THE FOG OF WAR
In the early nineteenth century, the Prussian military analyst Carl von Clausewitz wrote of the
overwhelming uncertainty 1 inherent in decision-making during military conflicts:
War is the realm of uncertainty; three quarters of the factors on which action in war is
based are wrapped in a fog of greater or lesser uncertainty. A sensitive and
discriminating judgment is called for; a skilled intelligence to scent out the truth.
[emphasis added]
By the end of the nineteenth century, the phrase “fog of war” had appeared as a shorthand
description for this state of uncertainty, and this apt metaphor has remained in wide use to the
present day, applied in every context from business to video games.
The Fog of Litigation
The fog of war is also apt shorthand for the state of uncertainty that exists early in a new legal
matter. Whether you are gearing up for litigation, an agency enforcement action, or an
investigation, you are faced with potential conflict and liability shrouded in a fog of uncertainty:
•
•
•
•
•

What are the actual underlying facts?
What are the legal and financial risks?
What evidence might exist? With us? With them?
How strong or weak of a position are we in overall?
What will it cost to proceed, and how much should we spend?

Early case assessment (ECA), fundamentally, is the process of trying to clear some of the fog of
uncertainty around the answers to these questions and others like them. As litigation has
evolved in the eDiscovery era, however, so too has the scope of what’s included in ECA.
Three Goals, One Name
The name ECA is now used to encompass not only the traditional ECA described above, but also
what might better be called Early Data Assessment (EDA) and Downstream Activity Preparation
(Downstream Prep.). All three goals are attempts to remove some of the fog by reducing one
area of uncertainty:
•

Traditional Early Case Assessment (ECA)
o Traditionally, early case assessment was and is focused on reducing uncertainty
about the risks and costs associated with a new legal matter to inform a decision

1

https://en.wikipedia.org/wiki/Fog_of_war#Origin
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about how to proceed; because doing so now often requires reviewing relevant
ESI, eDiscovery processes have become essential for effective traditional ECA.
•

Early Data Assessment (EDA)
o Early data assessment is a new goal that has been lumped under the ECA banner,
and which focuses on evaluating the contents, properties, and completeness of
collected ESI materials to reduce uncertainty about ongoing preservation,
collection, and processing decisions, among others.

•

Downstream Activity Preparation (Downstream Prep.)
o Finally, reducing uncertainty about downstream attorney review and eventual
production has also been lumped under the ECA banner, including testing and
refining searches and filters, evaluating potential workflows, and estimating
needed resources.

The intersection of these three connected-but-distinct goals can make the ECA phase of an
eDiscovery effort a confusing one for practitioners. What should I and others be doing to
accomplish these goals, and how should we be doing it? How do we start to clear the fog?
About this Chapter
In this chapter, we will attempt to answer these questions by reviewing the fundamentals that
legal practitioners need to know about performing effective ECA in the context of eDiscovery,
including: sampling, searching and filtering, threading and duplicates, analytics, integrated
workflows, and more, to equip you “to scent out the truth.”

XDD eDiscovery Handbook

Unit 1, Chapter 5

64

SAMPLING A WELL-STOCKED TOOLKIT
In almost any modern document review platform (e.g., Relativity), case teams have a powerful
set of tools at their disposal for investigating their collected ESI. The specific bells and whistles
of those features vary, but the core functions almost always include: searching tools, email
threading tools, duplicate handling tools, conceptual analysis tools, and random sampling tools.
Effective ECA involves leveraging as many of these features as are helpful – like aligning a series
of overlapping lenses, to bring your quarry into sharp focus. Which lenses are helpful will
depend on the specifics of your matter, your ESI, and your available time and resources.
We will discuss each of these core functions in turn and how they can be leveraged for the
three goals of ECA, beginning with sampling.
Sampling
One of the most powerful tools in your ECA toolkit is sampling. There are a lot of ways to find
materials you expect to be in a collection of ESI, but sampling is a terrific way to also find
materials you didn’t know to look for – the unknown unknowns. For our purposes, sampling
comes in two flavors: judgmental sampling and formal sampling.
Judgmental sampling is the informal process of looking at some randomly selected materials to
get an anecdotal sense of what they contain, whether that’s sampling from a particular source
or particular search results or a particular time period. You’re not reviewing a particular
number of documents or taking a defined measurement with a particular strength; you’re
getting an impression and making an intuitive assessment.
Formal sampling is just the opposite: you are reviewing a specified number of randomlyselected documents with the goal of taking a defined measurement with a particular strength.
Typically that measurement is either of how much of a particular thing there is within a
collection (estimating prevalence) or of how effective a particular search is (testing classifiers).
•

Estimating Prevalence
o Estimating prevalence is the process of reviewing a simple random sample of a
given collection of materials to estimate how much of a given kind of thing is
present. You might estimate the prevalence of relevant materials, of privileged
materials, or of materials requiring redaction or special steps. The size of the
sample you need is dictated primarily by how precise you want your estimate to
be (margin of error), and how certain about it you want to be (confidence level),
and to a lesser extent, by how large your collection of materials is (sampling
frame). Most often you will be dealing with sample sizes of a few thousand (e.g.,
a sample of 2,345 for a confidence level of 95% and a margin of error of +/-2% in
a collection of 100,000 documents).
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•

Testing Classifiers
o Testing classifiers is the process of seeing how effective and efficient a particular
classifier – typically a search of some kind – actually is. Using this technique, you
can estimate how much of what you’re seeking a given search is likely to return
(recall) and how much irrelevant material is likely to get returned with it
(precision). These measurements are taken by running the searches against a
control set, which is made be pre-reviewing and coding a sufficiently-large
random sample. Comparing the search results to the already-completed coding
allows for the iterative refinement of searches to increase their recall and
precision before they are applied to the full collection.

For a deeper dive on these two sampling techniques, please see Chapter 12 – Estimating
Prevalence and Chapter 13 – Testing Classifiers.
Sampling and the Three Goals
Sampling supports traditional ECA by helping you rapidly learn about the materials you have,
what might be in them, and how best to surface more of what you need – all without the risk of
missing the unknown unknowns that can come with relying on searching alone. Reviewing a
randomly-selected cross section lets you see some of everything you have and some of all the
different language your custodians use to help you better plan your next ECA steps.
Beyond just reviewing the random sample for traditional ECA, leveraging prevalence estimation
is invaluable for EDA and for Downstream Prep. Accurately estimating what you have enables
you to: (a) prioritize the materials you have; (b) find gaps requiring further collection; and, (c)
estimate your needed project resources, optimal project workflows, and likely project costs and
durations (including assessing the viability of a TAR solution or the need for additional objective
culling). As projects progress, prevalence estimations can also provide a yardstick against which
to measure progress and completeness.
Testing classifiers, too, benefits EDA and Downstream Prep. Imagine iteratively refining
searches for your own use, or negotiating with another party about which searches should be
used, armed with precise, reliable information about their relative efficacy. As we will see
frequently in Chapter 18 – TAR Case Law, and as has been suggested in non-TAR cases, 2 judges
prefer argument and negotiation based on actual information to that based merely on
conjecture and assumption.
And, the more effective the searches you develop, the more you reduce the volume of material
left for downstream review and production.
2

https://ediscovery.co/wp-content/uploads/2018/08/City-of-Rockford-v.-Mallinckrodt-ARD-Inc._2018-08-2720_42_07-0400.pdf
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SEARCHING AND FILTERING FOR FUN AND PROFIT
After sampling, the next major category of tools and techniques available is search and filtering,
including keyword and phrase searching, Boolean searching, fuzzy searching, conceptual
searching, and more.
Searching
Searching, both on the internet and among our own emails, messages, and files, has become an
inescapable part of everyday life. Almost all of this searching, like the searching you do in
eDiscovery, is powered by some form of indexing. In the eDiscovery context, indexing is
typically performed during the processing phase of the project.3
Indexing is the process of creating the enormous tables of information that are used to power
search features. Most common are “inverted indices,” which essentially make it possible to
look up documents by the words within them. Inverted indices are like more elaborate versions
of the indices you find in the backs of books. Decisions during processing about how indices
should be generated and what common words (e.g., articles, prepositions) they should skip
affect the completeness of search results you get during ECA. Searches can only find what
indices show.
More sophisticated semantic indices are created to power features like concept searching,
concept clustering, and technology-assisted review, which we will discuss further below in our
section on analytic tools and techniques.
The types of indices that are prepared and the specific features your software offers for
working with them will dictate what types of searching are available to you.

3

•

Keyword and Phrase Searching
o Exactly as it says on the tin, keyword and phrase searching lets you search for a
key word, for a phrase, or often, for lists of both at once. Just as with the basic
internet searching we all use, if one of the desired keywords or phrases is
present, the document will be returned. One key area of variation from tool to
tool is whether wildcard characters can be used to find variations on words and,
if so, how they can be used.

•

Boolean Searching
o Boolean search is the next step up in sophistication from basic keyword
searching. It allows the use of “operators” such as “and,” “or,” and “not.” These
operators allow for the searcher to define specific relationships between key
words and phrases to achieve higher quality results (i.e., improved recall and

See generally, Chapter 4 – Processing Fundamentals.
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precision). Other operators may be available, including proximity operators (i.e.,
to find a particular word appearing within a certain number of words of another
particular word).
The range of specific operators available varies with the tools being used, as can
their precise operation. Thus, it is important to understand the tools you are
actually using to be sure you are searching the way you intend.
•

Fuzzy Searching
o Fuzzy searching (also sometimes referred to as approximate string matching or
stemming) is another extension of basic keyword searching that may be available
to you. Fuzzy searching allows a search to return variations on a word rather
than just the precise word you searched (e.g., finding both invite and invitation).
How much variation is allowed is typically an adjustable setting.

•

Conceptual Searching
o As noted above, conceptual searching is powered by different types of indices
than traditional searching. Conceptual searching uses these indices to try to
return results based on related ideas and topics rather than based on whether
the same words and phrases are used.

•

Other Tools and Features
o In addition to these core search functions, most review tools also offer a range of
reporting and administration tools (e.g., saved searches, search history, etc.) – as
well as sampling tools – to assist you in brainstorming, testing, and iteratively
improving searches to meet your information needs.

Filtering
In addition to your searching options, most platforms also offer you a range of options for
sorting and filtering by specific properties of documents to help you surface what matters and
prioritize what matters most. Most often this is based on a combination of metadata values
extracted from the documents, such as file type and date, and custom-created metadata
values, such as domain name or custodian. 4 Often, these types of sorting and filtering
capabilities are now tied to visualization tools that let you see the distribution of materials (and
any gaps in it) at a glance and that allow you to adjust a range of value limits to see how they
narrow or expand your results.
Searching and Filtering and the Three Goals
Just as we noted that sampling is excellent for finding unknown unknowns (the materials for
which you don’t know you need to be looking), so searching is excellent for finding your known
4

See generally, Chapter 4 – Processing Fundamentals.
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knowns and unknowns (the materials for which you do know you need to be looking).
Targeted searching of key words, names, and phrases is one of the fastest ways to find relevant
materials and hot documents. It is where practitioners focused on the traditional ECA goal
typically start.
Filtering and visualization tools, on the other hand, are excellent at EDA – helping you assess
the completeness of your collection, the most important dates and sources, the connections
between custodians, and more. Leveraging these tools can quickly identify gaps that need to
be filled through further collection and rich veins of materials that should be prioritized for
further assessment. They can also assist in traditional ECA by illustrating the flow of
communication between and with the key players.
Both searching and filtering are important to the goal of Downstream Prep. When looking
ahead to review and production, your goal is to eliminate as much of the chaff as possible
without losing an unreasonable amount of the wheat. The more you can refine your search or
searches, the more searches you can negotiate to apply, and the more filters and exclusions
you can apply, the more of that chaff you can eliminate, thereby reducing the cost and duration
of all downstream activities. Even prioritization and organization without volume reduction will
yield savings and quality benefits in downstream activities.
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THREADING, DUPLICATES & NEAR-DUPLICATES
After sampling tools and searching and filtering tools, the next major types of tools available for
pursuing the three goals of ECA are tools for handling email threading and for handling
duplicates and near-duplicates.
Threading
Despite the rise of mobile and social sources and other alternative communication channels,5
email still remains a major component of most ESI collections for eDiscovery, and it tends to be
voluminous. A single gigabyte of email can easily contain 5,000 to 10,000 discrete email
messages, 6 plus their attachments and embedded images and objects. Thankfully, email ESI
also typically contains a significant amount of repetition and overlap that can be skipped.
For example, if you collect email from two custodians, you will have multiple copies of the
email messages sent between them – a sender copy and a recipient copy for each one.
Moreover, if they are engaged in a thread of replies to each other, the emails in such a thread
may contain the preceding emails within themselves as quoted text, and the last one in the
thread may contain the full text of the whole thread within itself. Such emails are sometimes
referred to as “inclusive emails,” as are any standalone or offshoot emails that contain unique
content or attachments.
Email threading tools typically offer some version of two functions to users: conversation
threading and inclusive email identification. Additionally, many now offer visualization features
as an alternative way to explore the email threads and inclusive emails identified by the system.
•

Conversation Threading
o Conversation threading is a process in which emails are analyzed and
automatically organized into thread groups, arranged chronologically. This
analysis looks at existing conversation IDs, if available, and a range of email
header fields and other document properties to match up replies in sequence.
Such organization makes it possible to quickly identify related materials,
speeding up investigation, and to quickly see the context surrounding a
particular message, improving understanding. Additionally, presenting emails to
reviewers as organized threads speeds up later document review.

•

Inclusive Email Identification
o Inclusive email identification is a process in which textual analysis is used to
identify inclusive emails, i.e. those that contain a full thread within themselves or

5
6

See generally, Chapter 15 – Mobile Devices in eDiscovery and Chapter 16 – Social Media in eDiscovery.
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that otherwise contain unique text or attachments. Identifying the inclusive
emails allows you to more quickly get the full picture, speeding up investigation,
and when used as a filter, it can dramatically reduce the number of emails
requiring later document review.
Duplicates
As we discussed in Chapter 3 – Collection Fundamentals, the operation of computer systems
can produce a lot of duplicate files (including duplicate emails, as noted above). Although
duplicates may need to be tracked and reported on in certain circumstances, they do not need
to be examined during ECA or included in later review. Such duplicate files are identified using
a technique called “hashing.”
In hashing, sufficiently-unique file fingerprints are generated for each file in a collection by
feeding all the files into a cryptographic hash function 7 (commonly MD5 8 or SHA-1 9). For each
file input, the hash function generates a fixed-length output called a “hash” or “hash value”
(e.g., a string of 32 numbers and letters). Identical files produce identical hash values, and
because hash values are fixed-length and relatively short, they can be efficiently compared by
software to automatically identify matches across even a large collection of ESI.
•

Duplicate Identification
o Typically, collected ESI is hashed and deduplicated during processing and
loading, 10 prior to the ECA phase of the project. But, because other rules (e.g.,
family group preservation) may override deduplication, some duplicates may
remain. For example, if the same spreadsheet was attached to two different
emails, neither copy would be removed. Most platforms provide features for
identifying and managing such duplicates within your loaded collection of
materials.

•

Repeated Content Identification
o In addition to identifying fully-duplicated documents, many platforms also offer
some form of repeated content identification. Such features are designed to
automatically identify frequently-repeated blocks of text (e.g., email signature
blocks, automatic confidentiality warnings, etc.) so that they can be filtered out
of search results (reducing false positives, particularly for privilege searches) and
omitted from the creation of semantic/conceptual indices (improving the
effectiveness of the semantic/conceptual analytic tools we will discuss below).

7

https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/MD5
9
https://en.wikipedia.org/wiki/SHA-1
10
See generally, Chapter 4 – Processing Fundamentals.
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Near-Duplicates
In addition to true duplicates, it is common for collections of ESI to contain large numbers of
“near-duplicates.” Near-duplicates are documents that are substantially similar to each other,
but not truly identical (and therefore not removed during deduplication). There are two main
types of near-duplicates that occur:
1. Superficially-identical documents that only vary in some metadata property, typically
arising from their different sources or collection methods
2. Documents with some actual variation in content, like successive drafts of a contract
Finding the former reduces the number of documents to consider (and later review), while
ensuring consistent treatment across duplicates. Finding the latter can provide valuable
context to the development of key documents over time.
•

Near-Duplicate Identification
o Textual near-duplicate identification is somewhat more complicated behind the
scenes than true-duplicate identification. Rather than comparing whole
documents as single, abstracted values, the full textual content of the
documents must be broken down into smaller pieces (sometimes called
“shingles” 11). These small pieces can then be hashed and the sequences of those
pieces compared across documents. If a sufficient number of pieces match, in
the right order, the documents will be treated as near-duplicates. Typically, the
threshold of similarity at which the system treats two documents as nearduplicates can be customized.

Threading and Duplicate Tools and the Three Goals
These threading and duplicate tools can yield benefits for each of the three ECA goals:
1. For Traditional ECA, conversation threading provides quick access to related messages
and substantive context, as can near-duplicate identification. The ability to identify and
filter repeated content also improves your search and advanced analytics results,
making investigation easier.
2. For EDA, the ability to map conversation threads and inclusive emails can reveal gaps
requiring further collection, the identification of excessive duplicates can reveal lowpriority tranches of ESI, or the identification of excessive near-duplicates might reveal a
collection process issue.

11

https://nlp.stanford.edu/IR-book/html/htmledition/near-duplicates-and-shingling-1.html
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3. For Downstream Prep, the ability to organize conversation threads together and nearduplicates together can dramatically speed up later review work, and the ability to
eliminate non-inclusive emails and true-duplicates from that review work can
dramatically reduce volume.
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ADVANCED ANALYTIC TOOLS
After thread and duplicate management tools, the final major tools and techniques available for
pursuing the three goals of ECA are advanced analytic tools, powered by semantic indexing and
other advanced mathematical analyses, including: concept searching, concept clustering,
categorization, TAR 1.0 and 2.0 workflows, and new AI tools.
Semantic Indexing
As we noted briefly above, there are more sophisticated types of indices than the traditional
inverted indices used to power basic search functions. These semantic indices analyze the
available materials in a different way to power different kinds of features. Whether created by
“latent semantic analysis” 12 or “probabilistic latent semantic analysis” 13 or another related
mathematical approach, these indices are designed to go beyond just listing all of the words in
a document to reveal the semantic content of those words.
This semantic analysis is accomplished by analyzing the co-occurrence of unique terms across
the collection of documents (e.g., how often does the term “fire” appear with the term
“employee” and how often does it appear with the term “extinguisher”). This analysis of cooccurrences is used to create an n-dimensional map (like a traditional map of Cartesian
coordinates, but with many more dimensions than just x, y, and z). The more frequently unique
terms co-occur together, then the stronger the relationship between them, and the more cooccurring terms in two documents, then the closer to each other they will appear on the map.
Dense clusters of such documents suggest key topic areas or concepts in the document
collection (e.g., employee termination discussions in one area of the map and fire safety
discussions in another).
Features Powered by Semantic Indexing
Semantic indices are used to power a variety of branded features in different eDiscovery
software platforms, but regardless of name or variation, there are three key functions that
underlie most such features:
•

Concept Searching
o Searching against a semantic index does not require an exact match in the way
that searching against an inverted index does. Instead, the terms or phrases you
search are mapped onto the existing index and documents that are close enough
to those search terms on the map will be returned as results – even if none of
the exact terms you searched appear. Some concept searching features are
referred to as natural language search features, and some also offer an option to

12
13

https://en.wikipedia.org/wiki/Latent_semantic_analysis
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search for more documents like a given example document, which may be a real
sample or a synthetic one, created for the purpose.
Another advantage of searches against these indices is that they can reveal more
than just a binary yes or no. Because of the nuanced multidimensionality of the
index, you can get results scored on how responsive or not responsive they are
to your search (i.e., how close or far away the result was on the map).
•

Concept Clustering
o Concept clustering is an automated, unsupervised process in which software
analyzes the semantic index that has been created. Rather than looking for the
closest matches to a user-provided search, the software looks for the densest
clusters of related materials it has identified and groups those results together
into clusters defined by their most frequently occurring terms. How dense a
cluster must be to qualify is typically a customizable property. Those clusters can
then provide an alternative way to explore a collection of documents, to learn
about the scope of topics and range of materials it contains, and to identify areas
for further exploration.

•

Categorization
o Categorization is akin to a hybrid between concept searching and concept
clustering. It is a process in which a user selects a set of example documents to
define a cluster for the software, and then the software attempts to find all the
other documents that should go in that cluster with the examples provided. This
is one of the basic workflows underlying technology-assisted review – or what is
now referred to as TAR 1.0.

Technology-Assisted Review
Technology-assisted review is used to refer to a family of workflows that leverage
categorization (or similar functions), in combination with sampling, to achieve a reliable
document review process that requires significantly fewer hours of manual, human review than
traditional all-manual approaches. Since its initial rise to prominence in 2011,14 the available
array of TAR tools has expanded and evolved, and eDiscovery service providers have continued
to develop new workflows to leverage them in useful ways for the diverse range of projects
their clients face.
Although full deployment of a TAR workflow is typically part of the review phase of an
eDiscovery project, these workflows – or limited versions of them – may also be leveraged to

14

See generally, Chapter 18 – TAR Case Law.
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explore a collection during ECA, to organize and prioritize it for a more traditional review
process, or to create a yardstick against which to measure a more traditional review process.
•

TAR 1.0 – LSI, Predictive Coding
o TAR 1.0 is used to refer to the initial, categorization-based workflows offered in
eDiscovery – many of which were, and are, referred to as predictive coding.
Broadly speaking, these workflows involve leveraging a sampling process to
create a training set or seed set (i.e., a user-defined cluster or clusters), which
the chosen software than uses to find other similar documents. These results
are then reviewed and coded, and that coding is used to improve the software’s
results. This training cycle is iterated multiple times until an acceptable quality
of results is achieved. The effectiveness of the whole process is measured using
either a previously prepared control set or an additional random sampling effort.

•

TAR 2.0 – SVM, Continuous Active Learning
o TAR 2.0 is used to refer to more recent workflows developed to leverage new
tools based on a mathematical approach called “support vector machines” 15
(SVM). Rather than being based on identifying the similarities in a large,
prepared training set like categorization and TAR 1.0, these workflows are
characterized by “continuous active learning” 16 that updates relevance scoring
and prioritization for all documents dynamically as each additional document is
coded by a reviewer.
This is accomplished by focusing on a single, binary classification (i.e., relevant to
topic X and not relevant to topic X) and analyzing the differences in language
between successive, single example documents to identify the “hyperplane” 17
that best divides the relevant examples from the non-relevant examples on a
multidimensional map. Each additional example the software analyzes and maps
can lead the software to identify a more efficient hyperplane between the two
groups, improving its classifications.
These workflows emphasize speed over structure, and so, they work best in
situations where there is a clear, binary classification decision to make and
where family groups and other contextual factors are less important than overall
speed.

15

https://en.wikipedia.org/wiki/Support-vector_machine
http://cormack.uwaterloo.ca/caldemo/AprMay16_EdiscoveryBulletin.pdf
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New “Artificial Intelligence” Tools
Beyond these advanced analytic tools, a new breed of tools billing themselves as artificial
intelligence is also becoming available.18 These new software solutions seek to aid in, or
perform, a wide range of common legal tasks from legal research, to contract analysis, to brief
review, and more. Among them are a 19 few 20 tools 21 focused on eDiscovery ECA and other
investigative activities, which purport to automatically identify key documents and people,
reveal gaps and suspicious behavior, and assist in other useful ways through analysis and
visualization.
Advanced Analytic Tools and the Three Goals
These advanced analytic tools can yield benefits for each of the three ECA goals:
1. For Traditional ECA, advanced analytic tools are some of the most powerful. Concept
searching lets you find relevant materials even before you know the best search terms
to use; concept clustering lets you explore a cross-section of topics to find unknown
unknowns and identify areas for further exploration; and, categorization can let you use
a few relevant examples – including synthetic ones you make – to find more. And, if
you are dealing with a time-sensitive, investigative matter, TAR 2.0 workflows may be
able to rapidly surface relevant materials, and AI analysis and visualization tools may be
able to provide other kinds of assistance in completing your picture of what happened.
2. For EDA, concept clustering can provide a valuable overview of your materials –
including revealing an absence of things you expected or the presence of things you
don’t need, which can inform decisions about ongoing collection activities. Additionally,
AI tools may be able to reveal gaps requiring further collection through their
communication mapping and other analysis and visualization tools.
3. For Downstream Prep, concept clustering can help organize and prioritize subsequent
review activity – including both areas to review first and irrelevant areas to skip (e.g.,
travel emails, fantasy football emails, etc.). Employing categorization or a TAR workflow
of some kind can also be used for the same purpose, or to create a yardstick against
which subsequent manual efforts can be measured. AI tools may also help with
prioritization of subsequent review work.

18

https://www.xactdatadiscovery.com/articles/ai-progress-update-artificial-intelligence-in-legal-practice/
https://www.nexlp.com/blog/story-engine-ai-models
20
https://textiq.com/head-of-e-discovery/
21
https://www.ayfie.com/solutions/by-industry/ediscovery/
19
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ALIGNING YOUR LENSES TO SEE THROUGH THE FOG
Our survey of tools and techniques for early case assessment has revealed a wide range of
available options, each with different strengths and intended applications, but achieving
effective ECA is not a question of applying as many of these tools and techniques as you can.
Rather, it is a question of selecting the right ones to best serve your primary goal – whether
that’s Traditional ECA, EDA, or Downstream Prep – and then building on those initial steps in a
rational way to eventually achieve all three goals over the course of your ECA efforts.
To return to our earlier analogies, it is a question of aligning the right lenses, in the right order,
to peer through the fog of war and bring your informational quarry into sharp focus.
For Pursuing Traditional ECA
When your top priority is pursuing the Traditional ECA goal, the first question to ask yourself is
how much knowledge you have of what you expect to find. If you know a lot about what you’re
looking for in your ESI (e.g., from thorough custodian interviews, from overlap with prior legal
matters, etc.), you may be able to jump right to searching for it. If you don’t know a lot about
the materials you’re seeking, which is more common, you will want to start with one or more of
the tools and techniques best suited to revealing unknown unknowns:
•

Formal random sampling to estimate prevalence, which lets you see a cross-section of
everything you have and some of all the different language your custodians use to help
you better plan your next ECA steps

•

Semantic indexing features, which let you use concept searching to find relevant
materials without knowing the best search terms, concept clustering to explore a crosssection of topics, and categorization to use a few relevant examples to find more

•

TAR 2.0 workflows, which can rapidly surface relevant materials in certain circumstances

•

AI analysis and visualization tools, which can reveal patterns of communication and
behavior and assist with completing the picture of what happened in other ways

Once you start to get a handle on what you are really seeking (or if you already knew), you can
transition from these initial, exploratory efforts to more targeted search and filtering efforts,
which can quickly find relevant materials and hot documents. And, as you find relevant
materials to review, thread and duplicate management tools can be used to find related
materials to review for context as needed (e.g., related emails, alternate drafts, etc.).
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For Pursuing EDA
If your top priority is pursuing the EDA goal, finding individual documents and facts is less
important than ensuring sufficiently complete collection has taken place and that any filtering
applied during processing has not been excessive. In such situations, your focus should be on
tools and techniques that help you see the big picture of your ESI collection and reveal the gaps
within it:
•

Metadata filtering and visualization tools, which help you assess the completeness of
your collection by revealing ranges of values and gaps in those ranges, as well as
potentially revealing important date ranges and sources, the connections between
custodians, and more

•

Concept clustering, which can provide a valuable overview of the content types and
topics within your materials, including revealing an absence of things you expected or
the presence of things you don’t need

•

AI analysis and visualization tools, which can reveal collection gaps through
communication mapping and other unsupervised computer analyses

•

Thread and duplicate management tools, which can provide another way to map
conversation threads to reveal gaps requiring further collection, or which can reveal the
presence excessive near-duplicates suggesting a collection or processing issue

Formal random sampling can also be useful during EDA, particularly if there are disputes over
the appropriate scope of preservation and collection that need to be resolved. Sampling to
estimate prevalence can be used to apply relative value determinations to different sources
and tranches and to estimate costs and benefits associated with specific proposed work.
For Pursuing Downstream Prep
When your top priority is pursuing the Downstream Prep goal, you are concerned with learning
about what happened, but only insofar as that informs what must be reviewed later and how it
should be prioritized. And, you are concerned with understanding the properties and the big
picture of the ESI you’ve collected, but only insofar as that informs what tools and techniques
for culling you should choose and what review methodologies are likely to be effective. All of
the tools and techniques discussed so far can be leveraged to assist in the Downstream Prep
effort:
•

Formal random sampling to estimate prevalence, which allows you to accurately
estimate what you have, to evaluate the suitability of potential review workflows
(including assessing the viability of a TAR solution or the need for additional objective
culling), and to create a yardstick against which to measure future review work
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•

Formal random sampling to test classifiers, which allows you to iteratively improve any
searches you plan to apply for culling, to ensure that they minimize unnecessary
downstream review work and that they avoid missing any important materials

•

Searching and metadata filtering, which can both be leveraged to eliminate as much of
the chaff as possible without losing an unreasonable amount of the wheat, thereby
reducing all downstream review and production costs

•

Thread and duplicate management tools, which can dramatically speed up later review
work, both by eliminating materials not requiring review and by providing superior
organization to what remains

•

Semantic indexing features, which can let you use concept clustering to help organize
and prioritize subsequent review activity or let you leverage TAR workflows
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UNIT 1 - EDISCOVERY FUNDAMENTALS

CHAPTER 6
REVIEW FUNDAMENTALS
CHAPTER 6
REVIEW FUNDAMENTALS
The Main Event
The Main Event

Guidance to help practitioners master the
five subparts of eDiscovery's main event

THE MAIN EVENT
Numerous analyses have established that document review is far and away the most expensive
discovery activity:
•
•
•
•

One study estimated 1 that 73% of the total costs to produce materials in discovery are
attributable to document review
Another study estimated 2 that 58% of the total costs to produce materials in discovery
are attributable to document review
A market commentary estimated 3 that approximately $5 are spent on review for every
$1 spent on processing
A survey found 4 that “discovery costs for attorney review alone were roughly one-fourth
of the total outside legal fees” [emphasis added]

The reason for these significant costs is the irreducible need for qualified people to spend time
looking at a significant number of documents to make nuanced determinations about their
relevance, their privilege, and much more.
Regardless of whether the required hours of review work are concentrated in a small case team
or spread among a large contract review team, the total number of hours required has the
potential to be in the hundreds or even thousands. Even when using some form of technologyassisted review, the effort is still likely to be time-consuming and expensive relative to the rest
of discovery. Moreover, the quality and consistency of all those hours of work must be ensured
so that all relevant information can be uncovered, so that complete responses can be provided,
and so that inadvertent disclosure of privileged or confidential material can be avoided.
About this Chapter
To help you to meet these challenges, we’re going to break review down into five subparts and
discuss each in turn:
1.
2.
3.
4.
5.

What gets reviewed
For what it gets reviewed
By whom it gets reviewed
Workflow design considerations
Quality control

1

https://www.rand.org/pubs/research_briefs/RB9650/index1.html
https://www.claydesk.com/wp-content/uploads/2013/10/accounting-for-the-costs-of-electronic-discovery.pdf
3
https://www.servient.com/ondemand/blog/2014/09/20/cost-of-document-review-the-elephant-in-the-ediscovery-room-0
4
https://www.servient.com/ondemand/blog/2014/09/20/cost-of-document-review-the-elephant-in-the-ediscovery-room-0
2
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WHAT GETS REVIEWED
The first step in any review project is determining what materials are going to get reviewed,
because the volume and composition of those materials will inform your subsequent decisions
about who does the reviewing and how they go about it. Without a clear picture of the what,
you cannot make an effective plan for the who and the how.
In this context, we are not talking about the kinds of source identification that take place during
preservation and collection. 5 Rather, we are talking about identifying what requires review
from within the pool of collected, processed materials already loaded into an eDiscovery
platform. Traditionally, during processing, 6 this pool of loaded materials has already:
•
•
•

Had its system files, etc., removed
Had its duplicates identified and removed
Had any date restrictions applied

This will have left you with a pool of unique files, from the relevant time period, that could
contain relevant information. Ideally, you will then have engaged in some of the early case
assessment activities we discussed in the last chapter to gather information about the contents
of this pool to help you decide what gets reviewed and how best to go about it.
From this pool then, you must decide whether everything gets reviewed, whether only the
results of certain searches and filters get reviewed, whether only the results of a TAR process
get reviewed, or whether some hybrid plan is employed:
•

Everything
o For smaller pools of materials (i.e., those with fewer than 10,000 documents) the
simplest, fastest solution is often to just review everything. Reviewing
everything is also the typical approach when the pool in question was derived
not from materials you collected but from productions received from other
parties.

•

Search and Filter Results
o Identifying your ultimate review set through the application of searches and
filters is, by far, the most common approach. This typically requires reviewing
both the results of the chosen searches and filters, as well as some of the
remainder to verify its irrelevance.

5

See generally, Chapter 2 – Identification and Preservation Fundamentals and Chapter 3 – Collection
Fundamentals.
6
See generally, Chapter 4 – Processing Fundamentals.
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•

TAR Process Results
o For particularly large pools of materials, or those for which effective searches
can’t be crafted, or those for which speed is of the essence, a TAR process can be
employed to identify the relevant materials within the pool. Those materials are
then reviewed, along with some of the remainder to verify its irrelevance.

•

Hybrid Plans
o It is also common to employ a hybrid of these approaches specific to the
exigencies of the case. For example, you might review all of the materials
collected from the most critical custodian and then apply searches or a TAR
process to the remaining materials. Similarly, targeted searches might be used
to quickly identify the most important materials for immediate review, and then
a TAR process might be applied to everything else afterwards.

Whichever path you choose, you will also need to make determinations about the handling of
families, threads, and near-duplicates to finalize your review set:
•

Families
o “Families” refers to the family groups of related documents, such as “parent”
emails and “child” attachments. If you are reviewing everything, all family group
members will already be included in your review set, but if you have applied
searches or a TAR process, the results of those efforts will not be family group
complete. You will have a choice about whether to pull related family members
in or to just review the actual results. Most of the time, they are included – both
for the context they provide and because production by family group is common.

•

Threads
o “Threads” refers to the threads of related emails going back and forth between
participants, which often contain within themselves the text of the messages
that preceded them. The single email at the end of the thread may contain the
complete thread within itself. Such emails are called “inclusive emails.” Most
review platforms will give you the option to identify inclusive emails and limit
review to just those, excluding from the review set all of the individual preceding
emails (and allowing review decisions to be propagated to them).

•

Near-Duplicates
o “Near-duplicates” refers to those documents that are extremely similar (or
superficially identical) to other documents in your collection but that were not
removed by deduplication during processing due to some small variation(s)
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between them (e.g., a difference in source directory or another metadata
property). Most review platforms will also give you the option to identify nearduplicates, either for grouped inclusion in the review set, or to exclude all but
one instance (and then propagate review decisions across the group).
Scope and Process Negotiations
One of the most important factors in determining what gets included in your review set is the
scope limitations and process decisions you negotiate with the other parties before, during, and
after the meet and confer. It is common to negotiate agreements to limit the scope to specific
custodians, to specific enterprise sources, to specific date ranges, to specific file types, and
more. It is also common to negotiate over what searches should be run, what TAR process
should be used, and other aspects of the review set identification process. The more scope
limitations you can negotiate the less time and money you will have to spend on review, and
the more process elements you can negotiate up front, the fewer decisions you may need to
defend later.
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FOR WHAT IT GETS REVIEWED
The next aspect of review to consider is for what your review set needs to be reviewed,
including:
•
•
•
•

Relevance and Responsiveness
Privilege
Confidentiality
Deposition Preparation

Relevance and Responsiveness
When planning and executing a document review effort, it is important to remember that
relevance and responsiveness are distinct things:
•

Relevance, as defined by Federal Rule of Evidence 401, 7 is a question of whether a
particular piece of evidence “has any tendency to make a fact more or less probable
than it would be without the evidence” and “the fact is of consequence in determining
the action.” And discoverability, as defined by Federal Rule of Civil Procedure 26, 8
extends to any evidence that is both relevant and proportional.

•

Responsiveness, in contrast, refers to whether or not a given piece of evidence is
responsive to any proportional discovery request propounded by another party. The
universe of responsive materials should be a subset of the universe of relevant
materials.

Everything that is relevant may be helpful to you in understanding the underlying events, and
you may wish to plan and execute your review with the intent of finding it all. On the other
hand, you might wish to focus your review more narrowly on just finding all the materials
responsive to the actual discovery requests received. It is also common to conduct review as a
hybrid of these two approaches: applying a top-level tag for relevance versus non-relevance,
while also applying request-specific tags to relevant materials that are responsive to one or
more specific discovery requests.
Privilege
Reviewing for privilege is of equal importance to finding the relevant and responsive materials
within your review set – both because attorneys have an ethical duty to protect client
confidentiality (see, e.g., ABA Model Rule of Professional Conduct 1.6 9) and because
7

https://www.law.cornell.edu/rules/fre/rule_401
https://www.law.cornell.edu/rules/frcp/rule_26
9
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_
professional_conduct/rule_1_6_confidentiality_of_information/
8
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inadvertent disclosures can lead to privilege waiver if reasonable steps to prevent the
disclosure weren’t taken (see Federal Rule of Evidence 502(b)10). In addition to the standard
attorney-client privilege and work product immunity, you may need to review for other
privileges, such as the joint-defense privilege or the physician-patient privilege, depending on
the case.
Confidentiality
In addition to privilege, you may also need to review for certain types of confidential
information. For example, disclosure of personally-identifiable medical information generally
needs to be prevented to comply with HIPAA’s Privacy Rule. 11 If you are producing to a federal
government agency, you may need to produce a second copy of your materials with
confidential business information redacted to prevent disclosure of that information to others
through FOIA requests.12 If you are producing materials collected from within the EU,
disclosure of personally-identifiable information may need to be prevented to comply with the
GDPR 13 and the EU-US Privacy Shield.14
Additionally, it is common to negotiate a protective order allowing for the redaction of certain
confidential personal information (e.g., phone numbers and email addresses for individual
employees) or for the special handling of certain confidential business information to limit who
can see it (e.g., trade secrets). Materials subject to such an order will also need to be identified
during review.
Deposition Preparation
Later in the discovery process, you may also be reviewing documents – both your own and
those produced by other parties – to prepare for depositions. Document review for deposition
preparation is different from document review for production. In this context, you are
generally re-reviewing materials that have already been determined to be relevant, nonprivileged, etc., and you are reviewing them in more detail to create a physical or virtual
“witness binder.” Such binders may include a chronology, lists of key topics and details,
potential exhibits, and more.

10

https://www.law.cornell.edu/rules/fre/rule_502
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
12
https://www.foia.gov/
13
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eudata-protection-rules_en
14
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/eu-us-privacy-shield_en
11
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WHO DOES THE REVIEWING
Now that you have made decisions about what you are going to review and for what you are
going to review it, you need to make decisions about who is going to perform that review.
Broadly speaking, your choices are internal resources (i.e., the case team, existing corporate or
firm staff) and external resources (i.e., contract reviewers, managed review services).
Internal Resources
For smaller discovery efforts, it is common for the case team to do most or all of the review
themselves, or to do it themselves in conjunction with help from additional paralegals or
attorneys already on staff inside the organization or at the primary outside law firm for the
matter. Case team members working on the review have the advantage of direct knowledge of
the overall matter, its legal issues, etc., and existing staff helping them have the advantages of
having already been evaluated as effective team members and of already knowing the
organization.
On the other hand, it may eat up a significant amount of the case team members’ time
engaging directly in review and review management – time that may be more costly per hour
than external resources would be. Additionally, it can be disruptive or infeasible to tie up
multiple existing employees, for an extended period of time to conduct review, and
experienced team members may still be inexperienced document reviewers unable to
effectively leverage review tool efficiencies.
External Resources
For all larger discovery efforts, some form of external review resources need to be utilized to
supplement or replace the internal review resources described above. Broadly speaking,
external review resources come in two types: contract review staff and managed review
services.
1. Contract Review Staff – A variety of discovery services providers and staffing agencies
provide document review attorneys on a contract basis, at an hourly rate. The hiring
organization or law firm can typically specify required experience levels, required
language skills, required knowledge (e.g., a chemistry background), and more. This can
facilitate supplementation of an internal team for scale or specialization. Once hired,
however, the hiring organization or firm is then responsible for providing these contract
reviewers with space in which to work, workstations and systems access, and
assignments and oversight. You are being provided with reviewers rather than with
review, which limits the overall scalability of this approach.
2. Managed Review Services – Managed review services, on the other hand, provide
review rather than reviewers. Such services, whether onshore or offshore, maintain
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their own pools of reviewers and review managers, usually a mixture of permanent staff
and experienced, pre-vetted contract review staff. They also maintain secure
environments in which the reviewers work, and standardized review processes, quality
control processes, and process documentation. Case teams still dictate review goals,
assist in review team training, resolve review questions as needed, and evaluate review
results, but most of the actual review and the management of the review are handled
by the service provider.
Reviewer Training
More important, perhaps, than which reviewers you ultimately choose to conduct the review is
how effectively those reviewers are trained. Whether your team is internal only, internal plus
contract, or entirely external, it is important that the reviewers have a clear and consistent
understanding of what things they are looking for, what standards they are applying, and what
processes they are following. For example:
•

What is the scope of relevance for the case?
o What are the meanings of any specific requests?
o What qualifies as a “hot” document?

•

What context do they need to know?
o About the organization?
o About the underlying events?
o About the primary legal issues?

•

Are they checking for privileges?
o Which ones?
o Using what standards?
o What about HIPAA, CBI, PII, etc.?

It is common to provide review teams with a written review protocol document that provides
answers to all of these questions and more, along with relevant background information and
example documents from the collection. This protocol and the associated examples are
typically reviewed with the team during an initial training and question session, and then
follow-up questions are addressed by the case team as needed throughout the review.
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WORKFLOW DESIGN CONSIDERATIONS
Once you know what materials you’re reviewing, for what properties you’re reviewing them,
and who’s doing that reviewing, you can plan the actual workflow by which the review work
will be executed.
Document Flow Considerations
Designing an effective document review workflow is a project-specific exercise that requires
consideration of a wide range of options and factors, including the features and functions
available to you in your chosen document review platform, the volumes and types of materials
being reviewed, the number and nuance of things for which the materials must be reviewed,
the number and skill level of the chosen reviewers, and the available time for completion of the
review.
Smaller, simpler projects may require only a simple workflow, with just a traditional first level
review checking for both relevance and privilege, and a second level quality control review
double-checking some of that work prior to production. More complex projects may call for
multi-level, multi-path workflows with specialized teams handling specific tasks. For example:
•

Projects with numerous, nuanced responsiveness determinations to make might call for
separating initial relevance review from subsequent issue responsiveness coding. Each
additional determination a reviewer must make on a document decreases their review
speed, and having too many determinations to make will increase their error rate.

•

Projects with high volumes or with nuanced privilege issues might call for separating
privilege review from relevance/responsiveness review, having it performed by
particularly skilled reviewers only for the materials deemed responsive.

•

Projects with materials in multiple languages or highly technical or scientific materials
might also be broken into paths based on the need for specialized reviewers, creating a
special path for each foreign language or for the technical and scientific materials.

•

Projects with a high volume of materials requiring redaction (for privilege,
confidentiality, etc.) may separate redaction into its own step, handled by a dedicated
team, rather than asking the first-level reviewers to complete redactions as they find
them.

To some extent, the range of workflows you can create will be dictated by the review
management tools available to you in your chosen document review platform. Obviously, all
manner of workflows can be executed and tracked manually – as they were in the days before
sophisticated review platforms were available, but the manual management and
documentation burden is (and was) much greater. Thankfully, most document review
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platforms have now evolved to offer a great deal of review management, workflow
customization, and progress monitoring functionality.
Tagging Palette Considerations
As we note above, there is a tension in document review between speed, accuracy, and
nuance: the more determinations a reviewer must make, the longer it will take them, and the
more mistakes they will make. This is reflected in the creation of the tagging palette you create
for reviewers to annotate documents with their determinations.
Reviewers only working with tags for simple relevance, potential privilege, and “hot”
documents will be able to work more quickly and consistently than those who must also apply
tags for specific issues, specific privilege types, and other nuances. When thinking about what
tagging should happen in each phase of your review workflow, a good rule of thumb is to try to
keep each reviewer from having to make more than roughly five determinations at a time
about each document. Some platforms allow for the creation of multiple, separate tagging
palettes to support complex workflows involving multiple teams.
Depending on your workflow and your chosen platform’s built-in review tracking features, you
may also need to include tags designed to aid you in:
•
•
•
•
•

Tracking documents’ progress through your workflow’s paths and levels
Tracking who’s reviewed them at each step in the workflow
Tracking whether tagging changes have been made during QC
Tracking whether documents require special endorsements for production (e.g., those
subject to a protective order)
Tracking what’s been produced so far

Ideally, you should rely as much as possible on the review tracking functions built into your
platform to minimize complexity in the tagging palette (or palettes) being used.
Batch Creation Considerations
In addition to planning your document flow and creating your tagging palette(s), you will also
need to make some decisions about how the batches of documents to be reviewed should be
assembled:
•

How should your review pool be organized into batches?
o Depending on your review goals or priorities, you might break up your review
pool into batches by custodian, by search term hits, by concept clusters, by
chronology, by source type (e.g., batching text messages together, emails
together, etc.), or by other factors
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•

How should threads and near-duplicates be handled?
o As we discussed above, you will need to decide whether you are including or
excluding near-duplicates and non-inclusive emails and, if so, you will need to
decide whether to keep them grouped together during batch creation

•

How should family groups be handled?
o As we also discussed above, you will need to decide whether you are keeping
family groups of related records together; if you are planning to produce in
complete family groups (most common), it is generally best to create review
batches that way too, both for the additional context it provides, and so that all
family members get reviewed prior to production

•

How should each batch be sorted?
o You may also be able to specify the default sorting for the materials within each
batch; sorting them chronologically is the most common choice (this can often
be done by a family group master date rather than each document’s individual
date to maintain family groupings together within the chronological sort)

•

How large should each batch be?
o Batch size should be selected based on how you want your reviewers to work; it
is generally best to keep batch sizes small enough that they can be completed in
one or two hours, as error rate increases the longer reviewers go without a
mental break; how many documents that is will depend on your documents

Another factor that can affect the speed of your reviewers’ work is the mix of file types and file
lengths that they receive in each batch of documents they review. While the majority of
documents are likely to be text documents of moderate length through which they can move at
a quick, even pace (e.g., emails and Word documents), some may be multimedia files, large
spreadsheets, long PDF documents, or other outliers that will break the rhythm of their work:
•
•
•

Having to launch a media player and switch from reading to listening or watching
Having to navigate through the rows, columns, and tabs of a large spreadsheet
Having to stop to read through 40, 50, or 100 pages of text

If you are running a large, time-sensitive review, it may well be worth making the effort to
preemptively filter such files out of the general review pool before batch creation (by file type,
file size, etc.). Once segregated, those rhythm-breakers can then be grouped into their own
batches, by type, for separate review.
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Tracking, Reporting, and Documentation Considerations
When engaged in design of a review workflow, you will also need to think in advance about the
tracking, reporting, and documentation needs you will have during the course of the review.
Generally, you will want some way to track:
•

Your overall progress, your progress against budget, and your rate of progression
o To project remaining time and cost to completion

•

Your rates of relevance, privilege, redaction needed, etc.
o To project the production, privilege logging, and redaction work still to be done

•

The speed and accuracy rates of individual reviewers
o To identify and address misunderstandings and performance issues

Additional metrics may be also tracked for both intra- and inter-project benefits. 15 Once you’re
tracking your chosen metrics, you will also need to generate reports to share and contextualize
the important information with relevant team members, client representatives, etc. Frequency
and content is entirely dependent on your needs, but it is common to provide weekly review
progress reports, often with some additional reporting done monthly. Although all of this
tracking and reporting can be done manually, most review platforms now include robust
features to address these needs.
In addition to tracking and reporting on aspects of your project’s progress, you will also want a
plan for documenting decisions about the review project. In the event that there is a later
challenge to your methods and their results, it will be invaluable to have contemporaneous
notes or emails documenting why you did what you did the way you did it – both as potential
evidence and to refresh your recollection of decisions made months or years before.

15

See generally, Chapter 20 – Program Management.
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QUALITY CONTROL FUNDAMENTALS
The final and most important fundamental of review to understand is quality control. No
matter what you’re reviewing, what you’re reviewing it for, who’s reviewing it, or how you’re
reviewing it, you will need to take proactive steps to ensure the overall quality and consistency
of that work. Perfection isn’t possible and isn’t 16 required, 17 but reasonable efforts to meet
your obligations of completeness, accuracy, and privilege protection are both.
The Myth of the Gold Standard
The Sedona Conference’s Best Practices Commentary on the Use of Search and Information
Retrieval Methods in E-Discovery 18 describes a persistent myth in eDiscovery:
It is not possible to discuss this issue without noting that there appears to be a myth that
manual review by humans of large amounts of information is as accurate and complete
as possible – perhaps even perfect – and constitutes the gold standard by which all
searches should be measured.
The reality is quite different from this myth. In reality, even the best reviewers make numerous
mistakes due to simple human fallibility, and reviewers frequently come to different
conclusions regarding questions of relevance, privilege, and more. Studies have shown 19
surprisingly low consistency between the independent results of equivalent review teams
(“Assessor Overlap”).
Because of this reality, it is critical that your document review project include some steps to
ensure an acceptable minimum level of quality, consistency, and completeness.
Traditional Methods
The most traditional method of quality control is second level (or second pass) review. In this
method, some portion of the material reviewed by first level (or first pass) review is rereviewed by more senior reviewers to check the accuracy and consistency of the work. The
volume re-reviewed and the focus can vary widely depending on the needs of the project:
•
•

In a smaller project, you might re-review everything deemed relevant and nonprivileged to make sure nothing irrelevant or privileged is produced
In a larger project, you might re-review a random 10% of the first level review to look
for recurring mistakes to address or problem reviewers to retrain

16

http://ctrlinitiative.com/Dynamo Holdings v. Commr/
https://docs.justia.com/cases/federal/district-courts/new-york/nysdce/1:2015cv05236/444418/217
18
https://thesedonaconference.org/publication/Commentary_on_Search_and_Retrieval_Methods
19
https://scholarship.richmond.edu/cgi/viewcontent.cgi?article=1344&context=jolt
17
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•

In a project utilizing a technology-assisted review workflow, you might focus more of
your efforts on evaluating the materials deemed irrelevant to be sure nothing important
has been missed

In some projects you may establish more than two levels of review. For example, you might
add a third level in which case team members re-review certain materials prior to production.
The other traditional quality control method is targeted searching. Targeted searching is the
practice of running searches against the reviewed materials for key terms that would likely
indicate clear relevance, irrelevance, or privilege and then double-checking that the results are
coded correctly. For example, you might search for key attorneys’ names and email addresses
and then double-check the privilege tagging applied to the results.
Sampling
Sampling comes in two broad categories: judgmental sampling and formal sampling.
Judgmental sampling is the informal process of looking at some randomly selected materials to
get an anecdotal sense of what they contain. The random 10% second-level review and
targeted searching described above are examples of judgmental sampling. The goal of these
efforts is to get an impression and make an intuitive assessment rather than to take a specific
measurement.
Formal sampling is just the opposite: you are reviewing a specified number of randomlyselected documents with the goal of taking a defined measurement with a particular strength.
Typically that measurement is either being taken to test classifiers or estimate prevalence:
•

Testing classifiers is the process of seeing how effective and efficient a particular
classifier actually is, be it a search, a TAR process, or a human reviewer. Using this
technique, you can quantify the accuracy and error rate of individual reviewers and
teams (or quantify the recall and precision of searches or TAR processes). These
measurements can be used to identify problem reviewers, to measure overall review
effectiveness, or to implement lot acceptance sampling.

•

Estimating prevalence is the process of reviewing a simple random sample of a given
collection of materials to estimate how much of a given kind of thing is present. In the
context of quality control, this is used most often to measure how much relevant
material may have been left behind in the pools of material that were not reviewed (or
reviewed and deemed irrelevant). You might also use this method to create a yardstick
for your review before you begin by estimating in advance how much relevant and
privileged material you expect to find.

For a deeper dive on these two sampling techniques, please see Chapter 12 – Estimating
Prevalence and Chapter 13 – Testing Classifiers.
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Feedback Loops
Regardless of the specific quality control methods you choose to employ on your project, it is
critical that effective feedback loops are established. In most document review projects, you
will be engaged in ongoing quality control throughout first-level review, giving you the
opportunity not just to catch and correct errors, but to identify issues and address them with
first-level reviewers to improve the rest of their work. Effective feedback loops make this
possible.
The most important feedback loop is the one between the review managers and the reviewers,
This is about feeding the insights gleaned from quality control efforts back to the reviewers
though additional instruction and clarification. For larger projects, it is common to have weekly
review team meetings to review issues and answer questions. It is also common to have oneon-one sessions with individual reviewers identified as requiring additional guidance, and it is a
good idea to maintain a shared list of reviewer questions and review manager answers for
everyone’s reference. It is also important that there is a feedback loop between the case team
and the review managers, so that review managers can request guidance and clarification as
needed to share with their team, and so that the case team can share any issues they have
identified during any quality control review they have performed.
The Importance of Privilege Protection
As we conclude this chapter, it’s worth emphasizing the particular importance of engaging in
quality control for the purpose of preventing the inadvertent disclosure of privileged materials.
As we noted above, Federal Rule of Evidence 502(b) 20 establishes that inadvertent disclosures
can lead to privilege waiver if reasonable steps to prevent the disclosure weren’t taken.
The Committee’s Explanatory Note on Rule of Evidence 502 21 makes clear that “reasonable
steps” is a case-by-case determination that can depend on factors such as the total number of
documents to be reviewed, the time constraints for production, how records were managed,
what tools were used, and more. Consequently, taking steps to ensure the quality of your
privilege review approach is at least as important as what approach you take:
The implementation of the methodology selected should be tested for quality
assurance; and the party selecting the methodology must be prepared to explain the
rationale for the method chosen to the court, demonstrate that it is appropriate for the
task, and show that it was properly implemented. [emphasis added]
Victor Stanley Inc. v. Creative Pipe Inc., 250 F.R.D. 251, 262 (D. Md. 2008). 22

20

https://www.law.cornell.edu/rules/fre/rule_502
https://www.law.cornell.edu/rules/fre/rule_502
22
https://casetext.com/case/victor-stanley-inc-v-creative-pipe
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UNIT 1 - EDISCOVERY FUNDAMENTALS

CHAPTER 7
PRODUCTION FUNDAMENTALS

The Final Countdown

Guidance to help practitioners make it
successfully to the end of the final countdown

THE FINAL COUNTDOWN
The final thing eDiscovery practitioners must be able to do during discovery is to produce ESI
effectively. This is a requirement that is almost always fulfilled in collaboration with an internal
expert or an external service provider, but it is important for practitioners to understand the
range of possibilities and their differing requirements, limitations, and implications.
Depending on what is negotiated or required, ESI production may be as simple as printing out a
few files, or as complicated as custom load files with extracted text and redacted, Batesnumbered page images. Certain source types (e.g., relational databases) may require decisions
about what reports or exports to generate and how to do so. How materials are produced
affects how long they take to prepare and how easily they can be searched, reviewed, and used
later in depositions and at trial.
Negotiating production format, including details like whether and what metadata will be
provided, can both ensure maximum usability of what you receive and preempt disputes over
what you produce and how you produce it. Failure to understand and negotiate effectively in
advance still 1 leads 2 to 3 frequent 4 disputes5 today. 6
Beyond simply being important, the ability to successfully prepare and deliver productions of
relevant ESI may also be an ethical requirement for attorneys to fulfill their duty of technology
competence, as we discussed in Chapter 1 – The Duty of Technology Competence. For
example, the California duty of technology competence for eDiscovery,7 which has been widely
discussed 8 as a useful model for all attorneys, explicitly names proper production of ESI as one
of its nine core requirements: “produce responsive non-privileged ESI in a recognized and
appropriate manner.”
About this Chapter
In this chapter, we will discuss the fundamentals about production that all eDiscovery
practitioners should know, beginning below with the primary production formats, and followed
by: production format specifics (load files, redactions, endorsements, etc.), who gets to decide
1

https://www.mindingyourbusinesslitigation.com/files/2016/08/Mitchell-v.-Reliable-Sec._-LLC_-2016-U.S.-Dist.LEXIS-7.pdf
2
https://www.ediscoverylaw.com/wp-content/uploads/2017/06/In-re-State-Farm-Lloyds-Opinion.pdf
3
https://scholar.google.com/scholar_case?case=7841401033235468138
4
https://cloudnine.com/wp-content/uploads/2018/08/Baker-v.-Santa-Clara-Univ._2018-08-23-16_34_31-0400.pdf
5
https://cloudnine.com/wp-content/uploads/2018/10/IN-RE-SYNGENTA-AG-MIR-162-CORN-LITIGATION-MDL2591_2018-10-03-13_05_58-0400.pdf
6
https://cloudnine.com/wp-content/uploads/2018/11/Metlife-Invrs.-USA-Ins.-Co.-v.-Lindsey_2018-11-0111_31_10-0400.pdf
7
https://www.calbar.ca.gov/Portals/0/documents/ethics/Opinions/CAL 2015-193 %5B11-0004%5D (06-30-15) FINAL.pdf
8
https://e-discoveryteam.com/2017/05/07/the-nine-tasks-the-california-bar-says-an-attorney-must-know-to-becompetent-in-e-discovery/
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the production format, example production format disputes, steps in preparing the actual
production, and finally, privilege and production logs.
Primary Production Formats
The first production decision that needs to be made is the format or formats in which the
relevant, non-privileged documents will be produced. That decision will determine the
workflow that follows for actually preparing, validating, and delivering the production. Broadly
speaking, there are four primary production formats available: paper, near-paper, native, and
near-native.
1. Paper
In a paper production, the materials to be produced are printed out and produced as
paper documents as in a traditional document production. Per-page Bates numbering,
other endorsements, and redactions may be applied before or after printing.
While superficially simple, paper productions of ESI materials can still create technical
issues. For example, review markup and other annotations in documents may not
appear, auto-date fields may update to the print date, formulae underlying spreadsheet
values may not be visible, and speaker notes for presentations may not be included.
Moreover, some types of documents are not well-suited to standard, letter-size printing
(e.g., spreadsheets, databases, media files). Additionally, paper productions are not
searchable and do not include metadata, which may itself be relevant.
2. Near-Paper
In a near-paper production, the materials to be produced are converted to image files
that simulate printed, paper versions of the documents. Each page image can then have
per-page Bates numbering, other endorsements, and redactions applied before
production. Such image collections are paired with a load file that records document
breaks, provides selected metadata for the documents, and potentially, includes
extracted text for searching. This collection of images and related information can be
loaded by the recipient into a document review tool like Relativity.
A near-paper production is a popular choice that combines some of the benefits of a
paper production (e.g., per-page numbering, redactions) with some of the benefits of a
native or near-native production (e.g., associated metadata, searchable text). It also
retains some of paper’s drawbacks (e.g., questions of what’s visible, unsuitable
document types) and creates some new technical issues of its own (e.g., time and cost
of image creation, reconciling extracted text with image redactions).
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3. Native
In a native production, materials are produced in their native formats, as they are
created and kept in the ordinary course of business. Such native file collections may
also be paired with a load file containing extracted metadata, searchable text, and other
information. This collection of native files and related information may be loaded by the
recipient into a document review tool like Relativity.
A native production can generally be prepared with less time and expense than a nearpaper production, and native productions eliminate questions of what’s visible in
printouts or images and of what metadata is included. Native productions are not
without drawbacks, however, as per-page numbering, other endorsements, and
redactions are generally not possible. Moreover, some types of materials may not be
reasonably usable in their native format (e.g., email databases, chat logs), and you must
be very careful to ensure review of all metadata and hidden content before production.
There is also some risk of inadvertent alteration of the native files by the recipient
during their review.
4. Near Native
A near-native production involves the conversion of native files into another electronic
format that approximates the native format. For example, native instant message logs
might be separated by conversation and converted into HTML or XML files, or only a
static subset of a large relational database might be produced. Near-native productions
are typically paired with a load file containing extracted metadata, searchable text, and
other information. This collection of near-native files and related information can be
loaded by the recipient into a document review tool like Relativity.
A near-native production carries similar advantages and drawbacks to a native
production. Certain document types can be presented in a more useful way than they
can with a true native production, but you also reintroduce questions of what’s visible,
of how it’s presented, and of what metadata is included. Moreover, per-page
numbering, other endorsements, and redactions are still generally not possible.
Combination Approaches
In reality, most productions today utilize a combination of near-paper, native, and near-native
approaches, applying different handling to different document types to maximize later
usability. For example, most documents in a production might be produced as near-paper
images (to facilitate per-page numbering, endorsements, and redactions), with spreadsheets
being produced as native files (to facilitate readability and formulae access), and with mobile
device data being produced as near-native files (to facilitate readability and usability). Which
combination of production formats is right for your matter will depend on the composition of
your materials, your available technology, your negotiated agreements, and other factors.
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THE NITTY-GRITTY AND OTHER REDUPLICATIONS
Beyond just deciding on your optimal combination of paper, near-paper, native, and nearnative production options, there are a range of more-detailed options for you to consider.
Among the most important are options related to load files, metadata, redactions, numbering
and endorsements, and paper integration.
Load Files
As we discussed, many productions are accompanied by a load file that contains information
about the various documents and images being produced and that makes it possible for those
materials to be imported together into a document review platform. These load files can
provide links to native or near-native files, to rendered images, and to extracted text files, and
they can contain a variety of fields of metadata and extracted data for each document.
Load files are essentially large spreadsheets themselves, though their specific formatting
requirements and applicable field delimiters vary some from system to system. For example,
Summation 9 originated the “DII” load file format and Ipro 10 originated the “LFP” load file
format. For this reason, it is important for the parties to be on the same page about what load
file format(s) are going to be required.
Decisions will also need to be made (or negotiated) regarding what fields the load file should
include, how they should be labeled, and what custom fields – if any – should be created. For
example, a field might be included documenting the request number(s) in response to which
each document is being produced, or a field might indicate the documents to which a
protective order applies.
Metadata
As we’ve discussed, metadata has tremendous value, both as potential evidence (e.g., revealing
when and by who something was modified 11) and as the basis of many filtering, sorting, and
searching options within document review tools. Thus, deciding (or negotiating) what
metadata fields (and other extracted data fields), if any, will be included in your production
(when producing non-natively) will have both evidentiary and usability impacts.
For an example, the EDRM organization’s model XML load file includes the following standard
metadata and extracted data fields 12:

9

https://accessdata.com/products-services/summation
https://iprotech.com/
11
https://www.law.com/newyorklawjournal/2019/05/06/audit-trail-meta-data-leaves-tell-tale-signs-in-medicalmalpractice-actions/
12
https://www.edrm.net/resources/frameworks-and-standards/edrm-model/production/
10
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•

File Elements
o FileName, FilePath, FileSize, Hash

•

Metadata Tags – All Documents
o Language, StartPage, EndPage, ReviewComment

•

Metadata Tags – Messages
o From, To, CC, BCC, Subject, Header, DateSent, DateReceived, HasAttachments,
AttachmentCount,
Attachment
Names,
ReadFlag,
ImportanceFlag,
MessageClass, FlagStatus

•

Metadata Tags – Files
o FileName, FileExtension, FileSize, DateCreated, DateAccessed, DateModified,
DatePrinted, Title, Subject, Author, Company, Category, Keywords, Comments

In addition to deciding what metadata and other extracted data gets included in your
production, decisions may also need to be made (or negotiated) about what names will be used
for those fields and what formats will be used for the values in them. Custom fields may need
to be discussed as well. For example, should there be a master date field? If so, what hierarchy
of other date fields should be used to generate that value? In what time zone should all dates
and times be normalized?
Redactions
As we discussed, primary production format affects your ability to perform redactions within
documents. Generally speaking, native and near-native files cannot be effectively redacted,
while near-paper and paper productions can. The availability of effective redactions is one of
the reasons for the continued popularity of near-paper, image-based productions.
When preparing a production that will involve redactions, you will need to consider how
redactions should appear on the page, including whether redaction type (privilege, PII, etc.)
affects appearance or requires a label. Additionally, if extracted document text is being
provided (to facilitate searching), the extracted text for documents bearing redactions will have
to be either excluded or replaced. It can be replaced by performing optical character
recognition (OCR) on the page images rendered for the document with the redactions applied.
Numbering and Endorsements
Also, as we discussed, primary production format affects your options with regard to
numbering and endorsements. Paper and near-paper productions allow for per-page Bates
numbering, 13 while native and near-native formats generally only allow for per-file numbering
13

https://en.wikipedia.org/wiki/Bates_numbering
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to be applied. Combination approaches require coordinating per-page numbering for some
documents with per-file numbering for others.
Other endorsements, such as confidentiality warnings or protective order language work the
same way. Paper and near-paper productions can have consistent endorsements applied in the
headers and/or footers of each page, while native and near-native productions cannot. For
native and near-native productions (and, often, for near-paper productions too), a custom load
file field may be created that documents confidential status, protective order applicability, and
other endorsement content for each document.
Paper Integration
Another element to consider is how you will handle natively paper materials collected during
discovery along with all of your ESI. Rather than producing such materials in paper format, you
have the option of incorporating them into your electronic production. This can be
accomplished by scanning the documents into page images, performing OCR to extract the
available text for searching, and manually entering relevant “metadata” values (e.g.,
bibliographic and source information). Depending on their volume, you may have already
taken these steps prior to review of the paper records.
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WHO GETS TO DECIDE
Now that we’ve reviewed the available production formats and related options, it’s time to
discuss which party gets to decide on the formats and options to be used in a typical case.
Pursuant to the Federal Rules of Civil Procedure, both parties have opportunities for a say: first,
in negotiations; then, through requests and objections; and finally, through motions to compel
and protect.
Negotiation in FRCP 26
Production format selection for ESI first comes up in FRCP 26(f) 14 as part of the required meet
and confer. FRCP 26(f)(1) specifies that “the parties must confer as soon as practicable,” and
26(f)(2) specifies that, among other things, the parties must use the conference to “develop a
proposed discovery plan.” FRCP 26(f)(3) describes what this discovery plan must address,
including “(C) any issues about disclosure, discovery, or preservation of electronically stored
information, including the form or forms in which it should be produced” [emphasis added].
Good faith efforts to fulfill this requirement are expected of the parties. FRCP 37 15 specifies the
consequences for failure in this area:
(f) Failure to Participate in Framing a Discovery Plan. If a party or its attorney fails to
participate in good faith in developing and submitting a proposed discovery plan as
required by Rule 26(f), the court may, after giving an opportunity to be heard, require
that party or attorney to pay to any other party the reasonable expenses, including
attorney's fees, caused by the failure. [emphasis added]
Thus, in an ideal case, the parties discuss the available production formats and other options
during their initial conference, reach a mutually-acceptable agreement, and document that
agreement in a written discovery plan that both parties then follow. When uncertain of what
approach to use, it is common for parties to look to publicly-available federal agency
production 16 protocols 17 as models they can use for their own production plans.
Requests and Objections in FRCP 34
Unfortunately, many cases do not follow that ideal path, and the specifics of production
preferences and expectations remain unaddressed until later in the discovery process. In such
cases, FRCP 34 18 provides the next set of instructions for who gets to decide on production
format.
14

https://www.law.cornell.edu/rules/frcp/rule_26
https://www.law.cornell.edu/rules/frcp/rule_37
16
https://www.justice.gov/atr/electronic-discovery
17
https://www.sec.gov/divisions/enforce/datadeliverystandards.pdf
18
https://www.law.cornell.edu/rules/frcp/rule_34
15
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In cases where a prior agreement has not been negotiated, FRCP 34(b)(1)(C) allows parties
requesting production of ESI to “specify the form or forms in which electronically stored
information is to be produced.” If the responding party does not want to produce in the
requested form, FRCP 34(b)(2)(D) allows them to object to the requested form and state their
proposed alternative:
(D) Responding to a Request for Production of Electronically Stored Information. The
response may state an objection to a requested form for producing electronically
stored information. If the responding party objects to a requested form – or if no form
was specified in the request – the party must state the form or forms it intends to use.
[emphasis added]
FRCP 34(b)(2)(E) then lays out the parameters within which a responding party can choose
when objecting and proposing an alternative, or when no format has been negotiated,
requested, or ordered:
(E) Producing the Documents or Electronically Stored Information. Unless otherwise
stipulated or ordered by the court, these procedures apply to producing documents or
electronically stored information:
...
(ii) If a request does not specify a form for producing electronically stored
information, a party must produce it in a form or forms in which it is ordinarily
maintained or in a reasonably usable form or forms; and
(iii) A party need not produce the same electronically stored information in more
than one form.
[emphasis added]
Thus, parties must choose between producing ESI in native format (the “form or forms in which
it is ordinarily maintained”) or in some other “reasonably usable form or forms,” which typically
means near-paper or near-native, accompanied by a load file with relevant metadata,
searchable text, etc.
Motions to Compel and Protect in FRCP 37 and 26
In the event, the request and objection process described above leads to an irreconcilable
dispute over the appropriate production format, a requesting party’s final recourse is to submit
a motion to compel the requested discovery, in the requested format, pursuant to FRCP 37(a).19
19

https://www.law.cornell.edu/rules/frcp/rule_37
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Before doing so, however, the requesting party must make a good faith effort to confer with
the responding party to resolve the issue:
(1) In General. On notice to other parties and all affected persons, a party may move for
an order compelling disclosure or discovery. The motion must include a certification
that the movant has in good faith conferred or attempted to confer with the person or
party failing to make disclosure or discovery in an effort to obtain it without court
action. [emphasis added]
In parallel, a responding party can also seek a protective order, pursuant to FRCP 26(c),20
protecting it from having to provide the requested discovery, in the requested format. FRCP
26(c)(1)(A)-(C) allows that:
. . . The court may, for good cause, issue an order to protect a party or person from
annoyance, embarrassment, oppression, or undue burden or expense, including one or
more of the following:
(A) forbidding the disclosure or discovery;
(B) specifying terms, including time and place or the allocation of expenses, for
the disclosure or discovery;
(C) prescribing a discovery method other than the one selected by the party
seeking discovery;
[emphasis added]
The same limitation on seeking a protective order applies however: the responding party must
first make a good faith effort to confer with the requesting party to resolve the issue.
It should also be noted that, depending on the outcome, either type of motion can result in an
award of expenses, including fees, pursuant to FRCP 37(a)(5). 21

20
21

https://www.law.cornell.edu/rules/frcp/rule_26
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PRODUCTION FORMAT DISPUTES
Now that we have reviewed how the production format selection process is supposed to work
under the FRCP, let’s take a look at some recent cases to see the disputes that arise and how
courts are applying those rules in practice.
A Joint Failure in Baker v. Santa Clara Univ.
In Baker v. Santa Clara Univ., Case No. 17-cv-02213-EJD (VKD) (N.D. Cal. July 31, 2018), 22 the
plaintiff sought an order compelling production of requested ESI in native format. During
discovery, she “served 54 requests for the production of documents” including “a single request
that purports to cover the format of production for all documents responsive to the other 53
requests.” That request stated:
With respect to each request, produce all documents in native format, including
electronically stored information, metadata, and all metadata fields. Do not do
anything that strips, removes, changes, limits, or otherwise alters the actual
electronically stored information and metadata fields of any document that exists in an
electronic format. Ensure that all such evidence remains intact, undisturbed, and is
produced with each and every electronic document. [emphasis added]
Despite this request, the defendant produced over 2,500 pages of materials – all in PDF format
without metadata, and the plaintiff moved to compel reproduction of the materials in native
format with metadata.
The plaintiff argued, primarily, that “having these documents in native format will allow her to
more easily discover if SCU has omitted responsive documents from its production.” The
defendant argued that it had attempted to meet and confer about ESI production issues “more
than a year ago” pursuant to FRCP 26(f)23 but that the plaintiff’s counsel “did not meaningfully
engage in the required discussion,” and it argued that reproducing now in native format would
be “time consuming, burdensome, and expensive.”
The court concluded that “[n]either party ha[d] complied with the rules and guidelines that
govern the production of electronically stored information,” the plaintiff having failed to meet
and confer and the defendant having failed to properly object and produce in accordance with
FRCP 34(b). 24 The court then looked to “the dual requirements of relevance and
proportionality” and concluded that:

22

https://cloudnine.com/wp-content/uploads/2018/08/Baker-v.-Santa-Clara-Univ._2018-08-23-16_34_310400.pdf
23
https://www.law.cornell.edu/rules/frcp/rule_26
24
https://www.law.cornell.edu/rules/frcp/rule_34
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Absent a specific, articulable basis for believing SCU has not complied with its discovery
obligations, Ms. Baker does not have a compelling reason for demanding that SCU reproduce its entire responsive document production in native format simply because she
might find something missing.
A Protocol Deviation in In re Syngenta AG MIR 162 Corn Litigation
In In re Syngenta AG MIR 162 Corn Litigation, MDL 2591, Case No. 16-2788-JWL (D. Kan.
2018), 25 “the parties [] asked the court to resolve a dispute concerning the format of electronic
discovery to be produced by Louis Dreyfus Company Grains Merchandising LLC (‘LDC’),” which
proposed “to meet the current document-production deadlines by producing electronic
discovery in native format, rather than in TIFF image format as required by the ESI Protocol
Order” [footnote omitted; emphasis added].
After already having been granted an extension to meet its production obligations, LDC
“produced a large number of documents in native format . . . in order to get the documents to
Syngenta as expeditiously as possible.” LDC claimed that converting documents to TIFF would
add “substantial time to production.” Syngenta objected, emphasizing the requirements of the
ESI Protocol Order and the inability to use per-page Bates numbering for depositions, and LDC
then asked the court “to relieve it from the production requirements of the ESI Protocol Order.”
The court found LDC’s arguments unpersuasive and denied its request:
First, there is no dispute that documents in TIFF format are easier to work with and
enable depositions and court proceedings to run more smoothly. . . .
Second, the ESI Protocol Order requires a party seeking to deviate from the image/TIFFformat production to “promptly” notify the requesting party as soon as it identifies a
source of data to which the protocol should not apply (because it would be unduly
burdensome or impractical). Here, LDC did not notify Syngenta or the court before
producing documents in native format. . . .
Third, LDC has offered no evidence to support its “burdensome” and “impracticality”
arguments. [emphasis added]
A Waived Objection in McDonnel Grp., LLC v. Starr Surplus Lines Ins. Co.
In McDonnel Grp., LLC v. Starr Surplus Lines Ins. Co., Case No. 18-1380 (E.D. La. Oct. 3, 2018), 26
the defendants requested production of “all construction schedules for the Project in their
native format (as native files).” Rather than objecting specifically to the requested form of
25

https://cloudnine.com/wp-content/uploads/2018/10/IN-RE-SYNGENTA-AG-MIR-162-CORN-LITIGATION-MDL2591_2018-10-03-13_05_58-0400.pdf
26
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production and proposing an alternative as required, the plaintiffs offered only a boilerplate
objection to the overall request.
The court concluded that, “[b]y failing to object to production in native format,” the objection
had been waived. Moreover, the court stated that:
. . . the need for production in the requested, unobjected-to native format, with its
associated metadata, is self-evident in this instance. Metadata provides information
such as “the author, date/time of creation and date modified.” Such information in the
construction schedule context, with its frequent alterations, change orders, and time
sensitive but often disturbed deadlines, is relevant. The PDF files chosen by plaintiff for
production are merely pictures of the materials that do not provide metadata. [internal
citation omitted; emphasis added]
The plaintiff also attempted to rely upon FRCP 34(b)(2)(E)(iii), 27 which provides that “[a] party
need not produce the same electronically stored information in more than one form,” but the
court concluded it had also “dispossessed itself of this protection” when it failed to object as
required:
To permit a responding party, in the face of a request that ESI be produced in a
particular form, arbitrarily to choose some other form, would disrupt and undermine
the orderly request/response/objection/confer structure and requirements of the
remainder of the Rule concerning ESI. [emphasis added]
Usability and Expenses in David A. Johnson & Alda, Inc. v. Italian Shoemakers, Inc.
In David A. Johnson & Alda, Inc. v. Italian Shoemakers, Inc., Case No. 3:17-cv-00740-FDW-DSC
(W.D.N.C. Oct. 22, 2018), 28 numerous issues arose regarding the plaintiffs’ productions’
completeness, timeliness, and format. With regard to format, the plaintiffs repeatedly
produced emails in PDF format rather than in native format with metadata. The court found
that to be an unjustified deviation from its discovery order:
. . . the Court finds that Plaintiffs’ August 14, 2018 production failed to comply with this
Court’s Order. Plaintiffs’ August 14, 2018 production consisted of emails in PDF format,
which is not how emails are maintained in the regular course of business. Further,
Plaintiffs’ documents were not labeled to correspond to the respective discovery request.
[internal citations omitted; emphasis added]
Ultimately, the court not only ordered that production be completed as previously ordered, but
also awarded sanctions:

27
28

https://www.law.cornell.edu/rules/frcp/rule_34
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The Court imposes reasonable expenses, including attorney’s fees, relating to the
Motion to Compel, Motion for Sanctions, and any ongoing attorney fees related to this
discovery. Further, the Court orders Plaintiffs to produce all discovery requests, including
attachments, in usable form by the close of business on October 24, 2018. [emphasis
added]
In its analysis, the court explained that the requirement in FRCP 34(b)(2)(E)(ii) 29 to produce ESI
“in a form or forms in which it is ordinarily maintained or in a reasonably usable form or forms”
is satisfied “when the party provides documents that are searchable and/or sortable by
metadata fields” [emphasis added].
PDFs and Metadata Requests in Metlife Inv’rs. USA Ins. Co. v. Lindsey
In Metlife Inv’rs. USA Ins. Co. v. Lindsey, Case No. 2:16-CV-97 (N.D. Ind. Oct. 25, 2018), 30 the
parties’ initial plan stated that “[a]ll ESI produced electronically will be produced in native
format to the extent possible.” Despite this, the plaintiff “generally produced documents in
nonsearchable PDF format,” over the defendants’ repeated objections:
. . . MetLife concedes that the method in which it produced the documents is not how
they are kept “in the usual course of business,” as required by Rule 34(b)(2)(E)(i).
Although MetLife repeatedly states that PDF is the “most usable” format, it cites no
authority showing that this satisfies its obligations under Rule 34. Moreover, MetLife’s
production was not consistent with what the parties discussed at the beginning of
discovery. [emphasis added]
The plaintiff also argued that producing the materials again in native format would impose a
disproportionate burden, but the court was not persuaded:
. . . MetLife offers no argument on that point beyond objecting to the relevance and
stating that the production would be duplicative. MetLife does not discuss the volume of
the additional information sought, the expense involved, or the risk of revealing any
confidential or privileged information; nor has it moved for a protective order. A request
to produce documents is not disproportionate or unreasonable simply because some of
the material sought has already been produced, particularly when the initial
production did not conform to the rules. [emphasis added]
Ultimately, the court ordered the plaintiff to reproduce the materials in native format and left
open the possibility of an award of expenses. In doing so, the court also drew a noteworthy –
and somewhat surprising – distinction between getting native format and getting all metadata:

29

https://www.law.cornell.edu/rules/frcp/rule_34
https://cloudnine.com/wp-content/uploads/2018/11/Metlife-Invrs.-USA-Ins.-Co.-v.-Lindsey_2018-11-0111_31_10-0400.pdf
30
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Finally, although Defendants are entitled to the previously produced documents in native
form, the Court clarifies that they are not entitled to all metadata. Some of
Defendants’ filings could be interpreted to argue that Defendants are entitled to all
metadata related to the documents previously produced. In general, metadata must be
specifically requested in advance, and Defendants did not do that. While production in
native format will inevitably result in the exchange of some metadata, Defendants are
not entitled to all metadata generally, except to the extent it appears with the
documents as kept in the usual course of business. [internal citation omitted; emphasis
added]
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PREPARING THE PRODUCTION
Now that we have reviewed the range of production formats available, the additional decisions
that need to be made, and the rules and cases about who gets to make all those decisions, it’s
time to review the actual preparation of the production in the chosen format. This process is
typically a collaboration between members of the case team and the internal or external
technical professionals responsible for administrating your chosen processing and review
platforms.
Final Preparatory Checks
The first part of this process rests with the case team – potentially, in collaboration with
external review project managers. Before the actual production can be prepared, the final set
of materials to be produced must be identified and final checks must be run on those materials:
•

•

•
•
•

Checks to be sure all documents in the proposed production set are tagged as having
been reviewed and as being both responsive and non-privileged
o This check of tagging may be backstopped by running term searches for key
privilege indicators (e.g., attorneys’ names) and double-checking any results
Checking to make sure that the proposed production set is family group complete (if
that is what has been chosen)
o And double-checking that all family group members have also been reviewed
and determined to be non-privileged
Checking for correct handling of email thread members and for consistent handling
across near-duplicates
Double-checking that all needed redactions have been correctly completed and that any
protected status flags (or other indicators for endorsements) have been correctly
applied
If producing TIFF images, confirm the language and position to be used for required
endorsements and confirm the prefix, starting number, and position to be used for
Bates numbers

Once all necessary checks have been completed, and the finalized set of materials to be
prepared for production has been confirmed, the production preparation process moves to the
internal or external technical professionals responsible for administrating your chosen
processing and review platforms.
Actual Preparation
At this point in the process, the relevant technical professionals will engage in a series of
platform-specific and production format-specific steps to actually generate the final production
set for delivery, potentially including:
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•
•
•
•
•

Gathering together the original native files to be produced
Generating TIFF images of them, with required endorsements
Gathering (or creating) extracted text files for them
o Including using OCR on redacted images to create redacted extracted text
Programmatically renaming and organizing all natives, images, text files, etc.
Generating load files that link all those pieces together, in the right format, with
required metadata fields included and properly named
o Including creating any custom fields required (e.g., protected status, request
number, etc.)

Depending on the specific production format and steps required, this process can take
anywhere from a few hours to a few days. In particular, generating large numbers of TIFF page
images can take a significant amount of time, and for this reason, it is often begun well ahead
of final production preparation to avoid last-minute time crunch.
Quality Control Checks
Depending on the format choices made, the prepared production set may include thousands of
native files, thousands of extracted text files, thousands of TIFF images, and a load file with
numerous details about each of those thousands of files. Before delivery, this prepared
production set will be subjected to some combination of quality control checks. Typically, these
are performed by the same technical professionals that prepared the production, but some
may also be performed by the case team.
Common quality control checks for a prepared production include:
•
•
•
•
•

Confirming that file counts in the prepared production match expected counts
Spot checking a sampling of metadata fields to verify field names are right, values are
right, and value formats are right
Verifying that file path links to associated native files, page images, and extracted text
files are working correctly
Double-checking that all redactions were in fact applied to relevant page images
o Including double-checking that extracted text for those documents has been
either excluded or replaced with OCR text instead
Verifying that endorsements have been applied to the correct documents, in the correct
location, and using the correct language
o Including verifying that Bates numbers have been applied starting at the correct
number, with the correct prefix, and in the correct location

Members of the case team may also repeat some of the substantive checks performed prior to
production preparation to ensure that no privileged or unreviewed materials have been
inadvertently pulled into the production set during the actual preparation.
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Delivery Options
Finally, once all quality control checks have been completed, the production set must be
prepared for delivery to the requesting party. Options for delivery include delivery on data CDs
or DVDs, delivery on flash drives or hard drives, and delivery via cloud-based repositories. The
primary determinant of which you use will be the size of the production:
•
•
•
•
•

CDs hold around 700 megabytes
DVDs typically hold around either 4 or 8 gigabytes
Flash drives typically hold dozens or hundreds of gigabytes
Hard drives typically hold hundreds of gigabytes or a few terabytes
Cloud-based repositories are functionally unlimited in size

In addition to size, another factor to consider is the security of your chosen delivery method –
particularly when delivering on discs or drives:
•
•
•
•

Can you encrypt the production data you are providing on the chosen media?
Does the chosen drive offer hardware or software level encryption?
How will the physical media or drive be delivered?
o By what separate method will the decryption key be provided?
Can you protect the production data from inadvertent alteration during access?

If you are delivering via a cloud-based repository, such as a dedicated Relativity database, there
are additional questions to address:
•
•
•
•
•

Who, specifically, will be granted access to the repository?
What features and abilities will be made available to them?
o Will they be allowed to annotate documents? To export them? To print them?
What files and formats will the database include?
o Will it include native files? Near-native renderings? Images?
What metadata fields will be made available in the database?
Who will pay for hosting, for user accounts, and for any needed training?
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IMPORTANT LOGS AND KEY TAKEAWAYS
As you approach the end of your production efforts, there are two additional steps that should
be taken prior to delivery of the prepared production set(s). First, if any materials have been
withheld due to privilege or work product protection, those materials will need to be
documented in a privilege log. Second, for your own records, you should prepare a production
history log documenting your production(s).
Privilege Logs
As we’ve discussed, protecting privileged materials from inadvertent disclosure is of paramount
importance during discovery, both because attorneys have an ethical duty to protect client
confidentiality (see, e.g., ABA Model Rule of Professional Conduct 1.6 31) and because
inadvertent disclosures can lead to privilege waiver if reasonable steps to prevent the
disclosure weren’t taken (see Federal Rule of Evidence 502(b)32). The final step in that privilege
protection process is the preparation of a privilege log to accompany your production set
delivery.
FRCP 26(b)(5) 33 provides the basis for this requirement in federal courts:
(5) Claiming Privilege or Protecting Trial-Preparation Materials.
(A) Information Withheld. When a party withholds information otherwise
discoverable by claiming that the information is privileged or subject to
protection as trial-preparation material, the party must:
(i) expressly make the claim; and
(ii) describe the nature of the documents, communications, or tangible
things not produced or disclosed—and do so in a manner that, without
revealing information itself privileged or protected, will enable other
parties to assess the claim.
The preparation of privilege logs can be a time consuming process, since each individual
document withheld must be recorded, the claim for it articulated, and an adequate description
written, and since, in larger cases, the total number of documents requiring logging can be
quite high. As a result, it is common to begin planning and preparation for privilege log creation
during the document review phase of an eDiscovery project.
It is common during document review to have reviewers designate not just general privileged
status, but also to select the applicable legal basis from pre-written options so that those fields
can be automatically populated during privilege log creation. To facilitate this, many document
31

https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_
professional_conduct/rule_1_6_confidentiality_of_information/
32
https://www.law.cornell.edu/rules/fre/rule_502
33
https://www.law.cornell.edu/rules/frcp/rule_26
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review platforms include features for privilege log creation, including the ability to
automatically populate the log with key details about the documents your review has
designated as responsive but privileged (e.g., date, file name, file type, claim basis, etc.).
Because of their near-universality, privilege log format examples and preparation guidance are
widely 34 available, 35 including alternative approaches 36 to consider and guidance on privilege
itself.37
Production Logs
In addition to creating the privilege log that you will provide with your production set delivery,
it is also important to create and maintain a production history log for yourself. In this era of
large ESI volumes, it is common to complete multiple productions on a rolling basis, providing
responses to different requests or materials from different sources as work on them is
completed. Additionally, matters with an open-ended period of relevance may require
supplemental productions to be made as new responsive materials are generated.
A production history log documents all of the details you might need to know later (or be able
to demonstrate to someone else later) about all of those productions. Key details to document
include: what you produced, what formats you produced it in, when you produced it, how you
delivered it, to whom who you delivered it, the requests to which it responded, and the Bates
ranges it contained.
Key Takeaways
There are six key takeaways from our review of production fundamentals:
1. Effective production of ESI is both a requirement of the rules and one element of
fulfilling an attorney’s duty of technology competence for eDiscovery
2. Productions can be made in four primary formats or combinations thereof: paper, nearpaper, native, and near native, and they may include load files, metadata, redactions,
endorsements, scanned physical documents, and more
3. The production format and related specifics should be negotiated between the parties
as part of their initial meet-and-confer, but parties can also later request responses in a
particular format, object to a requested format, and if necessary, seek orders to compel
or protect
34

https://www.lawpracticetoday.org/article/practical-advice-privilege-logs/
https://www.americanbar.org/groups/litigation/committees/commercial-business/practice/2018/a-younglawyers-guide-to-preparing-a-privilege-log-in-commercial-litigation/
36
https://www.fclr.org/fclr/articles/html/2009/facciolaredgrave.pdf
37
https://presnellonprivileges.com/
35
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4. In the absence of an agreement or order otherwise, ESI must be produced either as it is
kept in the ordinary course of business (i.e., native format) or in another reasonably
usable format (i.e., one that is searchable and that is sortable by metadata)
5. Thorough quality control checks should be performed to ensure: that the right materials
are included in the set to be prepared for production, that the prepared production still
contains all and only the right materials, and that the prepared production matches the
required production specifications
6. In addition to the production set deliverable itself, you must also prepare a detailed
privilege log for the requesting party and a detailed production log for yourself
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UNIT 2 - EDISCOVERY IN DEPTH

CHAPTER 8
PROJECT SCOPING AND PLANNING

Measure Twice, Discover Once

An ounce of prevention to reduce your
chaos, your costs, and your risks

CLICHÉS, CHAOS, AND EDISCOVERY PROJECT PLANNING
We have a lot of maxims in English about the value of preparation, like “measure twice, cut
once” or “a stitch in time saves nine.” Perhaps the most well-known aphorism of this type is
“an ounce of prevention is worth a pound of cure,” which dates back to an anonymous letter on
the importance of fire safety that Benjamin Franklin published 1 in the Pennsylvania Gazette in
the early 18th century. Though Franklin was writing of fire safety and the consequences of laxity
in that area, he might as well have been writing about eDiscovery project planning and its risks.
As any experienced eDiscovery practitioner will confirm, being forced to risk your neck jumping
out the window of a burning house, because of something tiny you missed while hurrying
around, can be a pretty good analogy for the eDiscovery experience.
eDiscovery on Fire
eDiscovery is undeniably challenging. Data volumes continue to multiply, data types continue
to diversify, and data custodians continue to modify their tools and practices. Couple this
daunting set of variables with an ever-expanding set of eDiscovery tools and services available
to be leveraged, add time-pressure and an adversarial process, and you have a perfect recipe
for chaos, uncertainty, and small (but important) things getting missed.
As Franklin’s letter and the other maxims tell us, the reliable way to reduce the risk of such
errors is to take the time for proper planning before rushing headlong to action. To be sure,
planning an eDiscovery project is an iterative process that overlaps and intersects with other
early project activities, but investing the time and effort required for effective planning, from
the beginning (and throughout those early phases), will produce downstream benefits including
saved time, saved money, reduced risk, and increased defensibility. The clichés became clichés
for a reason.
Evolving Expectations
As we discussed at the beginning of this book, state bars and industry organizations are now
formally recognizing the importance 2 of competent preparation and planning to meet the
technical and logistical challenges of our current eDiscovery reality. For example, California’s
Formal Opinion on attorneys’ duty of eDiscovery competence 3 specifically articulates that
attorneys (or attorneys working with the assistance of qualified experts) need to be able to:
•
•
•

“Initially Assess E-Discovery Needs and Issues, If Any”
“Analyze and Understand a Client’s ESI Systems and Storage”
“Advise the Client on Available Options for Collection and Preservation of ESI”

1

http://www.ushistory.org/franklin/philadelphia/fire.htm
https://www.lawsitesblog.com/2019/09/a-37th-state-adopts-the-ethical-duty-of-technology-competence.html
3
https://www.calbar.ca.gov/Portals/0/documents/ethics/Opinions/CAL 2015-193 %5B11-0004%5D (06-30-15) FINAL.pdf
2
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•
•

“Identify Custodians of Potentially Relevant ESI”
“Engage in Competent and Meaningful Meet and Confer with Opposing Counsel
Concerning an E-Discovery Plan”

Each of these requirements is part and parcel of effective eDiscovery project planning, making
the ability to do such planning a formal requirement in California. The EDRM organization, 4
too, in their EDRM Project Management Framework 5 (“EPMF”) emphasizes the critical
importance of the early planning phases to overall project success:
4.2.1. Scoping Phase
The Scoping Phase lays the foundation for project success by aligning all teams to a
common vision and goals. By defining the project scope and providing an overview of
the context and constraints, this phase lays the foundation for project planning in the
following phases. [emphasis added]
Their EPMF scoping phase is then followed by a preliminary planning phase and a detailed
planning phase.
About This Chapter
In this chapter, we will discuss various aspects of effective eDiscovery project planning to equip
you with the knowledge you need to reduce your chaos, your costs, and your risks. We will
review: initial scoping activities; investigation activities; volume and cost estimation; and roles
and communication.
As we do so, we will also go over checklists of key items for each phase in the process.
Checklists may sound like simple things, but when properly implemented, their value is real.
For example, doctors starting to follow checklists for key tasks in one program saved 1,500 lives
and $175 million in the first eighteen months. 6 If checklists are a match for modern medicine,
they’re more than a match for eDiscovery.

4

http://www.edrm.net/about-us/
http://www.edrm.net/frameworks-and-standards/edrm-model/project-management/
6
http://www.newyorker.com/magazine/2007/12/10/the-checklist
5

XDD eDiscovery Handbook

Unit 2, Chapter 8

121

INITIAL SCOPING ACTIVITIES
Put Your Thinking Caps On
We don’t spend a lot of time talking about imagination in legal practice, but it’s pretty essential
to effective project scoping. Unless you’re working in an eDiscovery operation with Level 5
maturity 7 (i.e., with extensive aggregated data about past projects, matter types, etc.), each
new project is going to be fairly opaque to you at the outset. You will know the general legal
subject matter, the essential event(s) giving rise to the issue, and any individually named
defendants within the organization. Beyond that, however, anything and everything (or
nothing) might be relevant.
The first step, then, must be brainstorming to figure out what and who might be relevant.
Doing this effectively requires collaborating with: individuals with direct knowledge of the
relevant legal issues; individuals with direct knowledge of the relevant factual issues; and,
individuals with direct knowledge of the organization’s individual and enterprise IT resources.
Essentially, in-house counsel, outside counsel, internal IT, any external collection resources, and
any relevant senior employees all need to be looped into this exercise in imagining what might
exist.
Starting with what you know about the type of matter, the underlying facts, and the key players
(typically based on a complaint or preservation notice), you and your collaborators must
extrapolate what types of relevant materials are likely to exist within the organization and
where (or in whose custody) they are likely to be. This should include consideration of, both
the information and materials you will want to see and use, and the information and materials
you anticipate the opposing party will request. This is the general flow of inquiry:
•

•

What events are in dispute or under investigation?
o What questions do you have about those events?
 What materials might help you answer them?
o What questions are parties-opponent likely to have about those events?
 What materials might they imagine exist and request?
What are the elements of the legal claims and defenses in the matter?
o What types of documentary evidence might help establish or refute them?
 Where or in whose custody might such evidence be?

This process can be aided by checklists of potential sources, like those used by some for
custodian surveys/interviews, but it is a fundamentally imaginative exercise: imagine the events
at issue in the context of normal organizational operations and think about what might have
been generated:

7

https://en.wikipedia.org/wiki/Capability_Maturity_Model
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•
•
•
•
•

Might there be departmental records, like HR files?
Could there be useful data about the events in your ERP systems?
Would employees have discussed the events via the internal chat client?
Maybe the relevant office used shared network folders?
Perhaps copies of deleted records exist on the back-up tapes?

Additionally, it is beneficial to imagine what distinctive characteristics relevant materials from
these sources might bear, i.e. how you would try to find them if searching for them in a
collected data set:
•
•
•
•
•

Are you seeking evidence of intent in communications between certain employees?
Are you looking for evidence of internal awareness in executive meeting minutes?
Will relevant documents contain certain keywords, like a name or project code?
Are you looking for contracts executed with a particular party or on certain dates?
Are you looking for metadata evidence of an employee altering key documents?

Having some ideas about distinctive characteristics of this type will be helpful to you as you
move on to the investigation activities we will discuss below.
Then, Put Your Sorting Hat On
Once you have finished your brainstorming exercise and have a list of potentially-extant
relevant materials, likely places to look for them, and distinctive characteristics you might use
to identify them, your next step is to prioritize these potential materials, sources, and
custodians to guide your subsequent activities and allocation of resources. Prioritization of the
items on your list – whether they are IT systems, departmental systems, or individual
custodians’ devices – should be done based on three key criteria:
1. How likely it is that the source actually contains relevant materials
2. How important and useful those materials would be, if they do exist
3. And, how likely those materials are to be requested by parties-opponent
Obviously, the greater the likelihood it exists, the greater its potential utility, or the greater the
likelihood it will be requested, then the greater its priority should be (with items that score high
on all three metrics at the top of the list).
Typically, practitioners then break the prioritized list of potential sources into three tiers that
will each receive similar treatment during the steps to follow:
•
•
•

Tier 1 – Sources/materials that must be sought (key custodians)
Tier 2 – Sources/materials that may need to be sought (secondary custodians)
Tier 3 – Sources/materials that may not need to be sought (tertiary custodians)
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Once you have completed this prioritization and grouping, you are ready to begin the
investigation activities we will review next.
Initial Scoping Checklist
1. What are the events at issue, and what are the legal claims?
2. What internal and external individuals should be involved in brainstorming?
3. What questions do we have about the underlying events? What questions will they?
4. What materials might answer those questions for us and/or for them?
5. What are the elements of the relevant legal claims and defenses?
6. What materials might establish or refute each of them?
7. What individuals, devices, departments, or systems might contain them?
8. What distinctive characteristics might help you search or filter for them?
9. What is the relative priority of each potential source identified?
10. What grouping into tiers should be applied for planning subsequent steps?
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INVESTIGATION ACTIVITIES
Once you have collaborated with knowledgeable individuals to brainstorm hypothetical
materials and potential sources (and prioritize them), you are ready to begin investigating the
facts on the ground to bridge the gap from your imagination to actual reality. A variety of
investigative options are available for accomplishing this, including: targeted interviewing; data
mapping; surveying; and, sampling. Which one (or more than one) will be most useful to you
will depend on your circumstances – in particular, your expected number and types of sources.
For example:
•
•
•

The larger your project, the more investigative steps you’ll need to take
The more systems and sources by count, the more useful a data map is
The more custodians by count, the more useful surveys and samples are

Targeted Interviews
Targeted interviews are the easiest investigative step and a common first one. In this context,
conducting targeted interviews is like conducting a limited number of custodian interviews with
key personnel. This process is typically less formal (i.e., no full script) and less complete (i.e.,
most individual custodians aren’t included) than the official custodian interview process, which
will come later in the project. (As we noted above, “planning an eDiscovery project is an
iterative process that overlaps and intersects with other early project activities.”)
Your goal in the targeted interviews is to review your list of prioritized, hypothetical materials
with individuals that have knowledge of the potentially relevant enterprise, departmental, and
third party systems – as well as the computers and devices typically issued to individual
custodians within the organization – to confirm or deny your assumptions and gather the
information you will need to scope and plan further.
Although these targeted interviews are fewer and less formal than custodian interviews, much
of the same guidance on conducting them effectively is useful. You can review guidance for
that activity in Chapter 10 – Custodian Interviews.
Let’s Do Some Quick Cartography – Data Mapping
Your next investigative option is data mapping. Data mapping is the process of “mapping” the
various data stores and sources in an organization. Many organizations do some version of this
already for non-legal purposes. For example, the IT or IS department may have “maps” of the
organization’s servers, computers, and enterprise systems, along with directories of installed
software. A data map for the legal activities like eDiscovery, however, is a related but distinct
thing. This kind of data map needs to combine system details, content details, and other key
details (e.g., who owns it, any built in export tools, etc.) to facilitate preservation and collection.
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Ideally, data mapping for legal activities would be undertaken on a proactive, organization-wide
basis rather than in response to a specific matter, but engaging in some targeted, reactive data
mapping is better than none and well worth doing. (And, it can form the basis for proactively
proceeding to organization-wide data mapping once the current matter is has concluded.)
In this context, you would be working your way down your potential materials/hypothetical
sources list, reviewing them with relevant individuals (from IT/IS, Records Management, etc.)
and reviewing relevant (information systems and records management) documentation,
attempting to flesh out that list with concrete details. What you will be attempting to build is
less a literal “map” than a spreadsheet or matrix. Your final product will be a searchable,
sortable, filterable reference tool listing sources in rows and relevant details about them in
columns.
Things you may want or need to know about each source include:
•
•
•
•
•
•
•
•
•

Source type (e.g., enterprise, department, individual custodian)
Owner/manager of source (e.g., specific IT contact, department manager, or custodian)
Types, models, and years for source’s hardware systems or custodian devices
Versions, years, and other details for source’s relevant software
Available native search and export tools/features, if any, and relevant details
Limitations of such tools, if any (e.g., one mailbox at a time, can’t search nested content)
Desired materials expected to be there (including expected formats, dates, etc.)
Expected volume of materials from source (e.g., record count, file volume)
Relative priority (and sensitivity, if applicable) of those desired materials

Gathering and organizing this information (or as much of it as time and circumstances permit)
will enable you to scope and plan your needed preservation and collection activities with a high
degree of precision. You will know which sources can be handled internally and which require
specialists, which are likely to present technical challenges and which can be had quickly, and
which are most likely to be really important and which are most likely to be duplicative.
Do You Have a Minute to Participate in a Survey?
As we noted above, the investigative options you need to undertake to test your project
assumptions will depend on the specifics of your project, especially on its scale. Larger or more
complex projects will require more – and more ambitious – investigative efforts. Surveying and
sampling are particularly useful and important in projects that feature a large number of
potential custodians or other sources.
Surveying in this context, like targeted interviews, is part and parcel of what would normally be
your full, pre-collection custodian interview process. (As we noted above, “planning an
eDiscovery project is an iterative process that overlaps and intersects with other early project
activities.”) And, like targeted interviews, it is worth thinking about surveying as more than just
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collection planning. Beyond just documenting what technology devices or other materials a
custodian has, surveying can help you test all of your assumptions about what exists,
how/when/why it’s generated, where and in what formats it is, what distinctive characteristics
it bears, what priority it should have, who else might have it too, and more.
Surveying can be accomplished in a variety of mechanical ways, ranging from passing out and
collecting paper forms to custom-building a secure web survey. In between those extremes,
there are electronic forms built in spreadsheets or PDF documents. Leveraging PDF forms has
some advantages, because the forms can be easily locked from editing outside the input fields,
multiple field types can be used (e.g., checkboxes, radio buttons, free text entry), and responses
can be easily extracted and aggregated using Adobe tools. Additional options include lesssecure, third-party web survey tools and survey features included in some enterprise hold
management software.
Getting a survey created and distributed takes a bit more lead time and costs a bit more money
than just conducting a few targeted interviews, but the benefits for the right project make it
well worth it, because once created, a survey scales freely across any number of custodians.
Imagine needing to gather information from dozens (or hundreds) of custodians scattered
across the country (or world) in different offices and departments. Individual interviews would,
if done targeted, provide you with too little information about what’s potentially out there to
plan confidently, and individual interviews would, if done completely, take an enormous
commitment of people, time, and money. In such situations, surveys – at least as an initial data
gathering activity from which targeted follow-up interviews can be planned – strike an ideal
balance.
Free Samples
The final investigative option we’ll review in this chapter is sampling. In the land of eDiscovery,
“sampling” is used to refer to both judgmental and statistical sampling. In this early project
planning phase, both kinds of sampling can be useful.
Judgmental sampling is the informal process of looking at parts of something large to get an
anecdotal sense of the whole. For example, attorneys running a variety of instinctively-selected
search terms in a new document database to familiarize themselves with what’s there.
Judgmental sampling is also what you’re doing when you select key individuals for targeted
interviews, using them as proxies for the whole list of hypothetical custodians.
More importantly, though, judgmental sampling is a way to learn about what’s on sources and
systems that, unlike custodians, cannot self-report to you. This kind of judgmental sampling
might take a variety of forms, such as:
•
•
•

Testing/searching electronic mailboxes to test relevance before collection
Indexing/evaluating some backup tapes to test for unique materials in backups
Collecting one or more key custodians’ laptops (or phones, etc.) to test relevance
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Statistical sampling is the more formal process of taking simple random samples of sufficient
size to reliably estimate properties of the whole set. For example, reviewing and coding 2,400
randomly selected documents from a million-document set to estimate, with a confidence level
of 95% and a confidence interval of +/-2%, how much of the total is relevant (or privileged,
etc.).
Depending on your project’s scale and timeline, you may proceed from judgmental sampling to
statistical sampling, by loading and coding formal samples from your initial, test collections. If
you need to say with certainty whether a category of devices or sources is worth pursuing
further, formal sampling of one or more devices’ contents can provide that certainty, and if
those contents are voluminous, formal sampling will do so far faster than broad review.
These sampling techniques are especially important in this era of increased focus on
proportionality. 8 Negotiations with opposing parties often happen in parallel with internal
project planning and other early activities, and negotiations about the appropriate scope and
scale of discovery are always more effective when assumptions can be backed up (or disproved)
by actual facts and examples. This provides an additional use for, and benefit from, your
investigative efforts. For years, judges have been emphasizing to parties the importance of
using sampling to flesh out facts about what is and isn’t actually there instead of fighting over
theories about what might be. See, e.g., Pippins vs. KPMG, Case No. 11 Civ. 377 (CM)(JLC)
(S.D.N.Y. 2012). 9
Investigation Activity Checklists
Targeted Interviews
1.
2.
3.
4.
5.

Who is familiar with enterprise, departmental, and/or third party systems?
Who can provide details about employee computers, devices, and usage?
Who else might be able to confirm or deny assumptions about what’s there?
What details would you ideally like to know about the potentially relevant sources?
Has everything from your prioritized list been reviewed, detailed, and documented?

Data Mapping
1.
2.
3.
4.
5.

8
9

What kinds of hypothetical systems and devices are implicated by your list?
What details about those systems would it be most useful for you to know?
From where and whom within the organization could those details be gathered?
Have all relevant (and reasonably obtainable) source details been gathered?
Are those details consistently described in a manipulable spreadsheet or matrix?

http://www.gibsondunn.com/publications/Pages/2016-Year-End-E-Discovery-Update.aspx#_prop
http://pdfserver.amlaw.com/legaltechnology/Pippins_v_KPMG_Order_20120203.pdf
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Surveying
1.
2.
3.
4.
5.

Do we need additional information from many potential custodians?
Would self-reported answers be sufficient for our current purposes?
Given the questions and recipients, what format makes the most sense?
How will answers be collected, aggregated, and made useful for planning?
How will completion tracking, reminder issuance, and follow-ups be done?

Sampling
1.
2.
3.
4.
5.

Do we need additional information about what’s on various sources or systems?
Do we need support for discovery negotiations as well as our own project planning?
Would judgmental sampling of one or more of the devices be sufficient?
Is formal statistical sampling needed to take more specific measurements?
How will the sampling process, including decisions and rationales, be documented?
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VOLUME AND COST ESTIMATION
How Much Is a Lot?
Once you have completed your initial planning and completed your investigation activities to
validate and flesh out your initial assumptions, you should be equipped with enough
information to proceed to estimations of project volumes and potential costs. At a minimum,
you need a reasonably accurate count of:
•
•
•
•
•

Custodians requiring collection
Devices per custodian requiring collection
Mailboxes and network shares requiring collection
Enterprise or departmental systems requiring collection
Backup tapes or other loose media requiring collection

You should also have some sense of how large each category of sources is (i.e., laptop size,
mailbox size, etc.) and how broadly you expect to have to collect (i.e., full images vs. logical
images vs. pre-filtered collections/exports). With this information, making an educated guess
as to your initial collected volume becomes simple math:
Custodians x (Sum of Issued Devices’ Typical Sizes)
+ Mailboxes x Typical Size
+ Network Shares x Typical Size
+ Sum of Enterprise and Departmental Systems’ Sizes
+ Backup Tapes/Storage Media x Tape/Media Sizes
= Approximate Total ESI Volume to Collect
Once you have this number, you will need to make some additional assumptions and
adjustments to project your likely downstream volumes.
First, you’ll need to consider the expansion of the collected data volume that will occur at the
beginning of processing. For example, your collected data volume will include some number of
compressed container files (e.g., ZIP, RAR, etc.) each of which will expand into one or more files
of larger size than when compressed. Other types of compressed and nested content also exist
(e.g., local PST and OST email stores), and during processing all will be fully expanded so each
element can be individually normalized, tracked, and reviewed. The amount of expansion can
vary widely – from as little 10%, to more than 40%, up to 1,000% in some cases – depending on
just what was in the original collection.
Second, you’ll need to consider the immediate reductions that will occur from de-NISTing,
deduplication, and the application of any objective filters:
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•

De-NISTing: It is standard practice in the industry to de-NIST each collection to eliminate
system, software, and utility files that can have no bearing on the matter at hand. Just
how much material will be eliminated depends on how narrowly or broadly the
collection was done. Full disc images will be greatly reduced in volume; targeted
collections of user files will not.

•

Deduplication: It is also standard practice in the industry to globally deduplicate each
collection so that only one copy of each record need be reviewed, managed, etc.
Modern discovery software makes the tracking of each place a duplicate was, as well as
their later restoration and handling, simple matters. Email heavy collections will see the
most volume reduction, as every party to an internal email communication may have
duplicate copies of every message between them.

•

Objective Filtering: It is also very common for a new collection to have some objective
filtering applied during processing based on the scope of the case or the negotiated
limits of discovery – for example, the application of date restrictions or file type
restrictions. How much additional impact these filters will have on volume will depend
on how narrowly targeted the initial collection process was.

As both parties and collection tools have grown more sophisticated in recent years, the trend
has definitely been towards smaller, more-targeted initial collections that therefore reduce less
during this phase. Additionally, it should be noted (when estimating volume for hosting costs)
that the final, post-processing volume will expand slightly again when loaded into a review
platform to accommodate the review platform’s database file, extracted text files, etc.
A variety of tools and analyses are available to help you select your assumptions and do these
sorts of estimations. The EDRM group 10 has collected several free calculators here, 11 and their
own EDRM Data Calculator 12 is a good place to start. For moving on to cost estimations and
other downstream planning, you will need to estimate not only total volumes, but also
potential file/document counts. You can review EDRM’s published metrics for this here, 13 and
the 2016 results of John Tredennick’s 14 annual study of “How Many Documents in a Gigabyte”
are available here.15
How Much Will It Cost?
At this point in your process, you have completed your initial planning, completed your
investigation activities to validate and flesh out your initial assumptions, and you’ve completed
your project volume estimations. You now have enough information to also do cost estimation:
10

http://www.edrm.net/about-us/
http://www.edrm.net/resources/budget-calculators/
12
http://www.edrm.net/resources/budget-calculators/edrm-data-calculator/
13
http://technology.findlaw.com/ediscovery-guide/processing-metrics.html
14
https://catalystsecure.com/blog/author/john-tredennick/
15
https://catalystsecure.com/blog/2016/06/how-many-documents-in-a-gigabyte-2016-edition/
11
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•
•
•
•

Source types and counts for estimating collection costs
Projected collected volume for estimating processing costs
Projected post-processing volume for estimating hosting costs
Projected file/document counts for estimating review costs

As with volume estimation, cost estimation is now largely a matter of math, multiplying your
projected volumes and counts by your preferred service provider’s price list (or bundle, etc.).
Several of the calculators linked above 16 for data volume estimation can be used to help you
estimate pricing as well, and many service providers also offer their own calculator built to
reflect their specific pricing model.
Estimation of the review costs portion does require some additional work. Simply dividing your
projected document count by 50 documents per hour to get a total number of hours of review
to be performed will not give you an accurate estimate. Instead, you must consider a number
of additional variables:
•
•
•
•
•
•

How much do you believe the collection can be further reduced during ECA?
o By using searching, sampling, filtering, clustering, etc.
Will you use near-duplicate identification and email threading to reduce further?
o They both reduce volume and increase review speed
Will review be traditional or technology-assisted (i.e., predictive coding)?
o The former takes more first-level hours, the latter more QC
How much training, oversight, and quality control time will be needed?
o Management, oversight, and QC increase exponentially with project size
How much privileged material do we anticipate needing to code and log?
o Assume a minimum of 5-10% privileged materials requiring logging
Do we expect many spreadsheets, technical drawings, or other difficult documents?
o If there are enough, establishing specialized workflows can save time

All of these variables will affect how much must be reviewed, how fast it can be reviewed, and
how many labor hours the total effort will take. A deep dive into document review design and
management is beyond the scope of this chapter, but more information is available in Chapter
6 – Review Fundamentals, and any experienced eDiscovery project manager can help you think
through the options and their effects.
Volume and Cost Estimation Checklists
Volume Estimation
1. How many of each kind of source do we have?
2. How large do we expect each individual source to be?
16

http://www.edrm.net/resources/budget-calculators/edrm-data-calculator/
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3. How broadly or narrowly do plan to collect for this matter?
4. How much volume expansion do we anticipate during processing?
5. How much reduction from de-NISTing, deduplication, and objective filters?
Cost Estimation
1.
2.
3.
4.
5.

What are our projected volumes before and after processing?
How much additional volume reduction do we expect after processing?
What review options and methods do we expect to employ in this matter?
How much privileged or technically-challenging material do we expect?
What price list, bundle, or model are we using for this matter?
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ROLES AND COMMUNICATION
Slow Your Roll, Know Your Roles
As you transition from your planning and estimation activities into the full eDiscovery project,
taking time to predefine key roles and communication guidelines can save significant time and
confusion later. Even a modestly-sized eDiscovery project is likely to involve individuals from:
•

The Client Organization:
o In-house counsel and support staff
o IT and records management personnel

•

One or More Law Firms:
o Case team attorneys and support staff
o Litigation support personnel
o Internal or contracted review team personnel

•

One or More eDiscovery Services Providers:
o Forensic collection personnel
o Data processing personnel
o Document review personnel
o Project management and support personnel

That is a lot of groups and individuals – each with distinct perspectives and priorities – to keep
coordinated and moving towards the same goals. The clearer the roles and guidelines
established at the beginning, the easier that will be to do.
Primary Points of Contact
eDiscovery projects generate phenomenal amounts of intra- and inter-organizational
communications, especially during the first few phases of activity. To keep that communication
flowing smoothly, it is useful to identify a single, primary point of contact for each organization.
The majority of communication with that organization about the project should go through this
individual, and they should be copied on any communications going directly to others on their
team. This individual is typically a project manager for the service provider, a paralegal or
litigation manager for the client organization, and a junior attorney or paralegal for the law
firm. The identified individuals function as air-traffic controllers, ensuring that all traffic gets
directed or diverted to the correct people within their respective organizations. They also serve
as early warning systems that can keep an eye out for potential issues requiring priority or
escalation.
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Delegations of Key Authority
Another extremely common challenge of early discovery phases is getting key decisions made
in a timely fashion. For example:
•
•
•
•

Device acquisition decisions during on-site collection efforts
Exception handling decisions during data processing
Batch coding decisions during early case assessment
Tagging palette change decisions during early review

Delays in any of these decisions – or many others – can cost money, as people and resources sit
idle awaiting instructions. These delays can be mitigated or avoided by predetermining the
scope of authority being delegated to key team members at each organization. Can the junior
associate make these decisions without approval from the partner? Can the law firm without
approval from the client organization? At a minimum, a designated decision-maker should be
identified for on-the-fly collection scope decisions before full-scale collection is begun.
Issue Escalation Paths
Just as important as setting a plan in place for key roles and delegation of decision-making
authority is establishing some rules or guidelines for how communication should be handled,
including how it will flow, what rules should be followed for email, and what other
documentation should be generated.
In any eDiscovery project, unexpected issues are inevitable: a custodian will fail to cooperate; a
server will go down; a last minute scope change will be made; etc. When those issues arise, it
will be necessary to escalate the issues beyond the primary contact people for each
organization and past the first-level decision-makers handling day-to-day activities. Senior
management of a service provider may need to step in to ensure resolution, senior partners
may need to make difficult decisions, or the AGC or GC may need to get involved to approve
additional expenditures. Knowing in advance how these sorts of issues should be escalated,
and to whom, can save time, money, and frustration when those issues arise. You will want to
know:
•
•
•

Who are the after-hours points of contact at each organization and what are the
preferred methods of contacting them?
What is the escalation path at each organization, when primary points of contact or
after-hours points of contact cannot be reached or cannot provide resolution?
Who has final project authority and responsibility at each organization?
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E-mail Communication Rules
Because of the large volume of email communication that will go on, and because of the legal
significance of much of that communication, it is also important to establish some rules for that
communication:
•

First, how should the emails be labeled?
o This would include, both any required privilege and confidentiality warnings that
need to be applied to satisfy legal requirements, and any standardized subject
line flag (e.g., matter name and number) to aid later identification, organization,
and searching.

•

Second, how should the emails be stored?
o Since all of the emails are now relevant to the matter (even if all protected as
privileged or work product), they must be preserved. Retention expectations
and storage instructions (e.g., Outlook foldering and folder labelling instructions)
should be communicated.

•

Third, are there any restrictions on who can be included on project emails? Or on what
can be discussed in them?
o For example, some law firms or service providers may have a “firewall” between
different internal project teams to avoid potential conflicts, or an organization
may deem its proprietary business information too sensitive for any discussion in
email.

Other Documentation Rules
Finally, you will want to establish some rules for any project documentation beyond email
communications. These rules should specify how non-email materials should be labeled,
stored, and screened, just as you have for email communications. Beyond that, these rules
should also cover any documentation that needs to be generated. For example:
•
•
•

Are there recurring reports (e.g., weekly or monthly progress against budget) that need
to be generated and distributed?
Are confirmation emails to be sent documenting project decisions? Change logs?
How should decision-making about culling and coding during ECA be recorded?

Establishing these rules from the outset will ensure that you have the materials and
information you may need later to explain or defend the conduct of the project and its key
decisions.
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Role and Communication Checklist
1. Who will function as each organization’s primary point of contact?
2. Who at each organization will have authority to make key decisions?
3. How and from whom can after-hours assistance be obtained?
4. What is the escalation path for each organization?
5. Who is the ultimate decision-maker for each organization?
6. What protective language or identifiers should be used in email?
7. Are there any limits on the recipients or topics for email?
8. What are the storage and retention rules for email?
9. What are the labeling, storage, and retention rules for non-email documentation?
10. What recurring documentation, if any, needs to be generated?
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KEY TAKEAWAYS
There are five key takeaways from this chapter to remember:
1. First, eDiscovery Planning Reduces Risk and Cost.
The most expensive mistakes are the ones made at the beginning, which can result in
lost evidence or large-scale do-overs. Spending some time engaged in effective scoping
and planning is an investment in avoiding those downstream issues. Implementing
some standard checklists to ensure the completeness and consistency of the scoping
and planning process from matter to matter can be very effective.
2. Second, Imagine Events in Context, What Might Exist, and What’s Needed.
Thinking thoroughly through what is likely to exist, what you are likely to need/want,
and what your opponent is likely to need/want is the best way to avoid key materials
being missed or lost. Once you have a list, prioritize it by likelihood it exists, importance
if it does, and chances of it being requested by the other side.
3. Third, Investigate as Thoroughly as You Need to Test Your Assumptions.
Leverage one or more of targeted interviewing, data mapping, surveying, and sampling
to confirm what exists and gather useful details. Data maps are most helpful for
wrangling enterprise and departmental systems; surveys are most useful for wrangling
large numbers of potential custodians; and sampling is a powerful way to replace
hypotheticals with evidence and examples for planning and negotiation.
4. Fourth, Use Your Gathered Data to Estimate Volumes and Document Counts.
Remember that volume will expand during processing – sometimes dramatically – and
then reduce (some) due to objective filtering. Remember that loaded, hosted volume
will increase again (slightly). Estimations of volumes and document counts can be used
to estimate the costs for each project phase, but more variables must be considered
when estimating review costs.
5. Fifth, Define Roles and Communication as Clearly as Possible.
eDiscovery projects typically involve numerous individuals from numerous
organizations. Keeping everyone coordinated and moving towards a common goal is
easiest when there are designated primary points of contact for each organization, predetermined delegations of authority, clear escalation paths, and guidelines for
communication and documentation in place.
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One More Thing…
One final piece of advice for effective eDiscovery project scoping and planning: seek help from
experienced practitioners early and often. It is quite common for organizations not to involve
an eDiscovery service provider or independent expert in their eDiscovery project efforts until
much of the initial scoping and planning has already been done – sometimes after the meetand-confer has already occurred and an agreement has already been negotiated.
Unfortunately, at the point it’s already too late to avoid some of the pitfalls discussed in this
guide, and the negotiated agreement may not even be technically feasible.
So, it’s worth remembering: you can involve a service provider or expert practitioner for a few
hours of early consultation and planning assistance, to help you check your blind spots and get
off to a strong start, without committing yourself to ongoing work with them for every phase.
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UNIT 2 - EDISCOVERY IN DEPTH

CHAPTER 9
LEGAL HOLDS

Hold On

Take hold of the processes required to
achieve effective, consistent legal holds

A LEGAL HOLD IS JUST A LETTER, WHAT COULD GO WRONG?
In January 2017, Volkswagen AG agreed 1 to plead guilty to three criminal counts (including
obstruction of justice), pay a criminal penalty of $2.8 billion, and pay civil settlements of $1.5
billion related to its use of “defeat devices” to fraudulently pass emissions tests for diesel
vehicles. Additionally, six executives and employees were individually indicted as part of the
conspiracy, and an in-house attorney was named “as an unindicted co-conspirator.” 2
What does all this have to do with legal holds? A mishandled legal hold process for the matter
resulted in the deliberate destruction of relevant records by “at least 40 employees” 3 and
criminal charges against the company.
Prior to the official hold being put in place, an internal attorney communicated with custodians 4
who would later be subject to that hold. In those communications, the attorney tipped them
off about the coming hold, encouraged them to check what they had, and discouraged them
from saving any new harmful materials to the network. Many employees understood this to be
a request for them to purge such materials before the hold was put in place, and they did so.
These facts then formed the basis of the obstruction of justice charge against the company. 5
“What You’re Doing Is the Opposite of Help”
Beyond the dramatic, recent example provided by the Volkswagen case, legal holds remain a
common source of issues for litigants, particularly with regard to the spoliation that can follow
an ineffective or nonexistent legal hold and the question of whether reasonable efforts to
preserve were taken. Other recent examples include:
•

In Sec. Alarm Fin. Enters., L.P. v. Alarm Protection Tech., LLC (D. Alaska, Dec. 6, 2016), a
party failed to cover relevant recordings in its legal hold, which factored negatively into
the FRCP 37(e) spoliation analysis of whether reasonable steps were taken

•

In McQueen v. Aramark Corp. (D. Utah, Nov. 29, 2016), a party failed to notify all
necessary individuals of the relevant preservation instructions, which factored
negatively into the FRCP 37(e) spoliation analysis of whether reasonable steps were
taken

1

https://www.justice.gov/opa/pr/volkswagen-ag-agrees-plead-guilty-and-pay-43-billion-criminal-and-civilpenalties-six
2
http://abovethelaw.com/2017/03/how-not-to-mess-up-a-litigation-hold/
3
http://abovethelaw.com/2017/03/how-not-to-mess-up-a-litigation-hold/
4
http://www.burr.com/blogs/securities-litigation/2017/01/18/vws-4-3bn-plea-obstruction-botched-litigationhold/
5
https://www.justice.gov/opa/pr/volkswagen-ag-agrees-plead-guilty-and-pay-43-billion-criminal-and-civilpenalties-six
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•

In Matthew Enterprise, Inc. v. Chrysler Group, LLC (N.D. Cal., May 23, 2016), a party
failed to notify an email vendor about a legal hold requiring suspension of auto-deletion,
which factored negatively into the FRCP 37(e) spoliation analysis of whether reasonable
steps were taken

•

In Bruner v. Am. Honda Motor Co. (S.D. Ala., May 12, 2016), a party failed to implement
a legal hold at all, claiming there were no relevant materials, which led the court to
grant a motion to compel the implementation of a hold and other remedial discovery
steps

From not covering the right materials, to not covering the right people, to not notifying the
right third-party service providers, to not rolling the hold out properly – or at all, it’s clear that
legal holds remain a minefield for litigants.
“Hold On, I’m Coming”
It’s true that “legal holds do not preserve data” 6 themselves, but they are the critical first step
in the preservation process, ensuring that materials survive in situ long enough for you and your
team to go get them. You are literally saying to everyone – just as Sam & Dave sang in 1966:
“Hold On, I’m Coming.” 7
But, as the examples above make clear, this is easier sung than done effectively. Today’s
challenges include diversifying sources and source types (e.g., mobile devices, social media),
evolving custodian behavior (e.g., personal cloud storage, messaging apps), and ever-increasing
expectations (e.g., duties of competence extended to technology, new sources treated like old
ones by judges).
About this Chapter
This chapter will provide you with information to help you meet those challenges and achieve
effective, consistent, and well-documented legal holds for your organization. We will review
the duty of preservation and its triggers, key case law on legal holds, required elements of an
effective hold, processes and tools for hold issuance and tracking, and other issues.

6
7

https://www.aceds.org/news/303462/Legal-Holds-Do-Not-Preserve-Data.htm
https://www.youtube.com/watch?v=AREppyQf5uw
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WHAT MUST YOU PRESERVE, AND WHEN?
The Duty of Preservation
The duty of preservation is a foundational concept in our legal system that grows out of the
common law concept 8 of spoliation, which is more than 200 years old 9:
•
•
•

If courts exist to make determinations about disputed facts, and
If the trier of fact must make those determinations using the available evidence,
Then, no litigant should be allowed to gain advantage in those determinations by
destroying relevant evidence before the trier of fact can consider it

Additional discussion of the common law history of spoliation and preservation concepts is
available in The Sedona Conference Commentary on Legal Holds. 10
Although this common law duty of preservation is not directly codified in the Federal Rules of
Civil Procedure, it is dictated by implication in Rule 26, 11 Rule 34, 12 and Rule 45. 13 Together,
these three rules define the potential scope of discovery for litigants and third parties, and
anything the rules may require you to produce is, inherently, something you need to preserve.
So, what is the scope defined by those rules?
The Scope of the Duty
The scope of potential discovery – and, therefore, of the duty to preserve – is deliberately
broad, which is consistent with our court system’s emphasis on truth-seeking over
gamesmanship. As stated in one recent court decision 14 involving discovery sanctions:
Litigation is not a game. It is the time-honored method of seeking the truth, finding the
truth, and doing justice. When a corporation and its counsel refuse to produce directly
relevant information an opposing party is entitled to receive, they have abandoned these
basic principles in favor of their own interests.
In its simplest form, the scope of discovery and preservation for ESI has four elements:
1. Documents
2. in your possession, custody, or control
8

http://apps.americanbar.org/abastore/products/books/abstracts/5190497_chap1_abs.pdf
https://www.bailii.org/ew/cases/EWHC/1722/J94.html
10
https://thesedonaconference.org/publication/Commentary_on_Legal_Holds
11
https://www.law.cornell.edu/rules/frcp/rule_26
12
https://www.law.cornell.edu/rules/frcp/rule_34
13
https://www.law.cornell.edu/rules/frcp/rule_45
14
https://www.sdcba.org/index.cfm?pg=Ethics-in-Brief-2017-01-03
9
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3. that are potentially relevant
4. and unique
Documents
The definition of “documents” provided by the Federal Rules of Civil Procedure is expansive
enough to encompass almost any sort of material in any format. Rule 34(a)(1)(A) 15 states that it
covers “documents and electronically stored information – including”:
. . . writings, drawings, graphs, charts, photographs, sound recordings, images, and
other data or data compilations — stored in any medium from which information can be
obtained either directly or, if necessary, after translation by the responding party into a
reasonably usable form . . .
The Committee Notes16 on the rule emphasize the broadness again:
The rule covers – either as documents or as electronically stored information –
information “stored in any medium,” to encompass future developments in computer
technology. Rule 34(a)(1) is intended to be broad enough to cover all current types of
computer-based information, and flexible enough to encompass future changes and
developments.
References elsewhere in the rules to “electronically stored information” should be
understood to invoke this expansive approach.
Thus, nothing can be overlooked based purely on its format or source type; everything is
potentially subject to the duty.
Possession, Custody, or Control
In addition to defining the broad scope of “documents,” Rule 34(a)(1) 17 also specifies that the
scope of discovery and preservation extends to those documents within “the responding party's
possession, custody, or control.” This phrase means that you are responsible, not just for the
materials you physically or electronically possess, but for any that you legally control. Thus,
materials maintained by third parties on your behalf are treated the same way as the records
you actually possess yourself. If you have the right (or, in some cases, the ability) to obtain it,
you are responsible for preserving and producing it.
Unfortunately for parties, there is some variation from jurisdiction to jurisdiction in exactly how
far “possession, custody, or control” is deemed to extend. The three common standards –
15

https://www.law.cornell.edu/rules/frcp/rule_34
https://www.law.cornell.edu/rules/frcp/rule_34
17
https://www.law.cornell.edu/rules/frcp/rule_34
16
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“Legal Right,” “Legal Right Plus Notification,” and “Practical Ability” – and their areas of
applicability are broken down in detail in The Sedona Conference Commentary on Rule 34 and
Rule 45 “Possession, Custody, Or Control.” 18
Potentially Relevant
Among the “documents” that are in your “possession, custody, or control,” the ones that may
be discovered and must be preserved are those that are relevant.
Relevance is defined broadly by Federal Rule of Evidence 401. 19 That rule dictates that
evidence is relevant if “it has any tendency to make a fact more or less probable than it would
be without the evidence” and “the fact is of consequence in determining the action.” The
Committee Notes 20 to the rule state explicitly that this is an intentionally low bar because
“[a]ny more stringent requirement is unworkable and unrealistic.”
Thus, any documents in your possession, custody, or control that have any tendency to make
any fact of consequence more or less likely are relevant, potentially discoverable, and required
to be preserved.
Unique
Finally, the scope of potential discovery and required preservation is limited to materials
meeting the above criteria that are also unique. As specified by Rule 26(b)(2)(C), 21 discovery is
not meant to be “unreasonably cumulative or duplicative.” For ESI in particular, this is
important, as it is in the nature of electronic systems to create numerous identical copies of
materials, both for operation and for backup. Generally, there will be no additional evidentiary
value to preserving numerous identical copies of the same materials.
Other Limitations
Beyond those four elements, there are two additional potential limitations on the scope of
discovery that are less relevant to the question of preservation scope:
•

First, as specified in Rule 26(b)(1), 22 the scope of discovery is limited to that which is
“proportional to the needs of the case.” Because any disputes over proportionality
cannot be identified and resolved by the court until the matter is already underway,
parties should not be quick to assume disproportionality and skip preservation.

18

https://thesedonaconference.org/publication/Commentary_on_Rule_34_and_Rule_45_Possession_Custody_
or_Control
19
https://www.law.cornell.edu/rules/fre/rule_401
20
https://www.law.cornell.edu/rules/fre/rule_401
21
22

https://www.law.cornell.edu/rules/frcp/rule_26
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•

Second, as specified in Rule 26(b)(2)(B), 23 “[a] party need not provide discovery of
electronically stored information from sources that the party identifies as not reasonably
accessible because of undue burden or cost.” This is another type of proportionality
requirement, specifically for electronically stored information, which recognizes that
data recovery from some obsolete or challenging systems can be costly and
burdensome. As with the general proportionality requirement, any disputes over
proportionality cannot be identified and resolved by the court until the matter is already
underway.

Preservation can always be stopped if it’s later determined to be unnecessary, but lost data can
never be recovered if it’s later determined to have been necessary after all.
Triggers for the Duty
The duty to preserve documents often arises before a case is actually filed or commenced,
because the duty arises not when there is litigation but when there is reasonable anticipation of
litigation (or agency action, etc.). As explained in “Guideline 1” of The Sedona Conference
Commentary on Legal Holds 24:
A reasonable anticipation of litigation arises when an organization is on notice of a
credible probability that it will become involved in litigation, seriously contemplates
initiating litigation, or when it takes specific actions to commence litigation.
Examples of triggering events include: discovery of a legal or regulatory violation by an
employee; receipt of a legal hold notice from a regulatory agency; hearing a terminated
employee threaten suit; receipt of an actual complaint or subpoena; and, many more.

23
24

https://www.law.cornell.edu/rules/frcp/rule_26
https://thesedonaconference.org/publication/Commentary_on_Legal_Holds
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WHAT SHOULD BE IN THE HOLD?
Evolution of Expectations
Formal, written legal holds became the focus of much attention in eDiscovery after the
Zubulake V 25 ruling in 2004, in which a party was sanctioned for failing to issue a hold or take
other necessary steps to ensure the preservation of relevant materials. In subsequent years,26
this decision was cited in numerous others, and written legal holds became central to an
effective eDiscovery preservation process.
For a time, the failure to issue a written legal hold was treated as per se gross negligence.27
That absolute requirement for a hold in writing was softened by subsequent cases, however,
which allowed for the possibility of circumstances in which oral holds or other approaches to
preservation may be appropriate. See, e.g., Chin v. Port Authority, Nos. 10-1904-cv(L), 10-2031cv(XAP) (2d Cir. July 10, 2012). 28
Five Essential Elements of Holds
Despite the allowances for such circumstances, the issuance of a written legal hold (whether in
paper or via email) is still considered best practice and the standard first step in any
preservation process. Those legal holds can take a variety of forms and include a variety of
optional content.
At root, though, all written legal holds need to contain five essential elements. Each of these
elements needs to be explained clearly and specifically:
1. First, the written hold needs to explain the legal obligations associated with the hold.
This should include some explanation of the duty to preserve, the legal consequences
for the organization if it is not fulfilled, and any internal consequences for employees
who violate it. It is often helpful to point out that a request for individuals to preserve
materials is a common legal step and not an indication recipients are in any trouble.
2. Second, the written hold needs to explain the substantive scope of what must be
preserved. This may include describing the underlying events, the relevant individuals
inside and outside the organization with whom communication may have taken place,
and more. This should also include the applicable time range, if any, and whether the
hold applies going forward to newly created materials as well.

25

https://www.ediscoverylaw.com/2004/12/zubulake-v-court-grants-adverse-inference-instruction-and-outlinescounsels-role-in-locating-preserving-and-producing-relevant-evidence/
26
http://www.abajournal.com/magazine/article/looking_back_on_zubulake_10_years_later
27
http://www.ediscoverylawreview.com/2012/07/30/impact-of-chin-decision-on-pension-committee/
28
https://scholar.google.com/scholar_case?case=11269039069845908318
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3. Third, the written hold needs to explain the types of materials that need to be
preserved. This should include lists of relevant devices (e.g., laptops, phones, thumb
drives), of file types (e.g., email, spreadsheets, text messages), and of example
documents (e.g., internal financial reports, contract negotiation messages, annotated
contract drafts).
4. Fourth, the written hold needs to explain the process that will be used for preserving
and collecting the subject materials. These are the specific instructions the recipients of
the hold are to follow for handling the materials they possess that are subject to the
hold. Should they preserve them in place? Segregate them in some way? Take other
steps? When and how will they be contacted about collection of those materials?
5. Fifth and finally, the written hold needs to explain how and with whom the recipients
may communicate about the hold. This should include both any prohibitions on
communication about the hold or the underlying matter with peers, as well as
instructions for who should be contacted with any questions about scope or process.
It is important to remember that the hold must cover not only the devices and materials of
individual custodians, but also departmental and enterprise systems and any automated
janitorial functions that may be running on them. We will discuss this further below.
Other Components to Consider
In addition to the essential elements described above, there are a variety of optional elements
you can include to accomplish more with the distribution of your legal hold. The three most
commonly included additions are:
Receipt and Compliance Confirmation
Many organizations distribute written legal holds using email, and some track the opening of
those messages using read receipts. Even more require the recipients to provide an affirmative
response confirming both receipt and their agreement to comply. This affirmative response
can come in the form of a signed and returned document, a completed electronic form, or an
email reply.
Custodian Surveys for Collection
Many organizations also use the distribution of the written legal hold as an opportunity to
begin gathering details for collection planning. They distribute some form of custodian
questionnaire with the hold and require its completion as well. These may be created as paper
questionnaires, electronic forms, or online surveys, and they can take the place of first-round
custodian interviews.
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Frequently Asked Questions
Employees of an organization who have not been through a legal hold process before typically
have little familiarity the process or its role in discovery and litigation. Questions about it are
common, as are questions about scope and process. To aid employees in their understanding,
many organizations draft an FAQ (Frequently Asked Questions) for distribution with the hold.
This FAQ typically restates much of the information from the hold in a less formal way and
attempts to anticipate and answer the likely questions about context, scope, and process.
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LEGAL HOLD PROCESSES AND POLICIES
Documentation, Consistency, and Defensibility
To consistently execute effective legal holds, there are five key activities for which reliable
processes need to be in place, and if possible, they should each also be addressed by a written
hold policy. Consistency is key to defensibility, and documentation is key to consistency. As
The Sedona Conference Commentary on Legal Holds 29 states clearly in its guidelines:
Guideline 2
Adopting and consistently following a policy or practice governing an organization’s
preservation obligations are factors that may demonstrate reasonableness and good
faith.
...
Guideline 9
An organization should consider documenting the procedure of implementing the legal
hold in a specific case when appropriate.
They five key activities to address in this way are: hold initiation; hold drafting; recipient
identification; compliance monitoring; and, hold release.
Initiation: The Holding Hour Is Upon Us
We have already discussed the potential range of triggering events for the duty to preserve, but
what happens when one occurs? How does word filter to the appropriate individual? Who is
the individual responsible for taking action? What actions do they take to initiate the process?
Are the initial steps internal, or executed with outside counsel? On what timeline do they act?
Establishing a consistent, reliable process and policy for hold initiation requires that each of
these questions be addressed. Many organizations establish three components to address this
activity:
1. An organizational policy dictating when legal holds should be implemented
2. A legal department process for initiating legal hold creation and issuance
3. An employee handbook policy describing employees duty to report certain incidents
Together, these three components can go a long way towards demonstrating reasonableness
and good faith in your efforts. As The Sedona Conference Commentary on Legal Holds30 states
in Guideline 3: “Adopting a procedure for reporting information relating to possible litigation to
a responsible decision maker may assist in demonstrating reasonableness and good faith.”
29
30

https://thesedonaconference.org/publication/Commentary_on_Legal_Holds
https://thesedonaconference.org/publication/Commentary_on_Legal_Holds
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Drafting: Get It in Writing
The next activity that can benefit greatly from a standardized process and a documented policy
is the drafting of the hold to be issued. Once the responsible individual has identified a
triggering event and started down the road to hold issuance, who will actually be responsible
for drafting? Who will contribute to the legal substance? Who will address technical questions
about subject source types or affected enterprise systems? Who will address any cross-border
concerns?
Ultimate responsibility for the contents of the legal hold typically rests with an organization’s
general counsel and the lead outside counsel for the matter, which is typically documented in
the organization’s overall legal hold policy. Additionally, it is common for a legal department to
have a documented process for drafting to help ensure consistency and completeness.
Common topics addressed include:
•
•
•
•
•

People to Involve
o Inside counsel, outside counsel, IT, RM/KM, discovery service providers, etc.
Potential Sources to Flag
o Organization-specific guidelines for potential employee and enterprise sources
Collection Methods to Specify
o Techniques and providers approved for organizational use from which to choose
Other Potential Issues to Consider
o Cross-border implications, records with third party service providers, turnover
Standardized Templates to Use
o Refined, legally-vetted templates for a standard hold and any relevant subtypes

Having a consistent process that includes input from the right individuals, consideration of all
common issues, and the use of predefined approaches and templates can go a long way
towards both ensuring effectiveness and demonstrating reasonableness and good faith in your
efforts.
Identification: All Key Players, Please Step Forward
The next activity for which a repeatable process is essential is the identification of the
appropriate hold recipients. Even a timely and well-written hold will not be effective if it does
not reach everyone it needs to reach. So, who does it need to reach? Does it need to go to the
entire company? To a particular department? To specific individuals? What about executive
management? Who is responsible for relevant enterprise information systems? Are there
outside, third-party recipients that need to be added too?
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Since Zubulake V 31 in 2004, the phrase “key players” has been used to describe the essential
recipients of a legal hold within an organization. Key players are those with the direct
knowledge of the underlying events or those most likely to have relevant information or
materials. This is often, but not always, managers and executives. Even plant-level employees
have been deemed key players when they had relevant knowledge.32
It is not always possible to identify all key players in the abstract; you may need to
communicate with some or all of the key players and ask for referrals to others. Depending on
the sequence of events, this may mean sending the hold to additional recipients after the initial
distribution, as you learn new details. Other common pitfalls include:
•

Enterprise and departmental systems – organizations may have any number of
enterprise systems (e.g. email, backup, or document management) and departmental
systems (e.g. benefits, payroll, research, or compliance), each with different owners and
their own automated janitorial functions (or tape recycling schedules) continually
deleting older files, which will need to be suspended if any relevant materials are at risk
o Each owner responsible for systems containing relevant information will need to
be a recipient of the hold to ensure those mechanisms of deletion are halted

•

Third-party providers – organizations very commonly outsource one or more business
functions, like payroll or benefits (or even email), to specialized third-party providers,
and the data they possess on your organization’s behalf is subject to the same duty to
preserve, as we discussed above
o Third-party service providers in possession of potentially-relevant materials will
need to be recipients of the legal hold as well, and your service contracts with
them may specify particular notice procedures to follow for each provider

•

Employee turnover – employee departure is a common occurrence in organizations of
almost any size, and many organizations wipe and reissue employee devices when that
happens (and deactivate email accounts, etc.), which is a problem if the individual was
subject to a legal hold and unique, relevant materials are lost in the process
o Whoever in HR or IT typically handles these steps also needs to be a recipient of
the hold and be generally kept informed about active holds that should change
normal device recycling steps, account deactivation steps, etc.

Monitoring: Once Is Never Enough
Ongoing compliance monitoring after hold issuance is the activity for which it most important
to have a consistent, documented process. As made clear in case after case, failure to check if
individuals are actually complying, or to remind them as needed, can be just as consequential
31

https://www.ediscoverylaw.com/2004/12/zubulake-v-court-grants-adverse-inference-instruction-and-outlinescounsels-role-in-locating-preserving-and-producing-relevant-evidence/
32
https://casetext.com/case/consolidated-aluminum-corporation-v-alcoa

XDD eDiscovery Handbook

Unit 2, Chapter 9

152

as failing to issue the hold in the first place. See, e.g., Pension Committee of the University of
Montreal Pension Plan v. Banc of America Securities, LLC, Case No. 05 Civ. 9016 (S.D.N.Y. Jan 15,
2010)33; Chin v. Port Authority, Nos. 10-1904-cv(L), 10-2031-cv(XAP) (2d Cir. July 10, 2012). 34
Common steps to ensure ongoing compliance with the hold include:
•

Employee verification – having employees sign a document or electronic form, or send
an email, confirming that they have received the hold, understood the hold, and will
comply with the hold; this is typically covered as part of the hold itself, as discussed
above

•

System verification – just as individual custodians must confirm their understanding and
compliance commitment in writing, so those responsible for suspending janitorial
functions on enterprise or departmental systems can be required to do the same

•

Recycling verification – the same requirement can be applied to the individuals
responsible for the recycling of backup tapes and employee devices

•

Spot checking – it also advisable to establish a regular schedule for checking in with at
least a sampling of the subject custodians (checking everyone may not be feasible) to
check that they are in fact complying and materials are being preserved

•

Reissuance – since legal matters and the holds associated with them can continue for
months or years, it is also advisable to establish a schedule for periodic reissuance of the
hold as a reminder to those it covers (quarterly is common); the specific scope of the
hold may also need to be revised as a legal matter evolves and more is learned

As we noted at the beginning, a legal hold is not itself preservation, 35 and if it is not followed by
the other steps necessary to ensure actual preservation takes place – like ongoing compliance
monitoring, then whether or not a hold was issued doesn’t really matter.
Release: When All Is Said and Done
Finally, it is valuable to have a standardized process, documented in a policy, for the release of
legal holds after a matter has concluded. The Sedona Conference Commentary on Legal
Holds 36 includes this in Guideline 11:
Any legal hold process should include provisions for releasing the hold upon the
termination of the duty to preserve, so that the organization can resume adherence to
33

https://www.courtlistener.com/opinion/1881971/univ-of-montreal-pension-plan-v-banc-of-am-sec/
https://scholar.google.com/scholar_case?case=11269039069845908318
35
https://www.aceds.org/news/303462/Legal-Holds-Do-Not-Preserve-Data.htm
36
https://thesedonaconference.org/publication/Commentary_on_Legal_Holds
34
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policies for managing information through its useful life cycle in the absence of a legal
hold.
Having a consistent standard and a defined process for the review of when to release a legal
hold can do a lot to demonstrate good faith in your preservation efforts. The three key factors
to consider before deciding to release a legal hold are:
1. Whether there are any remaining court or agency orders requiring retention
2. Whether there is a possibility of related future litigation (e.g. appeal, new suit)
3. Whether the materials being preserved are potentially-relevant to any other matters
If there are no applicable orders, no reasonably foreseeable future litigation, and no reason to
preserve for other matters, then a hold can be released and an organization can revert to its
default management, retention, destruction, and recycling policies for documents and devices.
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TOOLS YOU CAN USE FOR LEGAL HOLDS
Paper and Email
The first and simplest tool available for legal holds is, of course, paper. Before the advent of the
options discussed below, paper holds, signed paper confirmations, and paper reminders were
the norm, and for smaller organizations (e.g., those in a single office location), paper may still
be a good choice. It is simple and inexpensive to create, distribute, and document holds in this
fashion. For larger or more geographically-distributed organizations, paper can quickly become
logistically cumbersome and time consuming, however.
As consistent, universal email usage became typical, the same processes were executed using
messages in the body of emails: holds distributed as emails, confirmation responses done as
reply emails, etc. This is also a suitable approach for small or medium organizations, and email
lets you easily extend the simple approach of paper beyond a single office location. For larger
organizations, however, manually tracking the number of emails back and forth that will be
required can become just as logistically cumbersome as distributing and collecting paper.
Electronic Forms
For medium or large organizations, it is now common to create and use electronic forms rather
than just paper or emails. These are forms with defined fields that allow recipients to
electronically “sign” the forms and then fill out any other requested information (e.g.,
preliminary custodian survey information). Standard field entries make the aggregation and
tracking of the responses much easier than it is with loose paper or emails. These types of
forms are most often created as Adobe PDF files 37 or as Microsoft Excel files. 38 Each has
advantages and disadvantages, but the current trend seems to be toward PDF forms, which are
arguably easier to build and which look more like traditional paper forms to recipients.
Purpose-Built Tools
Today, there are also a variety of purpose-built tools specifically for creating, distributing, and
managing legal holds. There are more than a dozen offerings of this type in the marketplace,
and more are sure to appear as the industry continues to grow. Some of these are standalone
applications, some are SaaS solutions, and some are modules integrated into larger litigation
management or eDiscovery software suites. All of them provide a measure of automation and
standardization for the creation, distribution, tracking, and refreshing activities, allowing an

37

https://helpx.adobe.com/acrobat/using/creating-distributing-pdf-forms.html
https://support.office.com/en-us/article/Overview-of-forms-Form-controls-and-ActiveX-controls-on-aworksheet-15ba7e28-8d7f-42ab-9470-ffb9ab94e7c2
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organization to centrally manage the numerous simultaneous holds common to large
organizations (in 2016, the median number of active matters for large corporations was 20 39).

39

https://www.nortonrosefulbright.com/-/media/files/nrf/nrfweb/imported/20160915---2016-litigation-trendsannual-survey.pdf
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PRIVILEGE, EVOLUTION, AND KEY TAKEAWAYS
Legal Holds and Privilege
In most situations, legal hold notices are communications from an in-house counsel or an
outside counsel to employees of an organization, which brief them on a legal situation and the
need to hold materials for it. As such, legal hold notices are typically considered both privileged
attorney-client communications (because they are the communication of legal guidance) and
protected attorney work product (because they reveal the attorney’s thinking about the
matter).
This general principle can be seen applied in numerous cases. For example, Gibson v. Ford
Motor Co., 510 F. Supp. 2d 1116 (N.D. Ga. 2007) 40 includes the following passage discussing a
request for the production of legal hold notices issued by the Defendants:
Plaintiffs request the document sent to Defendant's employees instructing them not to
destruct certain kinds of documents required to be maintained as a result of this
litigation. . . . In the Court’s experience, these instructions are often, if not always,
drafted by counsel, involve their work product, are often overly inclusive, and the
documents they list do not necessarily bear a reasonable relationship to the issues in
litigation. This is not a document relating to the Defendant’s business. Rather, the
document relates exclusively to this litigation, was apparently created after this dispute
arose, and exists for the sole purpose of assuring compliance with discovery that may be
required in this litigation. Not only is the document likely to constitute attorney workproduct, but its compelled production could dissuade other businesses from issuing such
instructions in the event of litigation. Instructions like the one that appears to have been
issued here insure the availability of information during litigation. Parties should be
encouraged, not discouraged, to issue such directives. Defendants are not required to
produce these materials.
In some situations, these protections may not be afforded, however. For example: if the hold
notice is sent by a non-lawyer executive rather than counsel; if the hold notice specifies that it
is not confidential and should be shared with co-workers; or, if spoliation has taken place,
requiring further discovery about the reasonableness of preservation efforts.
Evolution is Endless
We have touched a few times in this chapter on the diverse range of potential sources that now
exist and that must be considered for coverage by the hold. In addition to remembering to
think about newer sources like mobile devices and social media and about the deliberatelyexpansive definition of “documents” used by the rules, you must remember that technology is
constantly evolving.
40
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Messaging services like WhatsApp were insignificant just a few years ago, and as of 2016 72% of
American adults were using them.41 Until recently, auto-deleting messaging apps did not exist,
and in 2016 they were used by 56% of smartphone owners ages 18-29. 42 No one got in trouble
for failing to preserve text messages, until they did 43 and did 44 and did.45 The same thing was
true for social media, 46 and it will soon be true for some other newer technology (probably a
messaging or collaboration app). Technology will continue to leap forward, and legal
expectations will follow slowly behind. You won’t be expected to consider a newer source,
until one day you are.
Because of this reality, your list of sources and source types to consider must evolve over time
too. Your documented processes should include periodic review of your potential source lists
(e.g., annually) to see if they need to be updated with newly acquired enterprise tools, new
kinds of employee devices, or emerging technologies being adopted by your custodians (e.g.,
WhatsApp 47 or Slack 48). In order to do this effectively, you will need to consult with your
enterprise IT resources, who can provide updates on the organization, and your forensic
collection service provider, who can provide updates on global usage trends and evolving
industry expectations.

41

http://www.pewinternet.org/2016/11/11/social-media-update-2016/
http://www.pewinternet.org/2016/11/11/social-media-update-2016/
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http://www.ilsd.uscourts.gov/Documents/mdl2385/cmo50.pdf
44
http://www.ediscoverylaw.com/wp-content/uploads/2016/03/Living-Color-Enter-Opinion.pdf
45
https://docs.justia.com/cases/federal/district-courts/new-york/nysdce/1:2010cv04228/363503/265
46
https://cases.justia.com/federal/district-courts/nevada/nvdce/2:2012cv01215/88734/75/0.pdf
47
http://www.whatsapp.com/
48
https://slack.com/
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KEY TAKEAWAYS
There are eight key points about legal holds that you should take away from across this review:
1. Failures to implement effective legal holds can carry serious consequences.
Failure to implement an effective legal hold can lead to determinations that reasonable
steps to preserve were not taken, to adverse inferences and other sanctions, or even to
criminal obstruction charges.
2. The scope extends to all potentially-relevant documents within your control.
The scope of the duty of preservation extends to all unique, potentially-relevant
documents or ESI – of any type – in your possession, custody, or control (which includes
materials held by third-party service providers).
3. The duty is triggered whenever there is a reasonable anticipation of litigation.
The duty of preservation is triggered whenever there is a reasonable anticipation of
litigation (or agency action, etc.), which can happen well before a case is filed.
4. There five essential elements that should be included in every legal hold.
An effective legal hold will always include information regarding: (1) the legal
obligations associated with the hold; (2) the substantive scope of what must be
preserved; (3) the types of materials that must be preserved; (4) the process that is to
be used for preservation and collection; and, (5) how and with whom recipients may
communicate about the hold. Additionally, you may consider including: compliance
confirmations; custodian surveys for collection; or frequently asked questions.
5. Documented, consistent processes are more reliable and more defensible.
Consistent processes are more defensible than ad hoc ones, and documented processes
are more defensible still. Ideally, both overall written policies and project-by-project
process documentation are created and maintained.
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6. There are five core hold activities for which such processes should be developed.
Hold initiation, hold drafting, recipient identification, compliance monitoring, and hold
release are the key activities for which consistent, documented processes should be
created. In particular, ongoing monitoring of hold compliance is crucial to success.
7. Tools for these activities include paper, email, electronic forms, and purpose-built tools.
Your options for hold implementation tools range from paper to purpose-built software,
and the right choice will depend heavily on the size of your organization, the size (or
number) of your matter(s), and other situation-specific considerations (e.g.,
compatibility with existing enterprise systems or eDiscovery tools).
8. Technology is always evolving, and we must evolve with it.
Your lists and plans must be periodically reviewed and updated to reflect new enterprise
tools, new employee devices, and new communication technologies in the marketplace.
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UNIT 2 - EDISCOVERY IN DEPTH

CHAPTER 10
CUSTODIAN INTERVIEWS

Just One More Question

Learn the steps you need to take to
conduct effective custodian interviews

CONDUCTING EFFECTIVE CUSTODIAN INTERVIEWS
Custodian interviews for eDiscovery projects are not part of the typical law school curriculum,
but they have become an essential skill for attorneys and other eDiscovery practitioners. As the
first opportunity in an eDiscovery project to lift up the rock far enough for a peek at what’s
underneath, custodian interviews are a vital and valuable data gathering step.
What They Are
For any practitioners new to this concept, custodian interviews are interviews conducted with
individuals within an organization who are identified as potentially being custodians of data or
documents relevant to a legal matter and, therefore, requiring preservation and collection. The
purpose of the interviews is to gather information about any such materials, which can be used
to plan next steps and subsequent discovery activities. Such interviews may be conducted in a
variety of ways and by a variety of individuals, which we will discuss later in this chapter.
Why They Matter
When done effectively, custodian interviews can yield an assortment of benefits. First, they act
as a safety net for your preservation efforts. Second, they gather valuable information for
project planning. Third, they help you control the flow of information within the organization.
•

Preservation Safety Net – Despite the December 2015 Rules Amendments, litigants
remain concerned about inadvertent spoliation and resulting sanctions. One of the
most effective steps you can take to ensure your organization isn’t missing materials
requiring preservation is to interview all the individuals with direct knowledge of what’s
there. The interviews also provide you with an opportunity to elicit confirmations that
custodians understand, are complying with, and will continue to comply with the
relevant legal hold.

•

Project Planning Information – Gathering details to facilitate project planning is the
primary goal of the custodian interview process. You are chiefly trying to learn what
things there are and where they are. Custodian interviews obviously impact
preservation and collection efforts, enabling more targeted action, but they can also
inform downstream early case assessment (ECA) and review activities, if the right details
are gathered. We’ll discuss lines of inquiry in more detail in the next section.

•

Controlling the Narrative – On a purely human level, it is normal for individuals within an
organization to feel anxiety about receiving a legal hold notice or becoming involved in
one of the organization’s legal matters. This anxiety often leads to gossip and the
spread of misinformation. Custodian interviews provide an excellent opportunity to
head this tendency off by addressing individuals’ anxiety directly, answering their
questions, and helping them understand the context, the process, and its normalcy.
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About this Chapter
In this chapter, we will discuss the steps practitioners need to take to conduct effective
custodian interviews, including: how to figure out who should get interviewed, how to create
an interview script, and how to make and execute an interview plan.
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WHO GETS INTERVIEWED
The number of individuals to be interviewed is going to vary widely and wildly from
organization to organization and from matter to matter. I have worked on matters requiring
only a handful of interviews in one location and on matters requiring hundreds of interviews at
locations across the country. The number, however, will always be dictated by the same basic
goal (to learn about all the relevant materials), and be made up of the same three basic
categories of individuals: key custodians, departmental custodians, and representative
custodians.
•

Key Custodians – Key custodians are the ones that may also appear on your witness,
deposition, or affidavit lists. They are the individuals within the organization with a
direct connection to the matter and direct knowledge of the events and/or the relevant
materials. These custodians almost always possess materials requiring preservation and
collection, they often know who else in the organization should be added to the
interview list, and their materials are typically the highest priority for collection and
review.

•

Departmental Custodians – Departmental custodians are those that receive legal hold
notices and get added to custodian interview lists because they are the individual
responsible for a cache of departmental rather than individual materials. For example,
someone from HR might be interviewed about employee files or someone from Sales
might be interviewed about customer relationship management records. Sometimes,
these take the form of departmental records stored on an enterprise system;
sometimes, a department will operate its own hardware or software platform for its
materials; and sometimes, a department will oversee an outsourced service that
handles them instead.

•

Representative Custodians – In larger cases and/or larger organizations, it is common to
face project scope decisions about including or excluding large groups of custodians.
For example, do all the sales representatives need their personal computers collected,
or will their materials just be duplicative of what’s elsewhere? These decisions set large
potential costs on one side against large potential risks on the other. Selecting a few
representative custodians from such a group for interview, collection, etc. can eliminate
the guesswork and inform the decision.

Together, some combination of individuals from these three groups will be who gets
interviewed for your project.
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CREATING AN INTERVIEW SCRIPT
Conducting effective custodian interviews requires asking a lot of questions, both legal and
technical, and consequently, custodian interviews are generally scripted. Scripting ensures that
interviews are complete, that they are consistent with each other, and that they are consistent
across interviewers (in the event more than one is involved in the process). And, all of that
completeness and consistency enhances the defensibility of your efforts.
Such scripts must always be customized for each organization and case and must often be
customized for different groups or classes of custodians, but they are always focused on
gathering the same general categories of information.
1. Category 1 – Who are you and what do you do here?
We start with the simplest category of information: biographical. Questions about
identity, role within the organization, tenure at the organization, and areas of
responsibility should all be asked – both to understand how they fit into the
organization and to understand what types of materials they might be likely to have.
Additionally, you will want to establish the nature and distance of the individual’s
connection, if any, to the events underlying the matter in question.
2. Category 2 – How do you do what you do?
The second category of information is the largest and is likely to involve the most
questions (and the most technical detail). In this category, you are attempting to get a
picture of the kinds of materials this individual generates and receives in their work, as
well as the hardware and software they use to do it, so that you can properly scope and
plan your preservation and collection. You are trying to learn where they store their
files, and whether there are work materials on their phone, or in the cloud, or at their
home. You are trying to learn whether and to what extent the organization’s usage
policies are being followed, so you know whether or not they reasonably can be relied
upon. You may also need to inquire about social media usage.
3. Category 3 – With whom do you communicate and how?
The third category of information is the second largest and is closely related to the prior
one. In this category, you are attempting to get a picture of the work-related
communication activities of the individual. This includes both the key individuals inside
and outside the organization with whom the individual regularly communicates and
details of the media they use to do it (e.g., email, Skype, Slack, etc.). You may also be
inquiring specifically about their communications with key individuals or organizations
relevant to the matter. As with the second category, this information is crucial for
properly scoping and planning preservation and collection activities.

XDD eDiscovery Handbook

Unit 2, Chapter 10

165

4. Category 4 – To whom else should I be speaking?
The fourth category of information is small but very important. At the point in your
project that you begin custodian interviews, you will have given some thought to who is
likely to have materials and knowledge. Others will have likely given input. But, until
real, potential custodians are spoken to, the identification of the right custodians is
mostly conjecture. Far better than you, the individual employees will know: who knows
what, and does what, and is connected to what. Asking them to suggest other potential
custodians is a key step in ensuring completeness.
5. Category 5 – Do you understand what we’ve asked you to do about this?
Our last universal category is another short but important one. A key part of making
your preservation efforts defensible is ensuring that individuals who receive a legal hold
actually understand what it is asking them to do and are doing it. The custodian
interview process provides an excellent opportunity to discuss this with each potential
custodian, answer any questions they have, and ask them to confirm that they will
comply. Additionally, as you go through the custodian interview process you may
identify additional relevant source types that require revision to and reissuance of the
relevant legal hold. Early in an eDiscovery project, all of these activities are unavoidably
intertwined and iterative.
6. Category 6 – Are you a department?
Our final category of information does not apply to all custodians, but is still significant
enough to warrant top-level inclusion. As discussed above, some of those you interview
will be departmental custodians. For departmental custodians, additional information
needs to be gathered about departmental records and systems, both internal and
external, including the relevant technical details for preservation and collection of those
materials from those systems. Additionally, you will need to discuss the application of
the legal hold to the departmental records, including any automated janitorial functions
requiring suspension. Relevant IT systems might include email servers, document
management systems, client relationship management systems, content management
systems, enterprise resource management systems, and more.
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MAKING AN INTERVIEW PLAN
Once you have thought through what you need to ask and created a script for your custodian
interviews, it’s time to plan how you will format that script and execute those interviews.
Custodian interviews can be conducted in a variety of ways, each with different strengths and
weaknesses. Small matters might be handled informally by one person; larger ones might
require multiple teams and custom tools.
Determining the optimal approach for a particular project requires consideration of the
specifics, including: how many potential custodians there are, where they all are, how much
time is available, how much money is available, etc. Broadly though, all approaches are one of
three types: conversational, formal, or technology-assisted.
1. The Conversational Approach
For matters of small-to-moderate size, the less formal conversational approach can be
effective. In this approach, one attorney conducts all of the interviews personally,
makes notes as they go, and manually compiles the results. The advantages of the
conversational approach are that it’s inexpensive, can be begun immediately, and gives
counsel a chance to speak directly with everyone. The disadvantage of the
conversational approach is that it isn’t scalable: if custodians are numerous or
geographically-distributed, it can rapidly become slow and expensive. It also produces
informal, inconsistent notes that require manual compilation, etc.
2. The Formal Approach
For larger or more-complex matters, a more formal approach is a better option. This
approach standardizes and formalizes the interview to be conducted and the method
for recording the responses so that work can be split across multiple attorneys or teams
of attorneys working in parallel while remaining consistent. The disadvantages of this
approach are that it takes slightly longer to ramp up and begin, no one attorney will get
to meet and assess all the custodians, and it can still be too cumbersome for the largest
projects.
When taking this approach, formats for the script and answer recordation include preformatted text documents (e.g., Word), spreadsheets (e.g., Excel), and PDF forms (e.g.,
Acrobat):
•

Word documents maximize flexibility for note taking during interviews, but those
notes cannot be automatically extracted and aggregated with other interview
notes.
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•

Excel spreadsheets restrict the length and format of the interviewer’s notes in
some ways, but in exchange, you get answer notes in a standardized form that
makes them easier to aggregate and analyze (using filtering, sorting, searching,
etc.).

•

Acrobat PDF forms are even more restrictive on the note-taker, but they also
allow even greater customization and standardization (radio buttons, check
boxes, etc.), as well as online aggregation and analysis. Plus, once the PDF form
is created and locked, the questions on it can’t be accidentally edited or deleted
during an interview.

3. The Technology-Assisted Approach
For the largest, most-distributed, or most-urgent matters, the technology-assisted
approach can be a necessary alternative to traditional, live interviews. This approach
involves creating the script/answer forms in such a way that they can be distributed to,
completed by, and collected from the relevant custodians. This approach takes time
and money to prepare but is fast once ready – much faster than conducting a large
number of widely-distributed live interviews. And, this approach scales easily to
accommodate whatever size is needed, without the burden scaling proportionally. The
tradeoff (in addition to the time and cost to start) is that many custodians will never be
spoken to directly by an attorney, eliminating a chance for direct impressions, question
answering, etc.
This survey-style approach can be accomplished using paper forms, electronic forms like
those discussed above, or web-based questionnaires. In selecting a format for the
survey, the same tradeoffs discussed above (between maximizing note flexibility and
maximizing note utility) also apply here. Even after completing such a process,
however, live follow-up interviews should still be conducted with the key custodians
identified by the survey process.
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KEY TAKEAWAYS
When done effectively, custodian interviews can yield an assortment of benefits: providing a
safety net for your preservation efforts, gathering valuable information for your project
planning, and helping you control the flow of information within your organization. Doing them
effectively, however, requires interviewing the right people, asking them the right questions,
and doing so in a useful format:
•

Who Gets Interviewed
o Key Custodians
 Those closest to the action
o Departmental Custodians
 Those responsible for departmental files
o Representative Custodians
 Samples for testing a larger group

•

Creating an Interview Script
o Who are you and what do you do here?
 Identity, role, tenure, areas, connection to the action
o How do you do what you do?
 Hardware, software, devices, network systems, online tools
o With whom do you communicate and how?
 Internally, externally, email, chat, Skype, Slack, social media
o To whom else should I be speaking?
 Who knows what, who does what, who is connected to what
o Do you understand what we’ve asked you to do about this?
 Legal hold compliance, confidentiality compliance
o Are you a department?
 Departmental files, internal systems, outsourced systems or services

•

Making an Interview Plan
o The Conversational Approach
 Live, informal, solo, good for small matters
 Quick start, low cost, manual aggregation
o The Formal Approach
 Live, formal, multi/teams, good for medium matters
 Medium start, low-medium cost, automated aggregation
o The Technology-Assisted Approach
 Survey, self-completed, good for the largest maters
 Slow start, medium-high cost, automated aggregation
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Following these guidelines, you can plan and execute an effective custodian interview process
that will be right for your project and your organization – a process that will yield actionable
intelligence you can use to make informed decisions about the remainder of your project.
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UNIT 2 - EDISCOVERY IN DEPTH

CHAPTER 11
DATA TARGETING

Target More, Spend Less

Stay on target through each project
phase to reduce volumes and costs

TARGET MORE, SPEND LESS
eDiscovery continues to evolve but remains a costly endeavor. A 2010 Litigation Cost Survey1
found “average discovery costs were as high as $2.4 million and the average discovery cost over
all reporting companies was well in excess of $600,000.” A frequently cited 2012 Rand
Corporation study 2 found the median cost of eDiscovery production to be $1.8 million. Another
study from 2014 3 found that preservation costs alone for a large company could exceed $2
million per year.
The 2012 Rand Corporation study4 also found that document review was definitively the most
expensive phase of an eDiscovery project, typically accounting for about $0.73 of every $1.00
spent on eDiscovery. The study concluded that, because of this disparity, “the relationship
between final costs and ESI volume is essentially a directly proportional one.” So, if you want to
reduce the cost of discovery, reducing the volume of documents that make it through to the
review phase – by targeting the right ones in each prior phase – should be your first priority.
Targeting Tools You Can Use
To more-narrowly target the right data prior to review, there are a range of tools and
techniques available to you in each prior phase: before litigation, during collection and
restoration, during processing, and during early case assessment and review preparation. To
leverage these tools and techniques effectively, you will need to think about discovery as more
than just a legal activity: you will need to think about it as an information management and
retrieval exercise as well. Each project is a funnel that begins with preserved data and ends
with produced data, with various filters and screens used to reduce the volume during each
phase as it descends.
About this Chapter
In this chapter, we will review the key data targeting options available to you in each project
phase, from simple data mapping, to full technology-assisted review, beginning with the period
before litigation has begun.

1

http://www.uscourts.gov/sites/default/files/litigation_cost_survey_of_major_companies_0.pdf
http://www.rand.org/content/dam/rand/pubs/monographs/2012/RAND_MG1208.pdf
3
https://www.ediscoverylaw.com/files/2014/02/Hubbard-Preservation_Costs_Survey_Final_Report.pdf
4
http://www.rand.org/content/dam/rand/pubs/monographs/2012/RAND_MG1208.pdf
2
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WHAT YOU CAN DO BEFORE LITIGATION
Before litigation has begun, there are three areas in which you can take action that will enhance
your ability to target the right data when litigation does arise: retention, remediation, and data
mapping.
Data Retention
The first determinant of how much data may need to be reviewed for an eDiscovery project is
how much data your organization has retained. Organizations without clear policies and
procedures for retention and destruction of their business records and communications
routinely retain far more material than is required, including extensive duplicative materials.
The more data you retain, the more data you will have at the top of your funnel when you
begin an eDiscovery project and the more data will make it to the bottom of the funnel for
review. Establishing policies that define categories of materials and sets appropriate retention
periods and procedures for each will ensure that less excess data exists for each project, while
also providing you with greater knowledge of what there is and where it is.
Data Remediation
If you already have retention policies (or after you’ve established some), the next pre-litigation
activity you can undertake is remediation of your organization’s existing data stores.
Remediation is the process of going through currently retained data to identify what older
materials can be eliminated, in accordance with the organization’s retention policies, active
legal holds, and other obligations. All old data that can be defensibly eliminated is more data
that will not need to be preserved, collected, processed, or reviewed later.
Data Mapping
Whether you organization is able to undertake retention and remediation activities or not,
proactive data mapping is still available as an affirmative step you can take to facilitate effective
data targeting when litigation arises. The more information available to you about what you
have and where it is, the more narrowly and accurately you can target what gets preserved and
collected for the top of the funnel. An effective litigation data map will document all of your
potential organizational sources, what kinds of materials they contain, from what time periods
they contain them, and what search and collection options are available (and any limitations
that are applicable). In addition, such a map will also typically document responsible
individuals, automated janitorial functions, and information about computers and other devices
issued to employees.
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DATA TARGETING DURING THE COLLECTION PHASE
The extent to which the right data can be targeted during the collection phase will depend
primarily on the specific devices and systems from which you are collecting. For example, some
enterprise systems will have useful integrated search tools, and others will offer only basic
exports. Different types of mobile devices may also have different options for capture. This is
one of the reasons why maintaining a data map is valuable, and why you will need to start your
project with some similar research if you don’t currently maintain one.
Common choices available to you for employee computers and devices will include: capturing
full physical images, capturing logical images at the file system level, and doing targeted
acquisitions of specific directories or file types. Common choices available to you for enterprise
systems will include: the application of date limitations, exports by user or mailbox, and exports
based on keyword search responsiveness.
When considering which choices to make, it is important to balance the cost of repeating
collection activities later against the cost of sifting through more material during processing and
ECA – and to consider whether there will be time to collect again later, if that’s needed. The
industry trend is currently towards narrower, more-targeted collection.
In addition to narrowing your scope of collection using these capture choices, you can also
target your collection by engaging with the custodians from whom you intend to collect.
Learning about how those custodians actually work, what they generate, and where they store
it can save you from collecting any more broadly from each of them than necessary.
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DATA TARGETING DURING THE PROCESSING PHASE
Once your material has been collected and you are ready to begin processing the data, another
range of data targeting options is available to you. In addition to standard removal of known
system files (“de-NISTing”) and standard removal of duplicate files and messages
(“deduplication”), the following options are typically available to you:
Directory or Custodian Filtering
At the start of the processing phase you will have another opportunity to target the right data
by custodian, mailbox, or directory, if you did not do so already during collection. Prioritizing
key custodians and focusing on user document directories, for example, are both common.
File-Type Filtering
Beyond standard de-NISTing, you also typically have the option to perform additional filtering
by file type. This is done with the goal of eliminating additional system files not removed by deNISTing and/or with the goal of narrowly targeting the specific user-generated file types
believed most likely to be relevant.
This may be accomplished either through “stop filters” (also called “exclusion filters”) or “go
filters” (also called “inclusion filters”). Stop filters exclude specified file types and include
everything else, while go filters do the opposite, including only the specified types and
excluding anything else. The difference is what happens to your unknown unknowns.
The application of a stop filter designed to clear out system files missed by de-NISTing is most
common.
Date Range Filtering
The processing phase provides another opportunity to apply date range filters to eliminate any
collected materials too new or old to be relevant to your matter. Targeting the right materials
by date range requires consideration of a few factors:
•
•
•

Files typically carry multiple date/time stamps, including date created, date last
modified, date last accessed, date sent, etc., so you may have options as to which to use
Most eDiscovery review and production is done by family group, keeping parents (e.g.,
emails) and children (e.g., email attachments) together, so you will need to consider
whether parent dates override child dates or whether any file can pull in a family
Because of computer errors or collection issues, some files may also have inaccurate,
impossible, or nonexistent date stamps, so you may need to manually check any outliers
in your chosen date field (e.g., 1/1/1900 or 0/0/0000)
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Keyword Filtering
Finally, you will also typically have the opportunity to apply some form of keyword filtering
during the processing phase. In cases where the search terms to be used are fixed through
negotiation or court order, this can be an effective step to take. In projects where you are
using your best judgment to develop key words through trial and error, there are advantages to
waiting on keyword filtering until early case assessment, when the tools available for your use
are more sophisticated and the ease of testing and iteration is greater.
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DATA TARGETING DURING EARLY CASE ASSESSMENT
During early case assessment (ECA), in almost any modern document review platform (e.g.,
Relativity), case teams have a powerful set of tools at their disposal for data targeting prior to
review, including: keyword searching tools, email threading and filtering tools, conceptual
analysis tools, and random sampling tools.
Keyword Searching
As noted above, keyword filtering may be available at several points over the course of your
project, but early case assessment is the best time to do it. Compared to the options available
during collection and processing, the keyword search options available in the review platform
during ECA offer more choices for search customization, variation, and iteration. Moreover, the
features in the review platform are directly-accessible by the case team, whereas earlier
features must be used for them by others. Commonly available features include:
•
•
•
•

Search term reporting, frequent word/phrase reporting
Searching of and filtering by metadata and custom fields
Proximity searching, stemming, and fuzzy searching
Saved searches, search history, and search reporting

Using these features in combination enables you to rapidly test a whole range of potential
search terms and phrases, evaluate different potential search limiters, discover additional
potential search terms to use or add, and save a record of your process for future reference.
Email Threading and Filtering
After keyword searching, the next most-used data targeting tool during ECA is email threading.
Email threading features allow you to group all of the individual emails that make up an
ongoing conversation thread, automatically identify the most complete one (which contains the
others within it), and thereby, avoid reviewing redundant elements and messages.
Beyond just threading emails to avoid review of the component emails, emails can also be
further filtered by senders, recipients, dates, email domain names, subject lines, and other
properties to target the right materials. Domain name filtering can be especially effective for
isolating and eliminating irrelevant emails from online businesses and organizations.
Conceptual Tools
Beyond the basic searching and filtering tools identified above, you also often have the option
during ECA of leveraging conceptual indexing and the features it enables. Conceptual indexing
builds a different kind of index, which documents the relationships between words rather than
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just words’ presence. This enables features that operate based on the topics and meanings of
documents rather than just their vocabulary. Commonly available features include:
•

Conceptual searching – searches that return results based on related concepts or similar
language rather than on strict linguistic matches

•

Conceptual clustering – automated grouping of records with similar conceptual and
linguistic content

•

Computer-assisted review – iterative process of document classification leveraging
conceptual analysis, human decisions, and machine learning

Depending on your platform, the conceptual features may be powered by Latent Semantic
Indexing,5 Probabilistic Latent Semantic Analysis, 6 or Support Vector Machines, 7 and the
computer-assisted review may also be referred to as technology-assisted review (1.0 or 2.0) or
predictive coding.
Random Sampling
Finally, you can also choose during ECA to leverage random sampling to aid you in targeting the
right materials for review. Although the tools described so far are very good at helping you find
what you are looking for, they do not do as much to help you find what you don’t know to look
for. One of the best ways to find those unknown unknowns is by taking statistically-significant
simple random samples for review and assessment. Even modest samples (e.g., 2,400 records)
can provide reliable information about the make-up of large data sets, reveal unknown types of
relevant or irrelevant materials, and help inform your other search and filtering activities.

5

https://en.wikipedia.org/wiki/Latent_semantic_analysis#Latent_semantic_indexing
https://en.wikipedia.org/wiki/Probabilistic_latent_semantic_analysis
7
https://en.wikipedia.org/wiki/Support-vector_machine
6
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CONSIDERATIONS FOR MAKING A DATA TARGETING PLAN
As we have reviewed, there are many tools and options available to you for targeting the right
data in each project phrase prior to review. Leveraging these many options successfully is not
about using as many as you possibly can. Instead, your goal should be to understand the
specifics of the options available in your source systems and your discovery tools so that you
can assess which ones will be most useful to you in each specific project and how aggressive
you should be in your overall targeting efforts.
Considerations that will go into that assessment include:
•
•
•
•
•

Available time and budget for the overall project
Any technical limitations imposed by collection sources
Any process limitations imposed by available staff or review tools
Potential cost/time for doing additional collection or processing later
Reasonableness and proportionality of the plan for the specific matter

And, of course, any scope limitations or process specifics that you negotiate with the opposing
party will also be a factor in determining what tools you employ and how narrowly you target in
a given matter.
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UNIT 2 - EDISCOVERY IN DEPTH

CHAPTER 12
ESTIMATING PREVALENCE
How Many Red Hots Are in
the Jelly Bean Jar?

How to reliably extrapolate
from a little, to learn about a lot

FINDING OUT HOW MANY RED HOTS ARE IN THE JELLYBEAN JAR
A candy store is running a contest. In the front window is a comically enormous jar of jelly
beans, all different kinds and colors. Mixed in among them are a secret number of red hot
cinnamon candies, similar in size and shape, all red. Whoever can guess closest to the true
number of red hots mixed into the jar wins the prize. How do you guess? Do you try to count
the red candies you can see, hoping they’re all red hots, and then guess at how many you can’t
see? Do you try to count all the candies? Do you try to estimate volumes?
What if you were allowed to take one scoop of candies out of the enormous jar for closer
examination, to determine exactly which ones in the scoop were red hots? Could you
extrapolate from the scoop to the jar? How much better might your guess be then?
Sampling in eDiscovery
Despite years of discussion in the eDiscovery industry about the power and importance of
sampling techniques – particularly in the context of technology-assisted review (TAR), many
practitioners remain unfamiliar with what they can accomplish with them and when, outside of
TAR, they might do so. Beyond just being an essential part of TAR, however, there are
opportunities across the phases of an eDiscovery project to replace guesses based on anecdotal
evidence with actual estimates based on formal sampling.
Courts have actually been encouraging parties to leverage sampling techniques in eDiscovery
since before TAR existed, suggesting its use for the validation of search terms and document
review processes:
•

“Common sense dictates that sampling and other quality assurance techniques must be
employed to meet requirements of completeness,” In re Seroquel Prods. Liab. Litig., 244
F.R.D. 650 (M.D. Fla. 2007) 1 [emphasis added]

•

“The implementation of the methodology selected should be tested for quality
assurance; and the party selecting the methodology must be prepared to explain the
rationale for the method chosen to the court, demonstrate that it is appropriate for the
task, and show that it was properly implemented,” Victor Stanley Inc. v. Creative Pipe
Inc., 250 F.R.D. 251 (D. Md. 2008)2 [emphasis added]

And they have continued encouraging its use for those purposes, even outside of TAR, to this
day:
•
1
2

“Just as it is used in TAR, a random sample of the null set provides validation and
quality assurance of the document production when performing key word searches.

https://www.kaisergornick.com/documents/In-re-Seroquel-Prods-Liab-Litig-244-F-R-D-650.pdf
https://casetext.com/case/victor-stanley-inc-v-creative-pipe
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Magistrate Judge Andrew Peck made this point nearly a decade ago. See William A.
Gross Constr. Assocs., 256 F.R.D. at 135-6 (citing Victor Stanley, Inc. v. Creative Pipe,
Inc., 250 F.R.D. 251, 262 (D. Md. 2008)); In re Seroquel Products Liability Litig., 244
F.R.D. 650, 662 (M.D. Fla. 2007) (requiring quality assurance).” City of Rockford v.
Mallinckrodt ARD Inc., No. 17 CV 50107, No. 18 CV 379 (N.D. Ill. Aug. 7, 2018)3
[emphasis added]
And, of course, as can be seen in Chapter 18 – TAR Case Law, the importance of sampling
comes up again and again in discovery decisions and orders related to TAR use.
Industry publications, too, have taken repeated notice of the power and importance of
sampling in eDiscovery. For example, sampling features prominently in The Sedona
Conference’s Commentary on Achieving Quality in the E-Discovery Process, 4 and the EDRM
organization has released two editions of a commentary specifically on leveraging sampling in
eDiscovery. 5
Informal Approaches to Sampling
Many practitioners do engage in informal types of sampling already. As practitioners have
done since the early days of discovery, it is common for a knowledgeable team member to test
potential search terms and phrases by informally poking around in some of the results returned
by them. The same thing goes for poking around in the materials collected from different
sources or different custodians to determine the relative importance of different tranches of
materials. The same also goes for quality control checks of document review efforts, with more
senior attorneys poking around in the batches of document reviewed by less-experienced
attorneys to double-check their relevance or privilege determinations.
These informal approaches to sampling are inarguably valuable for gathering anecdotal
evidence, making instinctual assessments, and learning about your materials or your efforts.
Some information is always better than no information. But, there are limits to what can be
learned through these informal approaches and to how reliable such insights are.
Formal Approaches to Sampling
Formal approaches to sampling, on the other hand, facilitate more precise estimates with
known reliability. It is these approaches that make sampling so valuable in TAR specifically and
in eDiscovery generally. For example, formal sampling approaches can be used to generate:
•

Reliable estimates of how many relevant documents are in a given tranche

3

https://ediscovery.co/wp-content/uploads/2018/08/City-of-Rockford-v.-Mallinckrodt-ARD-Inc._2018-08-2720_42_07-0400.pdf
4
https://thesedonaconference.org/publication/Commentary_on_Achieving_Quality_in_the_E-Discovery_Process
5
https://www.edrm.net/resources/project-guides/edrm-statistical-sampling-applied-to-electronic-discovery/
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•
•
•

Reliable projections of the amount of redaction or privilege logging to do
Reliable measurements of relevant materials missed by a given process
Reliable reporting on the efficacy of a given search or other classifier

These measurements and many more can be taken using the same basic sampling techniques
at various points in the discovery project lifecycle.
About this Chapter
In this chapter, we are going to focus specifically on the process and applications of estimating
prevalence, from winning the jellybean jar contest described above, to planning at the
beginning of a project, to checking completeness at the end.
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KEY SAMPLING CONCEPTS FOR WINNING THE CANDY CONTEST
In order to use sampling to estimate how many red hots are mixed into the jellybean jar, we
need to understand some basic sampling concepts, including: sampling frame, prevalence,
confidence level, and confidence interval, as well as how each affects required sample size. We
also need to understand that whenever we refer to sampling here, we are referring to “simple
random sampling” in which any item within the sampling frame has an equal chance of being
randomly selected for inclusion in the sample.
Sampling Frame
“Sampling frame” refers to the set of materials from which a sample will be taken. In the
context of our jellybean example, the sampling frame would be the full contents of the
enormous jar of jellybeans and red hots. In the context of eDiscovery, your sampling frame will
typically be the pool of materials available after any initial, objective culling has taken place
(i.e., what’s left for assessment and review after initial de-NISTing, deduplication, and date
restriction during processing).
In addition to being your sample source, your sampling frame also affects the size of the
samples you will need to take. As we will discuss below, sample size is primarily determined by
how reliable and precise you want your results to be, but the size of your sampling frame also
affects your needed sample size to some extent. As your sampling frame gets bigger, your
sample size will also need to get bigger – but only up to a point. Beyond that point, the effect
levels off, so the sample size needed for a frame of 100,000 items (i.e., jellybeans, documents,
etc.) is roughly the same as the sample size needed for 1,000,000 of them, which is roughly the
same as the sample size needed for 10,000,000 of them. Sampling frame size has the weakest
effect on sample size.
Prevalence
“Prevalence” is how much of something there is within your sampling frame. For example, it
could be how many red hots there are in your jellybean jar, or it could be how many relevant
documents there are in your collected materials. It could also be how many documents are
privileged, how many require redaction, or any other binary property you want to measure.
In the math underlying sampling, the prevalence of what you are seeking is also a factor that
can have an effect on the required sample size for some purposes. When what you are doing
sampling for is to estimate prevalence, however, you need to plug in an assumption for this
value, and to be safe, you plug in the most conservative value (i.e., the one that results in the
largest sample size). For prevalence, this is 50%, meaning that half the sampling frame is what
you’re looking for and half is not. Most sampling features in eDiscovery tools and online
calculators will default to this value and may not even given you the option to change it.
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Confidence Level
“Confidence level” is a measurement of how reliable your results are (or will be). It is expressed
as a percentage out of 100, and most commonly, you will see discussion of 90%, 95%, or 99%
confidence levels. What these numbers technically mean is that, if you reran the same
sampling process 100 times in a row, you would expect to get similar results 90 times out of
100, or 95 times out of 100, or 99 times out of 100.
The higher you want your confidence level to be, the larger the sample size you will need to use
to achieve it, and confidence level has a stronger effect on sample size than sampling frame size
or prevalence does. For example, if you were taking a sample from a sampling frame of
100,000 items, and you wanted a margin of error of +/-2% (which we will discuss further
below), here is how your required sample size would vary with your desired confidence level:
•
•
•

For a confidence level of 90%, a sample size of 1663
For a confidence level of 95%, a sample size of 2345
For a confidence level of 99%, a sample size of 3982

Confidence Interval
“Confidence interval” is a measurement of how precise your results are. It is expressed as a
percentage out of 100, and most commonly, you will see discussion of confidence intervals of
2%, 4%, and 10%. Even more commonly, you will see discussions refer to “margin of error”
with references to +/-1%, +/-2%, and +/-5%. These margins of error are actually the equivalents
of those confidence intervals. The latter is just framed in terms of plus or minus half the range,
and the former is framed in terms of the full range.
The narrower you want your range of uncertainty to be, the larger the sample size you will
need to use achieve it, and confidence interval (or margin of error) has the strongest effect on
needed sample size. For example, if you were taking a sample from a sampling frame of
100,000 items, and you wanted a confidence level of 95%, here is how your required sample
size would vary with your desired range of uncertainty:
•
•
•

For a confidence interval of 10%, a.k.a. a margin of error of +/-5%, a sample size of 383
For a confidence interval of 4%, a.k.a. a margin of error of +/-2%, a sample size of 2345
For a confidence interval of 2%, a.k.a. a margin of error of +/-1%, a sample size of 8763
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RED HOTS, HOT DOCS, AND THE ONES THAT GOT AWAY
Now that we understand the necessary sampling concepts, let’s apply those concepts to our
candy contest and figure out how many red hots we think are in the jellybean jar. In order to
do so, we will need to identify our sampling frame, select our desired confidence level, and
select our desired confidence interval.
For this example, our sampling frame is all the candies in the enormous jellybean jar, which a
sign indicates holds approximately 100,000 candies. For our confidence level, let’s use 95%,
which has been referenced in a variety of cases and articles as a potentially acceptable level of
confidence, and for our confidence interval, let’s use 4% – also known as a margin of error of
+/-2%, which has also been widely discussed and used. (For example, 95% and +/-2% were the
proposed values used in the plan in the da Silva Moore case and in several other cases covered
in Chapter 18 – TAR Case Law.)
So, How Many Red Hots?
Now that we have our required values (100,000, 95%, +/-2%, and an assumed 50% prevalence),
we are ready to plug them into our sampling tool or calculator to find out how large our simple
random sample will need to be. Most modern document review tools have some form of
sampling tools built into them, but sampling calculators6 are also readily available online and
random document selections can be made in manual ways if needed (e.g., by using the RAND
function in Microsoft Excel). Plugging in the values we’ve chosen into a sampling calculator
reveals that we need a simple random sample of 2,345 pieces of candy to make our desired
estimate, which is just 2.345% of the total sampling frame.
Once a candy store employee has retrieved for us a randomly selected assortment of 2,345
pieces of candy from the jar, we can then review those sample candies up close to determine
exactly which ones are cinnamon red hots. Let’s say our review reveals there are 142 red hots
among the 2,345 sample candies, or 6.1%. We can now say – with 95% confidence – that the
overall prevalence of red hots in the jar is between 4.1% and 8.1%, or between 4,100 and
8,100 total red hots.
If we were willing to review a larger sample of 8,763 candies, we could even narrow that range
to between 5,100 and 7,100 total red hots.
So, How Many Hot Documents?
This same process can be employed in an eDiscovery project to make any number of useful
estimations about a new collection of materials, including: the prevalence of relevant
materials, the relative prevalence of relevant materials in different sources, and the
prevalence of materials requiring special review efforts (e.g., privilege logging, redactions,
6

http://www.raosoft.com/samplesize.html
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technical knowledge, etc.). These estimates can in turn be used to more accurately estimate
your needed project resources, optimal project workflows, and likely project costs and
durations. They can also be valuable in assessing the viability of a TAR solution or the need for
additional objective culling. As projects progress, they can also provide a yardstick against
which to measure progress and completeness.
It should also be noted that, when applying these techniques to eDiscovery, it is important to
use the highest quality document review possible. While identifying cinnamon red hots is very
straightforward, making legal or process determinations about documents can be quite
nuanced, and the nature of sampling (extrapolating from a little to a lot) means that mistakes in
classification during sampling will have amplified effects on the reliability of your estimates.
And, How Many Did We Miss?
One of the most common applications of prevalence estimation is in testing for completeness
at the end of a TAR process or after the application of keyword searches. 7 This is sometimes
referred to as measuring “elusion,” i.e. the quantity of materials that eluded identification by
the filtering and review process employed. For such estimations, the sampling frame is the
pool of unreviewed materials eliminated before human review, by either the TAR software
used, or by the keyword searches applied. The process is otherwise identical to the one
described above.
There is no way to perfectly identify and produce all relevant electronic materials – and no legal
requirement that you achieve such perfection, but there can be great value in being able to say
with some certainty how little (or how much) has been missed. A reliable estimate can provide
concrete evidence of the (in)adequacy of a completed process, or a basis for arguing the
(dis)proportionality of any additional discovery efforts.

7
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UNIT 2 - EDISCOVERY IN DEPTH

CHAPTER 13
TESTING CLASSIFIERS

Pop Quiz: How Do You Test a Search?

Put your searches, reviewers,
and processes to the test

POP QUIZ: HOW DO YOU TEST A SEARCH?
As we discussed in Chapter 12 – Estimating Prevalence, formal sampling is a powerful, judiciallyapproved, and underutilized tool for eDiscovery efforts. In that chapter we reviewed the
necessary concepts, terms, and steps for estimating the prevalence of desired materials within
a collected dataset, which can yield a variety of benefits during project planning and discovery
negotiations. Estimating prevalence, however, is just one of the ways practitioners can
leverage sampling in their projects.
More Uses for Informal and Formal Sampling in eDiscovery
Beyond estimating prevalence, there are other opportunities to replace informal sampling of
unknown reliability with formal sampling of precise reliability. For example, since the early
days of eDiscovery, it has been common for a knowledgeable team member to test potential
search terms and phrases by informally poking around in some of the results returned by them.
Similarly, it has also been common for more-senior attorneys to double-check the relevance or
privilege determinations made by more-junior attorneys by poking around in some of the
batches of documents they’ve reviewed.
These informal approaches to sampling can be valuable for gathering some initial anecdotal
evidence and for making instinctual assessments, but using formal sampling instead is much
more effective, reliable, and persuasive. Imagine iteratively refining searches for your own use,
or negotiating with another party about which searches should be used, armed with precise,
reliable information about their relative efficacy. As we see frequently in Chapter 18 – TAR
Case Law, and as has been suggested in non-TAR cases, 1 judges prefer argument and
negotiation based on actual information to that based merely on conjecture and assumption.
But how is testing searches or TAR processes or reviews actually done? What sampling
concepts and terms do you need to know? What steps do you need to take? What kind of
results can you achieve, with what kind of reliability?
About this Chapter
In this chapter, we will answer these questions by reviewing the concepts, terms, and steps
necessary for “testing classifiers” using formal sampling.

1
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TESTING CLASSIFIERS
What Is a Classifier?
“Classifiers” are mechanisms used to classify documents or other materials into discrete
categories such as those requiring review and those not requiring review, or relevant and nonrelevant, or privileged and non-privileged. That mechanism might be a search using key words
or phrases. It might be the decisions of an individual human reviewer or the aggregated
decisions of an entire human review process. It might be the software-generated results of a
technology-assisted review process. The binary classification decisions of any of these
classifiers are testable in the same basic way. To start, we will focus on searches as the
classifiers to be tested.
What Properties of a Search Classifier Do We Test?
When testing search classifiers, we are actually measuring two things about them: their “recall”
and their “precision,” which correlate to their efficacy and their efficiency:
•
•

Recall is how much of the total stuff available to find the classifier actually found, so
higher recall (i.e., finding more) means greater efficacy, and lower recall (i.e., finding
less) means lower efficacy
Precision is how much other, unwanted stuff the classifier included along with the
stuff you actually wanted, so higher precision (i.e., less junk) means higher efficiency,
and lower precision (i.e., more junk) means lower efficiency

Both recall and precision are expressed as percentages out of 100:
•
•

For example, if there are 500 relevant documents somewhere in a dataset, and a search
finds 250 of those documents, then that search has a recall of 50% (i.e., 250/500)
If the search returned 750 non-relevant documents along with the 250 relevant ones,
that search would have a precision of 25% (i.e., 250/1000)

There is also generally a tension between the two criteria. Optimizing a search to maximize
recall beyond a certain point is likely to require lowering precision and accepting more junk,
and optimizing a search to maximize precision beyond a certain point is likely to require
accepting lower recall and more missed relevant materials. Deciding what balance between the
two is reasonable and proportional is fact-based determination specific to the needs and
circumstances of each matter.
What Sample Is Needed to Test a Search Classifier?
In order to test a search classifier’s recall and precision, you must already know the numbers of
documents in the classifications you are testing. For example, to determine what percentage of
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the relevant material is found, you must know how much relevant material there is. Since it is
not possible to know this about the full dataset without reviewing it all (which would defeat the
purpose of developing good searches), classifiers must be tested against a “control set” drawn
from the full dataset.
Much as we did for estimating prevalence, control sets are created by taking a simple random
sample from the full dataset (after initial, objective culling) and manually reviewing and
classifying the materials in that sample. Just as with estimating prevalence, it is important that
the review performed on the control set be done carefully and by knowledgeable team
members. In fact, in many cases you may be able to use the same set of documents you
reviewed to estimate prevalence as a control set for testing classifiers.
Unlike estimating prevalence, however, figuring out the size of the sample needed for your
control set is not so cut and dry. As we will discuss below, the reliability of the results you get
when testing classifiers is related to how many potential things there were for the classifiers to
find in the control set. For example, if you are testing searches designed to find relevant
documents, the more relevant documents there are in your control set the more reliable your
results will be.
This means that datasets with low prevalence may require larger control sets to test classifiers
than datasets with high prevalence, depending on how reliable you need your results to be.
The results of a prevalence estimation exercise can help you figure out how large of a control
set you need (and whether your prevalence estimation set can just be repurposed for this
exercise).
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SHOW YOUR WORK: CONTINGENCY TABLES AND ERROR MARGINS
As we discussed above, sampling can be used to test search classifiers by calculating their recall
and precision. This process replaces informal sampling and instinctual assessments with actual
data on efficacy and efficiency, for both your own planning and your discovery process
negotiations with other parties. Doing so requires creating a control set using simple random
sampling and then reviewing that control set to identify in advance the items you hope the
search classifier will find. Once you have a reviewed control set, you are ready to run your
search classifiers against it for testing, whether those are keyword searches, TAR software, or
another search classifier.
Using Contingency Tables
Once you have run a search classifier you are testing against your control set, you can calculate
recall and precision for it by using “contingency tables.” Contingency tables (also sometimes
referred to as “cross-tabulations” or “cross-tabs”) are simple tables used to break down the
results of such a test into four categories: “true positives,” “false positives,” “false negatives,”
and “true negatives.” These four categories are comparisons of the results of the search
classifier to the prior results of your manual review of the control set:
1. True positives are documents that your search classifier returns as relevant results that
your prior review of the control set also marked as relevant, i.e. the right stuff
2. False positives are documents that your search classifier returns as relevant results that
your prior review of the control set had determined were not relevant, i.e. the wrong
stuff
3. False negatives are documents that your search classifier does not return as relevant
results that your prior review of the control set marked as relevant, i.e. missed stuff
4. True negatives are documents that your search classifier does not return as relevant
results that your prior review of the control set had determined were not relevant, i.e.
actual junk stuff
An Example Application
As we discussed in Chapter 12 – Estimating Prevalence, sample sizes of a few thousand
documents are common for taking prevalence measurements about large document
collections. So, let’s assume a hypothetical in which you have a randomly selected set of 3,982
documents that you previously reviewed to take a strong measurement of prevalence (99%
confidence level, with a margin of error of +/-2%) within your collection of 100,000 documents.
Let’s also assume that your review of that random sample revealed 1,991 relevant
documents.
In addition to knowing prevalence within the overall collection (48-52% prevalence, with 99%
confidence), you now have a 3,982 document control set for testing search classifiers,
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containing 1,991 relevant documents for them to try to find. The next step is running your
search classifier against it and seeing how its classifications compare to those of your prior
review. Let’s assume your hypothetical search returns 1,810 total documents which break
down into the four categories as follows:

Returned by Search Classifier
(i.e., Deemed Relevant)
Not Returned by Search
Classifier (i.e., Deemed Not
Relevant)

Deemed Relevant by Prior Deemed Not Relevant by
Review
Prior Review
1,267 (True Positives)

543 (False Positives)

724 (False Negatives)

1448 (True Negatives)

As we can see on this contingency table, the 1,810 results from your hypothetical search
included 1,267 documents that were also deemed relevant in your prior review, which are your
true positives. It also included 543 documents that were deemed not relevant in your prior
review, which are your false positives. And, finally, we can see it missed 724 documents that
were deemed relevant in your prior review, which are your false negatives.
You can use the results shown in this contingency table to easily estimate the recall and
precision of the hypothetical search classifier you tested. As we discussed above, recall is the
percentage of all the available relevant documents that were successfully identified by the
search classifier being tested. So, in this example, your search identified 1,267 out of 1,991
relevant documents, which gives you a recall of about 63.6%. Also as discussed above,
precision is the percentage of what the search classifier identified that was actually relevant.
So, in this example, the search returned a total of 1,810 documents including 1,267 relevant
documents, which gives you a precision of 70%.
Your hypothetical search, then, has high precision and decent recall. The search could probably
be revised to trade off some of that precision for higher recall or, possibly, to improve both
numbers. Subsequent iterations of the search can be easily tested in the same way to measure
the effect of your iterative changes.
How Reliable Are These Estimates?
We noted at the beginning of this hypothetical that your control set was a random sample of
3,982 documents that had been taken and reviewed previously to estimate prevalence in the
full document collection with a confidence level of 99% and a margin of error of +/-2%. That
same confidence level and margin of error, however, do not carry over to the estimates of
recall and precision that you have made using the same documents. Because of how the math
in question works, your sample sizes for recall and precision are effectively smaller, which in
turn makes your margins of error a little wider.
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The effective sample size for a recall estimation performed in this way is not the total number
of documents in the control set, but rather the number of relevant documents within it that
are available to be found. In this example, the search classifier is looking for the 1,991 relevant
documents contained in the control set, which are effectively a random sample of 1,991
relevant documents from among all the relevant documents in the full document collection (a
sampling frame you’ve already estimated to be about 50,000 documents).
The effective sample size for a precision estimation is also not the total number of documents
in the control set, but rather the number of documents identified by the search classifier. In
this example, the search classifier identified 1,810 documents, which are effectively a random
sample of 1,810 documents from among all the documents the search would return from the
full document collection (a sampling frame you can estimate to be about 45,500 documents).
Some tools will provide you with these calculations automatically, but you can also plug these
numbers into a sampling calculator 2 yourself to work backwards and see what margin of error
would apply to your recall and precision measurements. In this example, your recall estimate
would carry a margin of error of about +/-2.83% (at a confidence level of 99%), and your
precision estimate would carry a margin of error of about +/-2.97% (also at a confidence level
of 99%). Thus, you could be very confident that your tested search had a recall between
60.77% and 66.43% and a precision between 67.03% and 72.97%.

2
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GRADING PAPERS: MEASURING HUMAN REVIEW
As we discussed above, a classifier can be a search, a TAR process, or other things – including a
human reviewer or a team of human reviewers. Just as a search or a TAR tool is making a
series of binary classification decisions, so too are your human reviewers, and the quality of
those reviewers’ decisions can be assessed in a similar manner to how you assessed the quality
of a search classifier above. Depending on the scale of your review project, employing these
assessment methods can be more efficient than a traditional multi-pass review approach, and
in general, they are more precise and informative.
Human Classifiers and Control Sets
In this context, the reviewer (or reviewers) doing the initial review work is (or are) the classifier
being tested. The control set is effectively generated on the fly by the more senior attorney
performing quality control review. Their classification decisions are the standard against which
the initial reviewer’s classification decisions can be judged. If an appropriate document tagging
palette is employed, it is not hard to track and compare both sets of decisions to create
contingency tables like the one you used to assess your search classifier above.
In this context, however, we are not typically measuring the recall and precision of the human
reviewers, although that could be done as well. For human reviewers, it is more common to
measure “accuracy” and “error rate.” Accuracy is expressed as a percentage out of 100, and it
represents the total number of correct classification decisions made by the initial reviewer(s).
Error rate is also expressed as a percentage out of 100, and it represents the total number of
incorrect classification decisions made. Together, accuracy and error rate should add up to
100%.
In terms of a contingency table, accuracy is derived from the combination of all true positives
and true negatives, and error rate is derived from the combination of all false positives and
false negatives.
An Example Application to Human Review
Let’s look at an example of how this works. Let’s assume that you perform quality control
review of a random sample of 350 of the 2,000 documents reviewed this week by a particular
member of your initial review team. After completing your classifications and comparing them
to those of the initial reviewer, you get the following breakdown of results:
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Deemed Relevant by the Initial
Reviewer
Deemed Not Relevant by the
Initial Reviewer

Deemed Relevant by the Deemed Not Relevant by the
QC Reviewer
QC Reviewer
70 (True Positives)

40 (False Positives)

65 (False Negatives)

175 (True Negatives)

As with your search classifier, it is now straightforward to calculate an estimated accuracy and
error rate for this reviewer’s work this week. As noted above, accuracy is a combination of all
the correct classification decisions, i.e. true positives + plus true negatives. So, in this example,
your reviewer made 245 correct decisions out of 350 total decisions. That gives you an
accuracy of 70%. As also noted above, error rate is combination of all the incorrect
classification decisions, i.e. false positives + false negatives. So, in this example, your reviewer
made 105 incorrect decisions out of 350 total decisions. That gives you an error rate of 30%.
There is also no reason that the same measurements could not be performed for more than
one classification criteria based on the same quality control review (e.g., relevant and not
relevant, privileged and not privileged, requiring redaction and not requiring redaction, etc.).
Any binary classifications for which you and your reviewers are making classification
decisions can all be measured the same way. The specific criteria measured and the specific
results you get can then guide you in your ongoing reviewer training efforts, review oversight
steps, and project staffing decisions.
How Reliable Are These Estimates?
As with testing search classifiers, you can work backwards 3 from these results to determine
how reliable these estimates of accuracy and error rate are, based on the size of the sampling
frame (i.e., the total number of reviewed documents from which you pulled the sample) and
the size of the sample you took. In this example, the sampling frame would be 2,000 and the
sample size would be 350. Using those numbers, we find that your estimates of accuracy and
error rate have a margin of error of +/-4.76% at a confidence level of 95%. Thus, you could be
95% confidant that the rest of the work this week from the reviewer in question was between
65.24% and 74.76% accurate.
A Note about Lot Acceptance Sampling
“Lot acceptance sampling” is an approach to quality control that is employed in high-volume,
quality-focused processes such as pharmaceutical production or military contract fulfillment. In
this approach, a maximum acceptable error rate is established, and each batch of completed
materials is randomly sampled to check that batch’s error rate at a predetermined level of
reliability. If the batch’s error rate is below the acceptable maximum, the batch is accepted,
and it if the error rate is above the acceptable maximum, the batch is rejected.
3
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Large-scale document review efforts have a lot in common with those other high-volume,
quality-focused processes, and some particularly-large review projects have employed lot
acceptance sampling in similar way. Individual batches of documents reviewed by individual
reviewers are the batches being accepted or rejected, and random samples are checked from
each completed one. Those with a sufficiently low error rate move on to the next phase of the
review and production effort, those with too high of an error rate are rejected and re-reviewed
(typically by someone other than the original reviewer). Error rates and batch rejections can be
tracked by reviewer, by team, by classification type, or by other useful properties to identify
problem areas for process improvement or problem reviewers for retraining or replacement.
Many practitioners become uncomfortable at the idea of deliberately identifying an acceptable
error rate, or even of actively measuring the error rate at all, but avoiding knowledge of your
errors does not prevent their existence. It just prevents you from being able to address them
or being prepared to defend them. After all, as we have discussed before, the standards for
discovery efforts are reasonableness and proportionality – not perfection.
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UNIT 2 - EDISCOVERY IN DEPTH

CHAPTER 14
INVESTIGATIONS

When the Game is Afoot

Pursuing speed, secrecy, and nuance at the
intersection of eDiscovery and investigations

WHEN THE GAME IS AFOOT
“Come, Watson, come!” he cried. “The game is afoot. Not a word! Into your clothes and
come!” - Arthur Conan Doyle, The Adventure of the Abbey Grange 1
The majority of eDiscovery work takes place in the context of litigation, but a significant amount
of it takes place instead in the context of investigations. Although the available ESI and the
available eDiscovery technologies are the same, the realities of handling investigations are
different in some ways worth discussing.
About this Chapter
In this chapter, we will review what practitioners need to know about eDiscovery in the context
of investigations, beginning with a discussion of common types of investigations and ESI’s role
in them. We will then discuss the need for speed and secrecy, the need for nuanced analysis
and review, the need to be prepared for later litigation, and some modern challenges.
Common Types of Investigations
Broadly speaking, there are three main categories of investigations in which corporations
commonly become involved outside of, or before, actual litigation: (1) internal conduct or
compliance investigations; (2) due diligence investigations; and, (3) regulatory enforcement
investigations.
Internal Conduct or Compliance Investigations
Any organization of sufficient size will find it periodically needs to conduct an internal
investigation of employee conduct or organizational compliance. Larger organizations and
organizations in highly-regulated industries may find it to be a frequent occurrence. For
example:
•
•
•

1

Investigating alleged misconduct by an employee or manager (e.g., fraud or theft, data
exfiltration, interpersonal misconduct)
Investigating the circumstances surrounding the termination of an employee (e.g., was
a termination for proper reasons properly documented)
Investigating potential legal or regulatory violations in the conduct of business (e.g.,
was a particular transaction an attempt to manipulate a market)

https://en.wikipedia.org/wiki/The_Adventure_of_the_Abbey_Grange
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Due Diligence Investigations
In the investigations context, due diligence refers to the evaluation of an organization for
potential merger, acquisition, or partnership. Although financial aspects of such evaluations
are generally the primary focus, evaluations of policies and procedures, of regulatory
compliance, and of potential legal issues are of equal importance. Due diligence in the mergers
and acquisitions context is most common, but due diligence evaluations of prospective
international partners have grown in frequency and importance as Foreign Corrupt Practices
Act (FCPA) enforcement has accelerated in recent years. 2
Regulatory Enforcement Investigations
The third category is regulatory enforcement investigations initiated by governmental agencies.
These may result in no action, in settlements, in a regulatory hearing process, or in court, but
before that, they are typically non-public investigations with discovery similar to that in
litigation (though, one-sided in nature). This category includes the FCPA enforcement actions
referenced above, as well as fraud investigations, trading investigations, and countless more
subtypes. The DOJ,3 the SEC, 4 the FTC,5 the CFTC, 6 the FERC, 7 the NRC, 8 and more federal
agencies all engage in such investigations, as do state agencies and the agencies of foreign
governments.
ESI in Investigations
In each of the above scenarios, your organization will be faced with discovery needs similar to
those you would face in litigation:
•
•
•

ESI, including emails, electronic documents, and other materials, will almost certainly be
relevant to your inquiry and necessary to meet your information needs
As with litigation, those ESI materials are likely to be voluminous in scale and diverse in
type and source
Those materials will need to be preserved, collected, processed, managed, analyzed,
and reviewed in an efficient and effective way

Thus, investigations share most of the same eDiscovery challenges as litigation, but
investigations also entail added challenges:

2

http://fcpa.stanford.edu/statistics-analytics.html
https://www.justice.gov/
4
https://www.sec.gov/litigation.shtml
5
https://www.ftc.gov/enforcement
6
http://www.cftc.gov/LawRegulation/Enforcement/index.htm
7
https://www.ferc.gov/enforcement/enforcement.asp
8
https://www.nrc.gov/about-nrc/regulatory/enforcement.html
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1. First, investigations typically function on even shorter timelines than litigation discovery,
making speed essential. Whether racing to assess internal risk or facing an agencyimposed deadline, time is of the essence. As Sherlock Holmes says in the quote above:
“The game is afoot. Not a word! Into your clothes and come!”
2. Second, because investigations potentially involve uncovering individuals’ misconduct,
controlling the dissemination of information about the investigation is important to
prevent bad actors from intentionally spoliating materials or coordinating their stories.
3. Third, investigations often require more nuanced analysis and review of ESI for the same
reason: bad actors don’t always communicate about their bad actions in obvious and
open language.
4. Finally, many investigation scenarios carry a strong possibility of formal litigation later,
which means process decisions must balance investigation needs against being prepared
for that potential litigation.
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THE NEED FOR SPEED AND SECRECY
“I feel the need – the need for speed!”
- Jim Cash & Jack Epps, Jr., Top Gun 9
As we noted above, investigations often function on even shorter timelines than litigation
discovery and often require more-careful control of the flow of information.
Time pressure is great in most investigative scenarios. If you are working to assess an internal
issue, you will want to identify and quantify risks to the organization as quickly as possible so
that they can be appropriately mitigated. If you are working to respond to a regulatory
agency’s information request, you will likely be facing a tight, agency-imposed deadline, in a
context where you want to satisfy the agency, in which the potential for renegotiation is
limited, and in which the option to appeal to an independent judge is generally unavailable.
The need to more-carefully control the flow of information arises from the reality that in many
investigative contexts you will be looking for bad actors within your own organization. Failure
to control the flow of information (or to move with sufficient speed) provides opportunity for
bad actors to spoliate evidence to cover their actions and to coordinate their stories with each
other before talking to you. In either case, your ability to assess organization risks or to
respond accurately to an investigating agency would be compromised, and the cost and effort
required would become greater as you worked to overcome the attempted spoliation or
penetrate the deliberate deception.
Achieving Speed
Speed in eDiscovery is a challenge in any context, but there are steps that can be taken at each
phase to ensure things are moving as quickly as possible when you are racing an investigation
deadline:
•

Before an Investigation Arises
o As we discuss in Chapter 20 – Program Management (and in Chapter 11 – Data
Targeting), improving organizational litigation readiness, including data mapping
and data remediation, is the most effective way to speed up subsequent
eDiscovery efforts of all types
o The speed, efficiency, and reliability advantages that accrue from having less
data, knowing where it all is, and having established procedures for how to act
on it cannot be overstated

9
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•

During Identification, Preservation, and Collection
o Undertake the brainstorming of potential sources immediately (see our guidance
on this process in Chapter 8 – Project Scoping and Planning)
o Then, rather than engaging in the more gradual processes that typically follow,
move immediately to collect what you believe to be the key sources from the
key custodians, so that preliminary analysis and review can begin while
additional identification, preservation, and collection efforts are still ongoing in
parallel
o Because, in this context, speed is most important, err on the side of overcollection (e.g., capture full images) from those key sources to avoid having to go
back and conduct supplemental collections from those sources later

•

During Processing and Analysis
o When focused on maximizing speed, processing should be done without overlycomplex or iterative filtering at that phase; standard de-NISTing, deduplication,
etc., should all be done, but keyword and date filters should be saved for postprocessing analysis in the review platform being used
o When processing data for time-sensitive investigations, it is beneficial to perform
as a default step the necessary indexing to enable advanced analytic features
(e.g., email threading, near-duplicate identification, conceptual search and
clustering features, etc.) and technology-assisted review
o Advanced analytic features significantly increase the efficiency and effectiveness
of analysis and assessment activities – particularly in early phases of an
investigation when you may not be certain exactly what you’re seeking

•

During Review and Production
o Unlike in litigation, where some concerns and complications persist, technologyassisted review can be used freely during internal investigations to significantly
speed up needed review processes, and many federal agencies are now
comfortable with investigation subjects using it as well (although methodology
details generally have to be provided to the agency to secure approval)
o Finally, it is very common in the investigation context to engage in rolling
productions over time, beginning with the key sources from the key custodians
and moving through progressively lower priority materials as they can be
completed; this can be a way to show a good-faith effort to cooperate when it is
not possible to complete all needed work by an agency-imposed deadline
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Controlling the Flow of Information
Controlling the flow of information actually goes hand-in-hand with achieving speed, as speed
during identification, preservation, and collection is one of the best ways to stay ahead of the
flow of information within your organization. As soon as a detailed hold notice (in the case of
an agency-directed investigation) is issued, or as soon as active collection begins, any bad actors
within your organization will be put on notice that you’re looking for them and may take steps
to destroy evidence or prepare for questioning. So, in situations where bad actors are
suspected, certain collection steps may need to be taken before the hold notice is issued to all
subject employees.
There are several collection strategies that can be employed to acquire key data without
alerting suspected employees. For example:
•
•
•

IT can typically collect from employees’ active corporate accounts for email, messaging,
documents, etc. without alerting the employees, and IT can also take steps to preserve
existing backups of those sources as needed
For an individual, a laptop or computer (or mobile device) upgrade can be triggered,
allowing IT to collect the current machine and image it without raising suspicions
For a team or department, IT can require all laptops be left at desks overnight for
required security or software updates, and images can be made during those hours

In the context of an agency-directed investigation where a hold notice should be issued, the
hold notice should still be created and issued immediately to relevant IT personnel, to other
relevant systems owners within the organization, and to any relevant managers above the level
of the suspected bad actor(s), with strict instructions about the confidentiality of the matter.
Any unannounced collections, like the examples above, should happen as soon as possible
thereafter, and then the hold should immediately be issued to the rest of the subject
employees.
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THE NEED FOR NUANCED ANALYSIS AND REVIEW
“It’s like finding a needle in a stack of needles.”
- Robert Rodat, Saving Private Ryan 10
Analysis and review is the process of figuring out what happened by investigating your collected
evidence, and that process is made more challenging when relevant individuals have actively
tried to conceal what’s happened – or at least tried to be subtle about it while it was
happening. As we discussed above, investigations often concern misconduct of one kind or
another, and most individuals instinctively try to render their own misconduct non-obvious.
It is not uncommon for individuals to communicate using euphemisms or coded language or to
communicate using alternative channels. In some cases, individuals will attempt to obfuscate
through the use of misleading file names or changes to file extensions. And, as we also noted
above, some individuals will also attempt to destroy evidence if given the opportunity.
To overcome these challenges, the analysis and review process must be undertaken with these
realities in mind, and it must be carried out in a way that will help you find these well-hidden
needles.
Strategies for Nuanced Analysis and Review
Thankfully, there are a variety of tools and techniques you can employ to help you find hidden
things and other unknown unknowns:
Random Sampling
One of the most useful tools for effective early case assessment, analysis, and review planning
is random sampling. Random sampling is not susceptible to our biases and blind spots the way
keyword searches are. It provides a cross-section of everything you have, including the
unknown unknowns. It provides examples of the different kinds of language used by relevant
individuals in different contexts, which in turn helps you identify language that stands out as
atypical. If executed formally, it can even provide you with reliable estimates of how prevalent
different types of material are in your overall collection.
Frequency Analysis
Many modern discovery tools make possible some form of frequency analysis. Rather than just
testing various search strings and filters, frequency analysis tools show you all of the values of a
particular type present in a given set of materials and tells you how frequently they occur. For
example, you might be able to review a list of email correspondents for a particular custodian
to learn who they correspond with most often and to look for any names that shouldn’t be
10
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there. Or, a list of all frequently-occurring short phrases (e.g., 2-4 words) could be generated
and reviewed to look for new potential search phrases and potentially-relevant euphemisms or
coded language. As with random sampling, such analysis can reveal things for which you would
not otherwise have known to look.
Conceptual Analytics
Conceptual analytic tools include concept searching, concept clustering, and find-more-like-this
features. Conceptual tools look at patterns of language rather than the specific language itself
to facilitate searching and sorting that is more tied to contextual meaning than to precise
phrasing. As with random sampling and frequency analysis, these tools are useful for finding
things when you don’t know exactly what you’re seeking. Conceptual searching will return
related results even if the exact words don’t match; conceptual clustering can reveal topics you
didn’t know were there; and, find-more-like-this features can extrapolate from one relevant
document – or even from a synthetic example of your creation – to find similar documents in
your collection.
Email Threading (and Multi-Source Coordination)
When investigating individuals’ conduct, email threading features are very helpful for
understanding the sequence of relevant communications and the individuals involved. Many
discovery tools now offer visualization features built off of a threading analysis to let you map
the flow of communication. It is also often critical in investigations to be able to aggregate
material from multiple communication sources in a chronological way. It is not uncommon for
a conversation to begin in email, continue in an instant messaging tool, and conclude in SMS
text messages. Only with all of the pieces in one place can the full sequence of events be
reviewed.
Technology-Assisted Review
As we noted above, technology-assisted review can be used freely during internal investigations
(and in many agency-initiated investigations). In addition to providing the speed advantage we
discussed, technology-assisted review also extends the conceptual analytics advantage into
your review process – taking your decisions and extrapolating from them based on semantic
patterns rather than precise wording. Broadly speaking, TAR, comes in two varieties:
•

TAR 1.0 is used to refer to the initial, categorization-based workflows offered in
eDiscovery – many of which were, and are, referred to as predictive coding. Broadly
speaking, these workflows involve leveraging a sampling process to create a training set
or seed set (i.e., a user-defined cluster or clusters), which the chosen software than uses
to find other similar documents.
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•

TAR 2.0 (often referred to as “continuous active learning” 11) is used to refer to more
recent workflows developed to leverage new tools based on a mathematical approach
called “support vector machines” 12 (SVM). These workflows emphasize speed over
structure, and so, they work best in situations – like investigations – where there is a
clear, binary classification decision to make and where family groups and other
contextual factors are less important than overall speed.

Forensic Analysis and Investigation
Finally, in the event that your analysis or review reveals gaps in the collection (or that you have
other reasons to believe spoliation may have taken place), forensic analysts can undertake a
variety of investigative steps to attempt to recover deleted materials or to determine user
activities on a given device (e.g., to document data theft or destruction).

11
12
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THE NEED TO BE PREPARED FOR LATER LITIGATION
“Well it's a mess, ain’t it Sheriff?
If it ain’t, it'll do till the mess gets here.”
- Joel and Ethan Coen, No Country for Old Men 13
As we noted at the beginning, time pressure is great in most investigative scenarios.
Particularly when you are working to assess an internal issue, the desire to find out the facts
and mitigate the risks can make speed feel like the overriding priority – a priority overriding
even normal discovery processes. When it’s just an internal investigation, why not skip forensic
collection? Why not focus on fact-finding over process documentation? Why worry about
preservation?
The Mess before the Mess
Despite the obvious incentives to rely on informal, ad hoc methods to handle the ESI discovery
required for an internal investigation, there is a good reason not to succumb to the temptation:
most investigative scenarios carry within them the potential for later litigation. For example:
•
•
•

Investigating complaints about interpersonal misconduct leads to an employee’s
termination, which leads to a suit alleging wrongful termination or a suit from those coworkers affected by the misconduct
Investigating questionable transactions leads to the discovery of employee regulatory
violations, which leads to self-reporting to a regulatory agency and their formal
investigation
Investigating accounting irregularities leads to the discovery of employee fraud, which
leads to the issuance of revised financial statements, which leads to shareholder
lawsuits

As we discuss in Chapter 9 – Conducting Effective Legal Holds, the duty to preserve documents
can arise before a case is actually filed or commenced, because the duty arises not when there
is litigation but when there is reasonable anticipation of litigation (or agency action, etc.). As
explained in “Guideline 1” of The Sedona Conference Commentary on Legal Holds14:
A reasonable anticipation of litigation arises when an organization is on notice of a
credible probability that it will become involved in litigation, seriously contemplates
initiating litigation, or when it takes specific actions to commence litigation. [emphasis
added]
Many of the same things that trigger an internal investigation could also count as notice of a
credible probability of eventual litigation related to the underlying events. This will not be true
13
14
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in all investigative scenarios, but in the many where it is, a failure to look past the immediate
information need to later legal obligations can result in inadvertent spoliation and other
discovery complications.
Avoiding later sanctions and process challenges is a strong incentive to take a more formal
approach from the beginning of many internal investigations.
Being Prepared for Later Litigation
To ensure preparedness for later litigation, there are three main things that need to be
addressed during your internal investigation: preservation, forensic defensibility, and process
documentation.
Preservation
The most important aspect of being prepared for potential later litigation is ensuring that
relevant materials are not lost or destroyed. Even if the possibility of litigation is still too
tenuous to have definitely triggered the duty to preserve, behaving as though it has will ensure
relevant materials survive until you are sure. Taking steps to create backup copies of relevant
email inboxes, file stores, or devices can be done even before you are sure you need to issue a
hold or take other formal discovery steps. If the investigation reveals nothing, the backups can
always be deleted later, but if the investigation reveals a serious issue, lost materials may not
be recoverable later.
Forensic Defensibility
The next most important aspect of being prepared for potential later litigation is ensuring that
the ESI materials you do collect in your investigation are collected in a forensically defensible
manner. The desire for speed may make it tempting to review original files in situ or to have
individuals forward relevant emails to you, but such actions can alter metadata, alter files, and
create evidentiary problems in later litigation. Ensuring that your ESI is collected in a
forensically-sound manner that preserves unaltered metadata, working with copies rather than
original files, and documenting the chain of custody from the point of collection forward will
ensure that your ESI evidence is ready for use in any later litigation.
Process Documentation
Finally, documenting your investigative process, decisions, and reasoning – particularly with
regard to your preservation and collection steps – is invaluable in the event of later litigation.
Sources are numerous and varied, ESI materials voluminous and complex, and investigations
nonlinear. In an investigation of any size or length, you will not be able to recall all the details
of what was collected and when, of what was preserved and why, or of what rationales
supported other key decisions. Documenting these things as you go – as though in discovery –
will ensure you have the records you need to effectively transition to discovery later or to
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explain your processes if challenged (and many later legal evaluations turn on knowledge at the
time, as we discuss in Chapter 17 – Proportionality).
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MODERN CHALLENGES
“I never look back, darling. It distracts from the now.”
- Brad Bird, The Incredibles 15
We discuss, in Chapter 9 – Conducting Effective Legal Holds, the endless evolutionary march of
consumer technology and the challenges it poses in litigation. New devices and methods of
communication are developed regularly, and popular ones are adopted by consumers rapidly.
No one got in trouble for failing to preserve text messages, until they did 16 and did 17 and did.18
The same thing was true for social media, 19 and it will soon be true for some other, newer
technology. In the investigations context, concerns about spoliation sanctions may not apply,
but losing – or missing – the information you need for your investigation is still an undesirable
outcome for the organization.
Mobile Devices and BYOD
As we discuss in Chapter 15 – Mobile Devices, mobile devices are a growing challenge for both
litigation and investigations. Mobile devices – smartphones in particular – have become
ubiquitous for both personal and business life. Like all consumer technology, there are a
plethora of models and types available, and new ones are released by each maker each year.
And, because a majority of companies now have or are planning to adopt BYOD-friendly
policies, 20 organizations are likely to have a much wider variety of smartphones as potential
sources than computers (which still tend to be organization-selected and issued).
Smartphones are more difficult, more costly, and more time-consuming to collect and process
than computers, and the difficulty, cost, and time can vary from model to model, from maker to
maker, and from operating system to operating system. Unlike your enterprise systems, these
mobile devices may have automatic janitorial functions that you cannot control or suspend.
Moreover, employees may feel more tempted to delete informal messages from their personal
devices than they would to delete organization files from an organization computer (see, e.g.,
Hosch, 21 Stinson, 22 and Brown Jordan 23).
For all of these reasons it is crucial to consider early in an investigation whether mobile devices
belonging to key players may be sources of relevant ESI. If they are, performing those

15
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19
https://cases.justia.com/federal/district-courts/nevada/nvdce/2:2012cv01215/88734/75/0.pdf
20
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21
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22
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23
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collections should become an immediate priority, both to allow the extra time that will be
needed for them, and to reduce the risk of accidental loss or intentional deletion.
Alternate Communication Channels
Beyond the growing importance of smartphones and other mobile devices, new communication
channel alternatives are multiplying and growing in popularity. For example, messaging
services like WhatsApp were insignificant just a few years ago, and now 72% of American adults
use them.24 Until recently, ephemeral messaging apps that auto-delete messages did not exist,
and now, they are used by 56% of smartphone owners ages 18-29. 25
Usage of alternative communication channels is growing inside companies too. Uber made
headlines26 in November 2017 when an employee testified about the company’s internal use of
ephemeral messaging app Wickr, 27 and Uber is not alone. 28 In 2014, less than a year after its
launch, instant messaging software Slack became the fastest-growing workplace software
ever, 29 and its rapid adoption 30 has only continued. Employees are communicating with each
other more rapidly and in more ways and places than ever before.
Because of this reality, your list of sources and source types to consider in your investigations
must evolve over time as your organization evolves in its official software offerings and as its
employees evolve in their day-to-day behavior. This is particularly important in investigations
in which you suspect intentional employee misconduct, because bad actors may use
unsanctioned alternative channels in an attempt to hide their actions.

24
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28
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KEY TAKEAWAYS
There are five key takeaways from our review of eDiscovery in investigations:
1. Investigations carry all of the eDiscovery challenges typical in litigation, with the
potential added challenges of greater time pressure and intentional obfuscation or
spoliation
2. Because speed and, at times, secrecy are critical in investigations, moving swiftly to
undertake collection is critical and may need to be begun prior to hold distribution
3. Because most individuals instinctively try to render their own misconduct non-obvious,
sampling, frequency analysis, and advanced analytic tools should be leveraged to help
find relevant language and reveal unknown unknowns in collected documents
4. Despite the incentives to cut procedural corners during an investigation, the need to be
prepared for potential litigation later means that preservation, forensic soundness, and
process documentation should not be overlooked as you proceed
5. Smartphones and other mobile devices, as well as new messaging applications and
other alternative communication channels, are rapidly growing in popularity and
importance and should not be overlooked when considering sources for an investigation
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UNIT 3 - EDISCOVERY ADVANCED TOPICS

CHAPTER 15
MOBILE DEVICES

A Supercomputer in Every Pocket

"Phenomenal cosmic power,
itty bitty living space"

A SUPERCOMPUTER IN EVERY POCKET
When the ENIAC computer was dedicated in 1946, it required 18,000 vacuum tubes, 1 weighed
over 30 tons filling more than 1,500 square feet, 2 and cost more than $6,000,000 3 (inflation
adjusted to 2016). In 1996, a team of engineering students recreated ENIAC on a single 8mm x
8mm chip 4 using modern transistors – and it was still 20 times faster than its namesake. Today,
the average smartphone “has more computing power than the computers used during the
Apollo era.” 5
And, the vast majority of your key players and other custodians will have one in their pocket.
Ubiquity and Usage
Smartphones are owned by more than 198 million people in the United States, 6 and 65% of all
minutes spent 7 on digital devices in the U.S. are spent on smartphones or tablets rather than
desktop or laptop computers. Globally, 25% of Internet users 8 only use the Internet via mobile,
and that percentage is growing year-over-year.
In the United States, 50% of all digital minutes 9 are spent in smartphone apps, with those
between 18 and 24 years of age 10 spending 66% - more than 3 hours per day. Social media
and instant messaging are the leading uses, accounting for 21% of all mobile usage minutes 11 in
the U.S. Social media and communication applications all dominate the list 12 of top U.S. apps:
•
•
•
•

#1 App – Facebook, 81% market penetration
#3 App – Facebook messenger, 68% market penetration
#6 App – Instagram, 50% market penetration
#7 App – Snapchat, 50% market penetration

Additionally, at least 93% of smartphone users 13 use text messaging for communication.

1

http://www.computerhistory.org/revolution/birth-of-the-computer/4/78
http://www.smithsonianmag.com/history/the-brief-history-of-the-eniac-computer-3889120/
3
https://en.wikipedia.org/wiki/ENIAC
4
https://www.seas.upenn.edu/~jan/eniacproj.html
5
https://www.nasa.gov/audience/foreducators/diypodcast/rocket-evolution-index-diy.html
6
http://www.comscore.com/Insights/Rankings/comScore-Reports-February-2016-US-Smartphone-SubscriberMarket-Share
7
http://www.comscore.com/Insights/Presentations-and-Whitepapers/2017/The-Global-Mobile-Report
8
http://www.comscore.com/Insights/Presentations-and-Whitepapers/2017/The-Global-Mobile-Report
9
http://www.comscore.com/Insights/Presentations-and-Whitepapers/2017/The-2017-US-Mobile-App-Report
10
http://www.comscore.com/Insights/Presentations-and-Whitepapers/2017/The-2017-US-Mobile-App-Report
11
http://www.comscore.com/Insights/Presentations-and-Whitepapers/2017/The-Global-Mobile-Report
12
http://www.comscore.com/Insights/Presentations-and-Whitepapers/2017/The-2017-US-Mobile-App-Report
13
http://www.smarsh.com/whitepapers/2016-electronic-communications-compliance-survey-report/
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A new Communications Market Report from Ofcom 14 has provided a picture of smartphone
usage in the United Kingdom. According to the report, 78% of people in the UK own a
smartphone, and 95% of people ages 16-24 own a smartphone. “The smartphone is now the
device people say they would miss the most,” and “[p]eople in the UK now check their
smartphones, on average, every 12 minutes of the waking day.” Additional insights from the
report include:
•
•
•
•

72% of people access the internet on their smartphone, and 72% of adults say their
smartphone is their most important device for accessing the internet
Users spend an average of 2 hours 28 minutes a day online on a smartphone
o It’s 3 hours 14 minutes among 18-24s
71% of users say they never turn off their smartphone
78% of users say they could not live without it

Business Realities
But, what about business use? The shift from traditional computers to mobile devices is
affecting the way employees conduct business too. As of 2015, 80% of people 15 were using
texting for business purposes. Another recent survey 16 found that, in 42% of financial services
organizations, employees had requested authorization to use text messaging for business –
double the 21% reported in 2016. The same survey 17 found that 83% of organizations now
allow employees to use their personal devices for business communication. In another recent
study from Oxford Economics 18 (commissioned by Samsung), “[n]early 80 percent of the
survey’s respondents [said] their employees can’t do their jobs effectively without a mobile
phone, and three-quarters [said] mobile devices are essential to their business workflows.”
In the financial services survey 19 referenced above, 23% of the respondents “have no or
minimal confidence that their firm is capturing and archiving all business messages sent via
mobile devices.” And mobile devices were rated as the number 2 concern overall, up from
number 14 the year before. Another recent survey of corporate managers and executives
responsible for mobile devices within their organizations20 revealed that the majority’s top
concern was “corporate data finding its way onto employee-owned personal mobile devices.”

14

https://www.ofcom.org.uk/about-ofcom/latest/features-and-news/decade-of-digital-dependency
http://www.eweek.com/small-business/businesses-texting-grows-more-widespread.html
16
http://www.smarsh.com/whitepapers/2017-electronic-communications-compliance-survey-report/
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http://www.smarsh.com/whitepapers/2017-electronic-communications-compliance-survey-report/
18
https://insights.samsung.com/2018/06/06/the-state-of-enterprise-mobility-in-2018-five-key-trends/
19
http://www.smarsh.com/whitepapers/2017-electronic-communications-compliance-survey-report/
20
http://www.legaltechnews.com/id=1202784472756/Corporate-EDiscovery-Struggles-With-Employee-MobileDevice-Proliferation
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Litigation Realities
As a result, mobile devices are turning up frequently as relevant sources in litigation. According
to a recent litigation trends survey, 21 roughly half of all litigation matters in 2015 and 2016
involved preservation and/or collection of mobile device data. Of the mobile devices
implicated in 2016, 93% were smartphones.22 This trend is an area of concern for those tasked
with communication compliance and preservation.
Cellebrite – maker of forensic tools for mobile devices 23 – recently released its 2019 Report on
Industry Trends for Law Enforcement, 24 which found that 25 smartphones were far and away the
most common source of digital evidence “with 91% of respondents indicating that evidence
sources from smartphones were an evidence source ‘very frequently’ (81%) or ‘frequently’
(10%),” while “[c]omputers were a distant second at 52%.” For example, in one high-profile
criminal case, 26 police pieced together a trail of ESI evidence that included: Tinder profiles,
Snapchat photos, Facebook videos, iPhone forensic analysis, phone pings and GPS locations,
and more. Interestingly, a circuit split has now arisen 27 over whether compelling biometric
unlocking of a mobile device violates the privilege against self-incrimination in the same way as
compelling the provision of a password.
As smartphones and social media communication channels have become more frequent
sources, so too have emoji 28 (or emoticons29) shown up more frequently in cases. According to
the tracking efforts of a law professor, 30 almost a third of all cases over the last fifteen years
referencing emoji and emoticons appeared in 2018. Examples range from landlord disputes to
sex trafficking cases. Emoji create challenges of interpretation due to their inherent ambiguity,
their context dependency, and their differing appearances from platform to platform.
About This Chapter
In this chapter, we will review several aspects of the mobile device discovery challenge,
including: what kinds of materials and information they contain; available collection options
and applicable limitations; management and review of acquired mobile materials; relevant case
law on the discovery of mobile device data, and available guidance on BYOD policy and
practice.
21
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A DIFFERENT DIARY IN EVERY POCKET
What We Mean by “Mobile Devices”
When we refer to mobile devices, we are referring to a much larger and more diverse category
than when we talk about computers. In a given organization, employees are likely to have only
a few different models of laptop or desktop in use, and those models are likely to be
substantially similar – often all from the same hardware maker and well-documented by IT.
Mobile devices, because of Bring Your Own Device (BYOD) policies and the nature of consumer
technology, are a very different story.
Smartphones are far and away the most used type of mobile device (57% of all digital minutes,
compared to just 9% for tablets 31). Because of their importance, most organizations want their
employees to use them for work, and employees typically want to be able to work on them.
But, smartphones are expensive, users have strong feelings about which one they use, and
employees are more productive when not switching between two mobile devices. 32
So, the trend over the last decade has been towards allowing employees to bring their own
device and connect it to company email and other mobile services. A majority of companies
now have or are planning to adopt BYOD-friendly policies, 33 and many organizations are
planning to start requiring employees to bring their own device. 34 In another recent study from
Oxford Economics 35 (commissioned by Samsung), a majority of employers are relying either
fully or partially on BYOD policies for employees’ devices:
•
•
•

17% of enterprises provide mobile phones to all employees
31% provide mobile phones to no employees and rely fully on BYOD
52% employ “some kind of hybrid approach, in which certain employee groups receive
corporate-issued phones based on job function or seniority”

Companies are also still split on how to handle the costs associated with employees’ mobile
devices, “with some businesses paying for devices and service plans outright, some sharing costs
with employees and others letting employees foot the whole bill.” As a result, a BYOD
organization will have a veritable cornucopia of different smartphones in use by its employees.
The nature of consumer technology compounds this problem. New smartphone models are
released by major manufacturers every year. Multiple variations on each new model are
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http://www.comscore.com/Insights/Presentations-and-Whitepapers/2017/The-2017-US-Mobile-App-Report
https://www.voxer.com/blog/six-ways-byod-increases-enterprise-productivity-and-profits/
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http://www.zdnet.com/article/research-74-percent-using-or-adopting-byod/
34
https://www.cio.com/article/2386248/half-of-companies-will-require-byod-by-2017--gartner-says.html
35
https://insights.samsung.com/2018/06/06/the-state-of-enterprise-mobility-in-2018-five-key-trends/
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released at the same time to appeal to different consumers, and competition over features has
led to devices bristling with data recording sensors and a range of hardware 36:
The latest smart phones contain a microphone, fingerprint reader, barometer,
accelerometer, compass, gyroscope, three radio systems, near field communications
capability, proximity, touch, light and moisture sensors, a high-resolution still and video
camera and a global positioning system.
Some people replace their smartphone every two or more years when they are able to or need
to, while others get each year’s new model to have the latest technology. And, like with the
PC/Mac divide, there are two major operating systems in use across these myriad devices:
Android (from Google, in use by many makers) and iOS (from Apple, exclusive to Apple devices).
Our Ghosts in the Machine
In 2014, the Supreme Court summed up the kind of all-encompassing data source that
smartphones have become:
First, a cell phone collects in one place many distinct types of information – an address, a
note, a prescription, a bank statement, a video – that reveal much more in combination
than any isolated record. Second, a cell phone’s capacity allows even just one type of
information to convey far more than previously possible. The sum of an individual’s
private life can be reconstructed through a thousand photographs labeled with dates,
locations, and descriptions . . . . Third, the data on a phone can date back to the
purchase of the phone, or even earlier. . . .
Finally, there is an element of pervasiveness that characterizes cell phones . . . it is no
exaggeration to say that many of the more than 90% of American adults who own a
cell phone keep on their person a digital record of nearly every aspect of their lives –
from the mundane to the intimate. [emphasis added]
Riley v. California, 573 U. S. ____ (2014). 37
These digital records can include a wide variety of phone-specific materials, mobile application
and Internet specific materials, and traditional personal computing materials:
•

36
37

Phone-Specific Materials: call logs, SMS (short messaging service) text messages, MMS
(multimedia messaging service) messages, voicemails, contacts

http://www.craigball.com/Ball_ Mobile_2015.pdf
https://www.supremecourt.gov/opinions/13pdf/13-132_8l9c.pdf
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•

Mobile Application and Internet Materials (Smartphones or Tablets): iMessage
messages, voice memos, notes, photos, videos, music files, navigation history, GPS data,
Wi-Fi network history, links/favorites, search history, browsing history

•

Traditional PC Materials (Smartphones or Tablets): Word documents, Excel
spreadsheets, PowerPoint presentations, PDF files, email (work and personal), calendar
(work and personal), contacts (work and personal)

A single modern smartphone will routinely contain thousands upon thousands of unique
records, when all of these types of materials are considered together.
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A NEW COLLECTION PUZZLE IN EVERY POCKET
Tools for Acquisition
Because of the huge diversity in smartphone and tablet hardware and software, collecting from
these sources poses special challenges and requires special tools. These tools are collection kits
akin to those used for forensic acquisitions from traditional computer sources, but they feature
connection options for all of the common mobile standards and more specialized software for
interfacing with the wide range of potential data formats, file systems, etc.
The time required to execute these collections can also be much greater, with a 64GB iPhone
potentially taking longer to capture than a 640GB hard drive. 38 Device collections must also
currently be done in person, with the physical device and the custodian’s password(s).
Although Mobile Device Management 39 software can facilitate remote deletions of company
data, none can yet facilitate remote collections. Collection from a cloud-based device backup,
rather than from the device itself, is sometimes a feasible alternative that can be performed
remotely.
Additionally, the ever-expanding use of stronger and stronger encryption techniques can create
more delays and challenges, with some data being functionally unobtainable without the
necessary passwords.40 Last summer, it was revealed that Apple would close an iPhone security
hole 41 that had been widely used to crack devices, and additional iOS updates last fall affected
the ability to reliably collect from iCloud backups instead of from devices, as well as rendering a
popular iPhone cracking tool ineffective. 42
There are now many specialized tools available for mobile acquisitions, with the most powerful
costing thousands of dollars per kit/license. The most widely used tools come from Cellebrite.43
Other options, with various strengths, weaknesses, and specialties, are available from
companies including: MSAB, 44 Magnet Forensics, 45 Paraben, 46 Oxygen Forensics, 47 BlackBag
Technologies,48 and Elcomsoft.49

38

http://www.craigball.com/Ball_ Mobile_2015.pdf
https://en.wikipedia.org/wiki/Mobile_device_management
40
http://www.craigball.com/Ball_ Mobile_2015.pdf
41
https://www.nytimes.com/2018/06/13/technology/apple-iphone-police.html
42
https://appleinsider.com/articles/18/10/24/apples-ios-12-update-breaks-iphone-cracking-graykey-forensic-tool
43
http://www.cellebrite.com/
44
https://www.msab.com/
45
https://www.magnetforensics.com/magnet-acquire/
46
https://paraben.com/
47
https://www.oxygen-forensic.com/en/
48
https://www.blackbagtech.com/software-products/mobilyze.html
49
https://www.elcomsoft.com/emfb.html
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Types of Acquisition
When executing mobile device acquisitions, there a range of options similar to those available
when conducting traditional computer drive acquisitions. The precise options available to you
will depend on the specific source device, the operating system and security settings active on
it, and the acquisition tool you are employing. Generally, though, you will have a choice
between a full physical acquisition, a file system acquisition, and a logical acquisition.
Full Physical Acquisition
Full physical acquisitions are attempts to image every bit of stored data from the device’s
memory, including both active files and any files or fragments in unallocated space 50 (i.e.,
deleted files). This type of acquisition “is the most complete, [but] it is also the slowest and
hardest to obtain.” 51 A device may need to be rooted or jailbroken 52 to facilitate a full physical
image.
File System Acquisition
A file system acquisition is a step down in completeness but also somewhat easier to
accomplish. It will capture everything stored and documented within the device’s file system,
including system files and hidden files, without proceeding beyond that (i.e., everything but the
deleted files and fragments in the unallocated space).
Logical Acquisition
Finally, a logical acquisition is another step down in completeness but also another step up in
ease. This will capture files and directories that are available through applicable application
programming interfaces53 (e.g., message databases, contacts files, etc.).
Regardless of approach chosen, it’s important to remember that unlike laptop and desktop
acquisitions, which have become very standardized, mobile acquisitions are quite variable and
frequently require some amount of custom puzzle solving from technicians.
Challenges after Acquisition
Mobile device data presents additional challenges after its acquisition. First, for physical
acquisitions, the captured data will need to be decoded from one big block of binary data into
individual files and records of discernible, readable types. (For logical acquisitions, the data is
captured with that original structure still intact.) Much of this work is done by the software
50

https://en.wikipedia.org/wiki/Glossary_of_digital_forensics_terms
http://www.craigball.com/Ball_ Mobile_2015.pdf
52
https://www.pcworld.com/article/249091/geek_101_what_is_jailbreaking_.html
53
https://en.wikipedia.org/wiki/Application_programming_interface
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component of your acquisition tool, but some materials may require manual analysis by a
forensic technician (especially anything recovered from unallocated space).
Next, the decoded files captured from the device must be exported from the acquisition
software so that they can be incorporated into the overall eDiscovery project workflow for
assessment, review, and production. Unfortunately, these tools do not generally export these
materials – potentially thousands of discrete records per device – in a way optimized for later
review. Instead, it is common for them to output all the decoded files as a single exported
document. This long multi-page PDF or large multi-tab spreadsheet is cumbersome to work
with and not suitable for loading into a document review platform. Additional work is needed
to break those concatenated records out into individual files for integration into the project.
Some third-party service providers have created custom software solutions for these steps,54
and Cellebrite has recently collaborated with Relativity on a software solution 55 for simplifying
the process of turning Cellebrite mobile device collection outputs into Relativity review
platform inputs.

54

https://qdiscovery.com/qdiscovery-announces-qmobile-for-analyzing-mobile-data-in-relativity/
https://www.law.com/legaltechnews/2019/05/28/cellebrite-relativity-team-up-for-mobile-e-discoveryplatform-legalview/
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A NEW MOBILE DEVICES CASE EVERY FEW MONTHS
In this case law survey, we will briefly review twenty cases from across the past seven years
that have touched on mobile device discovery issues. We will first review them in chronological
order and then discuss the key takeaways that we can distill from them as a group:
•

E.E.O.C. v. Original Honeybaked Ham Co. of Georgia, Inc., No. 11-cv-02560-MSK-MEH
(D. Colo. Nov. 7, 2012)56
o In this case from late 2012, the Magistrate Judge allowed the discovery of not
just email but social media communications and text messages as well. In
discussing the novelty of social media and mobile device discovery, he wrote:
If there are documents in this folder that contain information that is
relevant or may lead to the discovery of admissible evidence relating to
this lawsuit, the presumption is that it should be produced. The fact that
it exists in cyberspace on an electronic device is a logistical and,
perhaps, financial problem, but not a circumstance that removes the
information from accessibility by a party opponent in litigation.
[emphasis added]

•

Garcia v. City of Laredo, 702 F.3d 788 (5th Cir. Dec. 12, 2012)57
o In this case, the Fifth Circuit addressed the question of whether or not the data
on mobile phones and other mobile devices is protected by the Stored
Communications Act (“SCA”). It concluded that it is not:
An individual's personal cell phone does not provide an electronic
communication service just because the device enables use of electronic
communication services, and there is no evidence here that the
Defendants ever obtained any information from the cellular company or
network. Accordingly, the text messages and photos stored on Garcia's
phone are not in "electronic storage" as defined by the SCA and are thus
outside the scope of the statute. [emphasis added]

•

In Re: Pradaxa, No. 3:12‐md‐02385-DRH-SCW (S.D. Ill. Dec. 9, 2013)58
o In Case Management Order 50 of this consolidated multi-district litigation, the
Judge ruled on a motion for sanctions over failure to preserve text messages on
employee phones (among other issues). On that issue, the party argued that the
newness and burden of text messages as a source should shield them from
serious sanctions, but the Judge was not convinced:

56

https://issuu.com/karenhaase/docs/eeoc_v_honeybaked_ham_co
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The basis for their argument seems to be that text messages are a less
prominent form of communication and that the production of text
messages is too burdensome. As to the former, text messages are
electronically stored information, it does not matter that text
messaging is a less prominent form of communication . . . . There is no
question the defendants owed a duty to preserve this material. As to
the latter . . . . The defendants cannot simply make a unilateral decision
regarding the burden of a particular discovery request and then allow the
information that is the subject of the discovery request to be destroyed.
[emphasis added; internal citations omitted]
For this failure to preserve text messages, as well as the other discovery failures
covered in the motion, they paid a monetary sanction of $931,500.
•

Hosch v. BAE Systems Information Solutions, Inc., No. 1:13-cv-00825-AJT-TCB (E.D. Va.
Apr. 24, 2014)59
o In this case, the Plaintiff was ordered to turn over his iPhone and Blackberry for
forensic examination because expected materials that were missing from his
productions. When they were examined, it was determined that he had “wiped”
them recently:
On that device alone, plaintiff permanently deleted all text messages, call
logs, email data, voicemails, internet history and bookmarks, pictures,
network activity history, contacts, calendars, notes, applications, social
media, and video stored on the device. Plaintiff similarly deleted two
years' worth of information from his Blackberry device before producing it
to defendant.
The extent, significance, and apparent intentionality of the spoliation (of both
mobile device data and other materials) led the Judge to apply terminating
sanctions, dismissing his suit with prejudice. The Plaintiff was also ordered to
pay $55,755 in fees and $53,164.89 in costs.

•

59
60

Small v. Univ. Med. Center of S. Nevada, No. 2:13-cv-00298-APG-PAL (D. Nev. Aug. 18,
2014)60
o In this case the Special Master recommended case-dispositive sanctions against
the Defendant for failing to preserve several key sources of information and for
other discovery failures and misrepresentations. Mobile devices were one of the
key areas of failure discussed in the recommendations:

https://cases.justia.com/federal/district-courts/virginia/vaedce/1:2013cv00825/297199/91/0.pdf
https://scholar.google.com/scholar_case?case=9174085198509227705
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UMC represented to the Court that it would produce text messages on
January 17, 2013. Yet, UMC’s counsel and executives failed to instruct
Kisner to preserve evidence until January 21, 2014. This delay in
instruction caused the wiping of a substantial number of text messages
prior to UMC’s text message production. [internal citations omitted]
...
Taking the 26,374 text messages identified by Sprint as having been sent
or received since November 19, 2012 and subtracting the 64 text
messages UMC produced, one finds that approximately 26,310 messages
were lost or deleted by UMC prior to UMC making its production of text
messages.
•

Rajaee v. Design Tech Homes, No. H-13-2517 (S.D. Tex. Nov. 11, 2014) 61
o In this case, an employer that allowed employees to use their personal mobile
devices for work communications used its remote device access to initiate a
factory reset of a terminated employee’s personal iPhone. This deleted both the
business communications on the device and all of the employee’s personal
contacts, messages, photos, videos, passwords, etc. The employee sued over
the loss on several different legal grounds, including violations of the Electronic
Communications Privacy Act (“ECPA”) and the Computer Fraud and Abuse Act
(“CFAA”). The federal District Court concluded that the data on his mobile
device was not protected by the ECPA, and the types of losses he incurred were
not covered by the CFAA. The case was then transferred to state court to
proceed on other legal grounds.

•

Stinson v. City of New York, No. 10 Civ. 4228 (S.D.N.Y. Jan. 2, 2016)62
o In this class action lawsuit, the Defendant was chastised and sanctioned for a
variety of preservation and discovery failures, including some related to text
messages from mobile devices. The Court wrote:
The City similarly failed to make any effort to preserve text messages sent
between NYPD personnel using department-issue smartphones . . . those
devices were within the possession, custody, or control of the City, and
were subject to the same preservation obligations as the City’s other ESI.
Finding gross negligence on the part of the Defendant, the Court applied a
permissive adverse inference instruction.

61
62
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•

NuVasive, Inc. v. Madsen Med. Inc., No. 13cv2077 BTM(RBB) (S.D. Cal. Jan. 26, 2016)63
o In this case, relevant text messages on some mobile devices were lost – some
because employees were unaware of the hold and some because of device
replacements. Although a hold had been issued, confirmation from recipients
was never obtained, and compliance with the hold was not monitored. Initially,
under pre-amendments analysis, the Court granted an adverse inference
instruction based on the negligence shown, but it reconsidered that decision
after the December 2015 FRCP amendments became effective. Amended Rule
37(e) requires evidence of intentionality for adverse inferences, and since there
wasn’t any, the Court allowed presentation of evidence about the loss instead.

•

First Financial Security., Inc. v. Lee, No. 14-1843 (D. Minn. Mar. 8, 2016) 64
o In this case, text messages were of critical relevance to the question of whether
the Defendant former employees had induced contractors to follow them from
the Plaintiff to their new employer. Text messages were repeatedly requested,
and their production was ordered, but “thousands” were deleted or lost:
Notably . . . there is a suspicious dearth of text messages from June
through October of 2014. Phone records show that defendants sent or
received thousands of text messages during this period. Defendants'
account of their accidental destruction of text messages . . . does not fully
explain this gap, even if that account is true. [emphasis added; internal
citations omitted]
Ultimately, the Court concluded that the Defendants’ discovery misconduct
(including both this failure and others) was willful and awarded sanctions,
including adverse inference instructions and attorneys’ fees and costs.

•

Living Color Enterprises, Inc. v. New Era Aquaculture, Ltd., No. 14-cv-62216MARRA/MATHEWMAN (S.D. Fla. Mar. 22, 2016)65
o In this case, a large number of relevant text messages were lost due to a
combination of deletion by individuals unaware of the hold and automatic
deletion of older messages, which had not been suspended. Most of the
messages were recovered from an alternative source, though some could not be.
Applying the amended version of Rule 37(e), the Court concluded that there was
no evidence of prejudice, since most messages had been recovered (and there
was no evidence the lost ones were critical or materially different), and no
evidence of intent to deprive, so no sanctions were granted.

63
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•

Brown Jordan Int’l, Inc. v. Carmicle, Nos. 0:14-CV-60629, 0:14-CV-61415 (S.D. Fla. Mar.
2, 2016)66
o In this case, a terminated employee locked, “lost,” or wiped/reset a variety of
devices containing relevant evidence, including: both an employer-issued and a
personal laptop computer; both an employer-issued and a personal iPad; both
an employer-issued and a personal iPhone; and, his wife’s computer. In
awarding sanctions for this misconduct, the Court wrote:
Applying Rule 37(e), as amended, the Court now concludes that Carmicle
should have preserved electronically stored information on his personal
iPad, . . . the Company-owned iPad, . . . [and] personal iPhone . . . in
anticipation of litigation, and that this information was lost because
Carmicle failed to take reasonable steps to preserve it. . . . Because the
Court finds that Carmicle acted with the intent to deprive . . . , the Court
will presume that the lost information was unfavorable to Carmicle.
[emphasis added]

•

First Niagara Risk Mgt., Inc. v. Folino, 317 F.R.D. 23 (E.D. Pa. Aug. 11, 2016) 67
o In this case, the plaintiff former employer sought to compel searches of the
defendant former employee’s electronic devices for relevant text messages and
emails, and the Defendant opposed this request on several grounds, including its
disproportionate burden. In addressing this opposition, the Court provided a
factor-by-factor proportionality analysis using the updated list of factors in
amended Federal Rule of Civil Procedure 26 68:
To analyze his defense we again use the factors from the recentlyamended Rule 26. The issues at stake are of grave importance to First
Niagara, who has allegedly uncovered a plan by one of its top executives
to start a competing business and employing former First Niagara
employees. The first factor therefore weighs in favor of granting First
Niagara’s motion. The amount in controversy is unknown at this time, so
the second factor weighs in favor of Folino, who avers that unknown
damages cannot justify exorbitant discovery requests. Folino has access
to the information on his emails and text messages while First Niagara
does not, so the third factor weights in favor of First Niagara. The
parties’ resources weigh in favor of neither party because, while First
Niagara is a corporation and Folino is an individual, his complaints about
costs ring hollow from someone who just sold two companies for over $5
million. The importance of discovery in resolving the issues in this case
weighs heavily in favor of First Niagara, who needs to conduct broad
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discovery to uncover the scope of Folino’s alleged misdeeds. Finally, as to
the sixth factor, the burden or expense of discovery for Folino, which is
substantial, does not outweigh the benefit of discovery for First
Niagara, who, again, has uncovered evidence that one of its top
executives may have started a competing company while under its
employ. Weighing these factors makes clear that the potential harm
First Niagara's discovery requests may impose on Folino does not
outweigh the presumption for disclosure of those requests. [emphasis
added]
Based on this analysis, the court granted the motion to compel the discovery.
•

Shaffer v. Gaither, No. 5:14-cv-00106-MOC-DSC (W.D.N.C. Sep. 1, 2016) 69
o In this case, the defendant filed a Motion to Dismiss, seeking dismissal “as a
sanction for plaintiff's failure to preserve electronically stored data, to wit,
sexually suggestive text messages allegedly sent by plaintiff to a married thirdparty paramour, which defendant contends are critical to his defense.” It was
undisputed that the text messages had been lost when the plaintiff’s phone was
dropped, damaged, and turned in for a replacement. The court concluded this
occurred well after a duty to preserve the messages had already arisen:
The problem in this case is not that the phone was destroyed, but that the
texts were not preserved well before May 2014. . . .
Likewise, plaintiff and her counsel failed to take reasonable steps to
preserve those texts as they apparently resided only on plaintiff's
phone. Once it is clear that a litigant has ESI that is relevant to
reasonably anticipated litigation, steps should be taken to preserve that
material, such as printing out the texts, making an electronic copy of
such texts, cloning the phone, or even taking possession of the phone
and instructing the client to simply get another one.
At this point, the court cannot conclude that plaintiff acted with an intent
to deprive defendant of the ESI under Rule 37(e)(2); thus, spoliation does
not yet come into play. Instead, the court's task is to craft an Order that
cures the prejudice resulting from the loss. [emphasis added]
Since the primary source was gone and carriers don’t store the contents of text
messages, the only avenues left to the defendant were to seek the recipient’s
copies through a third-party subpoena and to question the two of them about
them contents of the communications. The court denied the request for
dismissal but allowed the presentation of evidence about the loss, and the court
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reserved the right to add a spoliation jury instruction after hearing the evidence
– and to reconsider dismissal if evidence of intentionality was uncovered.
•

Hespe v. City of Chicago, Case No. 13-C-7998 (N.D. Ill. Dec. 15, 2016)70
o In this case, the defendant city sought access to directly search the plaintiff
employee’s personal electronic devices itself, while the plaintiff claimed to have
already produced all relevant materials from those devices (including thousands
of text messages and other materials). In assessing the proportionality of the
request, the Magistrate Judge accorded great weight to the burden the privacy
and confidentiality violation would place on the plaintiff:
Rule 26(b)(2)(C)(iii) incorporates by reference Rule 26(b)(1), which, as
Judge Mason explained, requires discovery to be “proportional to the
needs of the case.” Judge Mason explained that defendants’ request to
perform a forensic inspection of plaintiff’s electronic devices for ESI was
not proportional to the needs of the case because plaintiff had turned
over all the ESI defendants had requested, which was presumably all the
ESI she possessed, and in any case “the burden and expense of inspecting
plaintiff’s devices and online accounts likely outweigh any benefit because
copies of the documents and communications are sufficient to defend
[against] plaintiff’s claims in this discrimination case.” Moreover, Judge
Mason explained, inspection of plaintiff’s electronic devices is not
“proportional to the needs of this case” because any benefit the
inspection might provide is “outweighed by plaintiff’s privacy and
confidentiality interests.” [internal citations omitted; emphasis added]
The District Judge went on to overrule the defendants’ objections to the
Magistrate Judge’s rulings.

•

Shawe v. Elting, 157 A.3d 142 (Del. Feb 13, 2017) 71
o In this case, the Delaware Court of Chancery found that the plaintiff had
“recklessly failed to safeguard his cell phone,” along with several other bad acts.
On the basis of those acts, the Court of Chancery awarded the defendant over $7
million in fees and expenses, and the plaintiff appealed the sanctions award to
the Supreme Court of Delaware. That court reviewed and affirmed the lower
court’s findings and sanctions, including regarding the reckless failure to
preserve the phone:
Despite the two litigation hold notices and specialized knowledge as the
CEO of a company whose expertise is in document preservation and
production, Shawe did not preserve his cell phone or laptop.

70
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On November 22, 2014, just four days after the Court ordered an
expedited trial, Shawe's cell phone was allegedly damaged by his niece.
According to Shawe, while he and his brother were in the other room, his
niece dropped the phone in a plastic cup of Diet Coke. Shawe tried to
revive it by drying it and charging it, but was unsuccessful. The next
week, he gave his phone to his assistant, Joe Campbell, to try and fix it.
Shawe did not remind Campbell about his need to preserve the phone
due to the litigation hold notices or outstanding discovery requests.
Campbell's only qualification for the task was that his own phone fell
into a toilet once and it worked after he let it dry.
Campbell made modest (unsuccessful) efforts to revive the phone and
eventually put it in a desk drawer in his office. According to Campbell,
sometime in December 2014, he opened the drawer containing Shawe's
phone and noticed rat droppings in the drawer. In a "visceral reaction,"
he tossed the contents of the drawer including the phone into the
garbage. Campbell had been a paralegal for five years and had received
both litigation hold notices. The Court of Chancery found this story
“bizarre” and incredible. So do we. [emphasis added; internal footnote
omitted]
•

Ronnie Van Zant, Inc. v. Pyle, No. 17 Civ. 3360 (RWS) (S.D.N.Y. Aug. 28, 2017)72
o In this case, the Defendants were sanctioned for failing to preserve text
messages from the mobile phone of someone who was not technically their
employee or a party to the action. The individual was working under contract for
the Defendants, in close coordination with the defendants, and had a financial
stake in the outcome of the case, and the Court concluded that, under the
circumstances, his text messages were within the Defendants’ “control”:
Cleopatra argues that it cannot be sanctioned for the actions Cohn, a nonparty, took and whose phone, Cleopatra contends, was not within their
control. However, the “concept of ‘control’ has been construed
broadly.” Documents are considered to be under a party’s control “if the
party has the practical ability to obtain the documents from another,
irrespective of his legal entitlement.
. . . In sum, while determining practical control is not an exact science,
“common sense” indicates that Cohn’s texts with Pyle were within
Cleopatra’s control, and in the fact of pending litigation over Pyle’s role in
the Film, should have been preserved. [emphasis added; internal citations
omitted]
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https://www.ediscoverylaw.com/wp-content/uploads/2017/09/Ronnie-Van-Zant-Opinion.pdf
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•

Gould v. Farmers Insurance Exchange, No. 4:17 CV 2305 RWS (E.D. Mo. Aug. 30,
2018)73
o In this case, the plaintiff was attempting to bring a class action against the
defendants for marketing their products via unsolicited text messages in
violation of the Telephone Consumer Protection Act (TCPA). During discovery,
the plaintiff attempted to subpoena relevant records from non-party insurance
agents including “phone numbers of potential customers to which text messages
were sent” and “the content of those text messages.” When the agents did not
comply with the subpoenas, the plaintiff filed a motion to compel.
The non-party insurance agents opposed the motion to compel on a few
grounds, the primary one of which was that complying “would violate their Fifth
Amendment Right against self-incrimination” because production of the text
messages could show violations of the TCPA. As the Judge explained, however,
the privilege against self-incrimination does not apply to documents just because
their contents may be incriminating:
If the mere possession, control, or authentication of the documents tends
to incriminate the producing party, then the privilege may apply.
However, where the documents themselves are incriminating, but their
possession, control, and authenticity does not incriminate, the privilege
would not apply. [internal citation omitted; emphasis added]
The Judge went on to compel compliance with the subpoenas.

•

Ramos v. Hopele of Fort Lauderdale, LLC, Case No. 17-62100-CIV-MORENO/SELTZER
(S.D. Fla. 2018) 74
o This case concerned marketing text messages that allegedly violated the
Telephone Consumer Protection Act of 1991. During discovery, the defendant
moved to compel a forensic examination of the plaintiff’s mobile phone. The
plaintiff objected on several grounds, among them that it was an invasion of
privacy and was disproportionate to the needs of the case.
The Court ultimately concluded that the requested forensic examination was (a)
“not tailored to obtain information that is relevant to any claim or defense in this
case” and (b) “not proportional to the needs of the case or to Plaintiff's privacy
concerns” [emphasis added]. In reaching the conclusion, the Court emphasized
that “Courts in this District are mindful of the potential intrusiveness of forensic
imaging of electronic devices” and that the Court “should assess the Plaintiff's

73

https://ediscovery.co/wp-content/uploads/2018/09/Gould-v.-Farmers-Insurance-Exchange_2018-09-1017_43_12-0400.pdf
74
https://scholar.google.com/scholar_case?case=9951321553918600849
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legitimate privacy concerns against [the defendant’s] purported need for the
requested discovery” [emphasis added].
Additionally, the Court noted that the examination sought was “not limited in
any way, whether by search term, date, or identity of the sender or receiver” and
that the defendant’s arguments were “somewhat vague as to what information
it would expect to obtain through a forensic examination,” demonstrating again
the importance of specificity in proportionality arguments [emphasis added].
•

Henson v. Turn, Inc., Case No. 15-cv-01497-JSW (LB) (N.D. Cal. Oct. 22, 2018) 75
o In this case, the plaintiffs were bringing a data-privacy class action alleging
improper tracking of devices using “zombie cookies.” 76 During discovery, the
defendant sought to have the plaintiffs produce their mobile devices for imaging
(or produce forensic images of the devices), produce the “full web browsing
history from their devices,” and produce “all cookies stored on or deleted from
their devices.” The plaintiffs opposed these requests and proposed more
narrowly-tailored alternatives to each.
The Magistrate Judge began her analysis by emphasizing how central mobile
devices have become to our lives and, consequently, how much private data
they may now contain:
Users increasingly use a single mobile device – a smartphone or a tablet –
for their online activities, including web browsing, reading the news,
listening to radio content, accessing their banking information and
managing their finances, shopping online, using GPS for directions and
traffic updates, communicating over email and social networks, and
reading sites like WebMD to assess their medical condition. [footnote
omitted]
Largely because of these privacy concerns (and because narrower alternatives
were available), the Magistrate Judge went on to conclude that the discovery
requests in dispute were disproportional to the needs of the case:
With respect to proportionality, [the defendant’s] request for the plaintiffs
to allow it to inspect their mobile devices (or produce complete forensic
images of their devices) is disproportional to the needs of the case.
While questions of proportionality often arise in the context of disputes
about the expense of discovery, proportionality is not limited to such
financial considerations. Courts and commentators have recognized that
privacy interests can be a consideration in evaluating proportionality,

75
76

https://scholar.google.com/scholar_case?case=7776283107212042839
https://en.wikipedia.org/wiki/Zombie_cookie
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particularly in the context of a request to inspect personal electronic
devices. [emphasis added, footnote omitted]
The Magistrate Judge even went on to suggest a connection between individual
privacy interests and overall public interest as a factor:
There is an Orwellian irony to the proposition that in order to get relief
for a company's alleged surreptitious monitoring of users' mobile device
and web activity, a person has to allow the company unfettered access to
inspect his mobile device or his web browsing history. Allowing this
discovery would further invade the plaintiffs' privacy interests and may
deter current and future plaintiffs from pursuing similar relief.
[emphasis added]
•

Santana v. MKA2 Enterprises, Inc., No. 18-2094-DDC-TJJ (D. Kan. Jan. 8, 2019)77
o In this employment discrimination case, the defendant sought production of “all
cellular telephones used by you from the date your employment with Defendant
started to the present for purposes of inspection and copying.” The plaintiff
objected on the ground that the request was “not proportional” and “unduly
burdensome and invasive.”
In her analysis, the Magistrate Judge emphasized the incredible amount of
information – much of it both irrelevant and private – that was implicated by a
request for production of the devices themselves:
In any event, Plaintiff’s cell phone likely contains a tremendous volume
of information, including possibly text messages, email messages,
phone logs, and photographs that are not at all relevant to the claims
or defenses in this case. Even many or most of those texts and messages
between Plaintiff and his co-workers or former co-workers may have no
relevance to the claims and defenses in this case. . . . Any relevant
information concerning phone calls Plaintiff made to or received from coworkers and former co-workers could be more easily and less invasively
obtained by asking Plaintiff about the calls during his deposition.
[emphasis added]
The Magistrate Judge then quotes from the Advisory Committee Notes to
Federal Rule of Civil Procedure 34(a):
Inspection or testing of certain types of electronically stored information
or of a responding party’s electronic information system may raise
issues of confidentiality or privacy. . . . Courts should guard against

77

https://ecf.ksd.uscourts.gov/cgi-bin/show_public_doc?2018cv2094-53
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undue intrusiveness resulting from inspecting or testing such systems.
[emphasis added]
Based on these principles, the Magistrate Judge found that the defendant’s
discovery request was:
. . . overly broad, unduly burdensome and not proportional to the needs
and issues of this case. . . . In accordance with Rule 34(a), the Court must
guard against the undue intrusiveness that would result from the
requested inspection and copying of Plaintiff’s cell phone(s). [emphasis
added]
Key Points from the Case Law
When considered together, the twenty cases we reviewed above suggest eight key points to
remember regarding mobile devices in eDiscovery:
•

First, the fact that mobile devices are a novel or challenging source is no excuse to skip
them; if they’re relevant, preservation and production must be done (EEOC, Pradaxa)

•

Second, just as with other source types, there will be potentially serious consequences
for inadvertent losses from mobile devices, and there will be very serious consequences
for intentional spoliation of mobile device data (Stinson, Hosch, Brown Jordan, Shaffer,
Shaw)

•

Third, preservation delays for mobile devices entail a high risk of data loss due to the
triple threats of automatic deletion of old messages, user deletion of messages, and
frequent device replacements/upgrades (Small, NuVasive, Living Color, Shaffer, Shaw)

•

Fourth, it may be possible to establish the prior existence of lost text messages using
phone records from the relevant wireless carrier (Small, First Financial)

•

Fifth, possession, custody, and control may be construed broadly – depending on
jurisdiction; consider personal devices as well as organization-issued (Ronnie Van Zant)

•

Sixth, courts are taking proportionality challenges to mobile device discovery requests
seriously, and overbroad requests – such as those for the devices themselves rather
than just relevant contents – are being denied on privacy grounds; requests must be
appropriately limited to succeed (Hespe, Ramos, Henson, Santana, First Niagara)

•

Seventh, smartphones and their data are not covered by the ECPA, SCA, or CFAA in ways
that would prevent discovery of the information they contain (Garcia, Rajaee)
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•

Eighth, the privilege against self-incrimination will not protect you from having to
produce mobile device data that contains evidence of your wrongdoing; the materials
on mobile devices are documents rather than testimony (Gould)
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BYOD GUIDANCE
Bring Your Own Discovery Complications
We discussed above the technical complexity the trend towards BYOD adds to the collection
process. Beyond this added technical complexity, companies adopting BYOD approaches may
also face added legal complexity when it comes to discovery:
•
•
•
•
•

Does the company still own data that is stored on an employee-owned device?
Is that data still within the company’s possession, custody, or control?
Can the company collect that data from the device? By right? With consent?
What about the privacy interest of the employee in any personal data on such a device?
How do the specific policies and practices in place affect these answers?

Unfortunately, there are not simple, consistent answers to these questions, as the analyses are
very fact-specific and the applicable standards can vary from jurisdiction to jurisdiction.
The Sedona Conference Guidance
Last year, to help practitioners navigate these vagaries, The Sedona Conference released a
guidance document on BYOD issues: “The Sedona Conference Commentary on BYOD: Principles
and Guidance for Developing Policies and Meeting Discovery Obligations.” 78 This document
attempts to clearly articulate the issues that need to be considered when adopting a BYOD
policy, including the important factors for assessing each issue, the downstream discovery
implications of different approaches, and the various legal standards that may apply:
This Commentary embraces a forward-looking approach to BYOD as a permanent trend
that is driven by IT’s transformation of both the workplace and society as a whole. This
Commentary seeks to provide guidance to organizations on developing and
implementing an approach to BYOD that meets the specific needs of the organization
and addresses security, privacy, accessibility, and litigation. Organizations that
responsibly pursue these goals should be able to proceed with confidence that their
reasonable efforts will be respected by courts and will not be undermined by
disproportionate discovery burdens.

78

https://thesedonaconference.org/publication/Commentary_on_BYOD
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The Five Principles
The Commentary is organized around five core principles:
Principle 1: Organizations should consider their business needs and objectives, their legal
rights and obligations, and the rights and expectations of their employees when deciding
whether to allow, or even require, BYOD.
Principle 2: An organization’s BYOD program should help achieve its business objectives
while also protecting both business and personal information from unauthorized access,
disclosure, and use.
Principle 3: Employee-owned devices that contain unique, relevant ESI should be
considered sources for discovery.
Principle 4: An organization’s BYOD policy and practices should minimize the storage of –
and facilitate the preservation and collection of – unique, relevant ESI from BYOD
devices.
Principle 5: Employee-owned devices that do not contain unique, relevant ESI need not
be considered sources for discovery.
As the Commentary explains, “Principles 1 and 2 are designed to help guide an organization in
deciding: (1) whether to allow (or even require) BYOD; and (2) how to develop and implement a
BYOD program,” while “Principles 3 and 5 address discovery obligations, and Principle 4 explains
that organizations likely to be subject to those discovery obligations should consider discovery
preparedness when creating BYOD programs.” The various numbered commentaries
accompanying each Principle go into depth on the specific factors to consider, the likely
discovery implications, and the potentially applicable legal standards.
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KEY TAKEAWAYS
There are six key takeaways from our review of mobile devices in eDiscovery:
1. Mobile devices – smartphones in particular – are now powerful, ubiquitous, and
heavily-used devices that may contain a wide range of potentially-relevant materials,
and that are evolving in both hardware and software at a phenomenal pace
2. Text messages have been the most important type of mobile device material so far, but
the devices also potentially contain the same documents and emails you would find on a
desktop or laptop computer, plus multimedia materials (photos, videos, audio), plus
phone and/or internet materials (call logs, contacts, social media)
3. Preservation of these materials requires instructing users to cease deletion, suspending
relevant auto-delete functions (on devices and/or messaging servers), suspending
device replacement/reissuance, and imaging needed devices before materials are lost
4. Collection of these materials requires specialized tools, often requires capturing all of
the data on the device (filtering to separate business and personal materials must be
done later), and usually requires extra work to break the collected materials out into
separate files for review and production
5. Courts are now treating mobile devices in the same way as computers or other familiar
sources with regard to relevance, spoliation, and more; with regard to proportionality,
there is sensitivity to the potential privacy violations associated with overbroad requests
6. BYOD approaches are increasingly common, and the specifics of your policy and
practice can have a variety of implications for responsibility and accessibility during
discovery; the Sedona Conference guidance frames these issues and the key factors to
consider
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UNIT 3 - EDISCOVERY ADVANCED TOPICS

CHAPTER 16
SOCIAL MEDIA

Gone Viral

A rapidly spreading challenge
and guidance on how to meet it

GONE VIRAL
As a review of almost any day’s news will demonstrate, social media remains an influential,
indispensable part of American life – for better or for worse. Our usage of social media has
grown dramatically over the past fifteen years1:
When Pew Research Center began tracking social media adoption in 2005, just 5% of
American adults used at least one of these platforms. By 2011 that share had risen to
half of all Americans, and today 72% of the public uses some type of social media.
Our high rate of usage has continued, without abatement, “despite a long stretch of
controversies over privacy, fake news and censorship on social media” 2 [internal hyperlinks
omitted]. And, our creation of new materials on these platforms continues to grow each year 3:

Social Media in eDiscovery
As social media has been working its way ever deeper into our relationships, our professional
activities, and our culture as a whole, its impact on discovery has been growing as well:

1

https://www.pewresearch.org/internet/fact-sheet/social-media/
https://www.pewresearch.org/fact-tank/2019/04/10/share-of-u-s-adults-using-social-media-including-facebookis-mostly-unchanged-since-2018/
3
https://www.visualcapitalist.com/what-happens-in-an-internet-minute-in-2019/
2
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•

The Advisory Committee Notes to the FRCP’s December 2015 Amendments4 include an
explicit reference to the need to understand and consider social media sources during
preservation: “It is important that counsel become familiar with their clients’
information systems and digital data — including social media — to address these
issues” [emphasis added].

•

An August 2016 review by X1 5 uncovered more than 9,500 cases from the preceding 12
months in which social media evidence played a significant role, which was a 50 percent
increase over the prior year.

•

ILTA 6 survey data from 2016 showed that 77% of responding law firms 7 had handled
cases involving the collection and processing of social media data in the prior year.
Survey data from 2017 showed that number was up to 84% 8 – an increase of 9%.
Moreover, 28% of responding law firms indicated dealing with social media in 11 or
more matters in the prior year – a 59% increase from the year before.

•

For a more recent example, in one high-profile criminal case, 9 police pieced together a
trail of ESI evidence that included: Tinder profiles, Snapchat photos, Facebook videos,
iPhone forensic analysis, phone pings and GPS locations, and more.

•

As social media communication channels (and smartphones) have become more
frequent discovery sources, so too have emoji 10 (or emoticons 11) shown up more
frequently in cases. In 2019, Santa Clara University law professor Eric Goldman
published “Emojis and the Law” 12 in the Washington Law Review, which revealed that
“[b]etween 2004 and 2019, there was an exponential rise in emoji and emoticon
references in US court opinions, with over 30 percent of all cases appearing in 2018”
[emphasis added].
o Examples range from landlord disputes to sex trafficking cases. As they increase
in frequency, emoji are creating special challenges for eDiscovery and litigation,
both technical challenges (due to their differing appearances from platform to

4

https://www.law.cornell.edu/rules/frcp/rule_37
https://blog.x1discovery.com/2016/08/31/hundreds-of-thousands-of-legal-cases-estimated-to-address-socialmedia-in-2016/
6
https://www.iltanet.org/
7
http://epubs.iltanet.org/i/792924-lps-17/22?_ga=2.159518077.1369291288.14938327381892706440.1493832738
8
http://epubs.iltanet.org/i/973671-lps18/55?_ga=2.39038435.1141759458.1531162513-441756871.1531162513
9
https://www.jdsupra.com/legalnews/tinder-date-murder-case-highlights-the-33756/
10
https://en.wikipedia.org/wiki/Emoji
11
https://en.wikipedia.org/wiki/Emoticon
12
https://www.theverge.com/2019/2/18/18225231/emoji-emoticon-court-case-reference
5
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platform 13) and challenges of interpretation (due to their inherent ambiguity and
their context dependency 14).
In 2019, in recognition of these growing impacts, the Sedona Conference published a Second
Edition of its Primer on Social Media 15 to help practitioners meet the eDiscovery challenges
posed by social media evidence:
The need for an updated Primer was essential given significant advances in social
media technology since we published the first edition of The Sedona Conference Primer
on Social Media in December 2012. The proliferation of messaging technology and its
usage – on traditional social media platforms and in mobile messaging applications –
have created preservation, production, and evidentiary challenges that counsel should
learn to recognize and address. [emphasis added]
Unfortunately, the nature, diversity, and volume of social media data continue to present a
variety of technical and legal challenges for practitioners.
About this Chapter
In this chapter, we will review the things practitioners need to know about dealing with social
media in eDiscovery, including: what sources there are, what data those sources contain, how
that data can be collected, and how it can be authenticated, as well as issues of ethics,
reliability, and more.

13

https://www.jdsupra.com/legalnews/there-s-no-one-right-version-of-an-23364/
https://www.law.com/legaltechnews/2019/11/04/emoticons-plus-e-discovery-preservation-equals-frownyface/
15
https://thesedonaconference.org/publication/Primer_on_Social_Media
14
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SOCIAL MEDIA SOURCES
Although there are numerous social media services and applications, the vast majority of use
activity is centered on a few services: YouTube, Facebook, Instagram, Pinterest, LinkedIn,
Snapchat, Twitter, and WhatsApp. According to the Pew Research Center’s June 2019 Social
Media Fact Sheet, 16 73% of US adults use YouTube, 69% use Facebook, 37% use Instagram,
28% use Pinterest, 27% use LinkedIn, 24% use Snapchat, 22% use Twitter, and 20% use
WhatsApp. These eight services – Facebook in particular – will be your most likely social media
sources:
•

YouTube 17
o Social networking site focused on sharing, watching, and commenting on
recorded and live-streamed video content
 Primary use: sharing and watching videos
 “As of January 2019, nearly 44,000 YouTube channels had at least
250,000 subscribers. Collectively, these popular channels uploaded 48,486
hours of content and received over 14.2 billion individual views in the first
week of 2019 alone . . .” 18

•

Facebook 19
o Social networking site on which users create personal profiles, add friends, send
messages, post status updates, share media and links, chat with others, join
groups, stream live video, and more
 Primary use: personal social networking
 “Around eight-in-ten (79%) of those ages 18 to 29 use Facebook – much
higher than the share among those 65 and older (46%). However, the
share of older Americans who use the platform has more than doubled
since August 2012, when just 20% of those 65 and older said they used
it.” 20

•

Instagram 21
o Social networking site, owned by Facebook, focused on sharing and commenting
on users’ photos and videos
 Primary use: sharing personal photos, videos, and stories

16

https://www.pewresearch.org/internet/fact-sheet/social-media/
https://www.youtube.com/
18
https://www.pewresearch.org/fact-tank/2019/12/04/10-facts-about-americans-and-youtube/
19
https://www.facebook.com/
20
https://www.pewresearch.org/fact-tank/2019/05/16/facts-about-americans-and-facebook/
21
https://www.instagram.com/
17
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•

Pinterest 22
o Social networking site focused on creating and sharing “pinboards” of favorite or
themed images and videos, both uploaded and collected from the Internet
 Primary use: aggregating themed images (e.g., home decor ideas)

•

LinkedIn 23
o Social networking site focused on professional networking and job seeking, with
profiles akin to curricula vitae and a variety of industry-specific groups to join
 Primary use: professional networking, job seeking

•

Snapchat 24
o Private, ephemeral social networking site on which users share photos, videos,
and stories that disappear after a designated amount of time
 Primary use: personal social networking, private sharing of ephemeral
photos and videos

•

Twitter 25
o Social networking site focused on rapid, chronological sharing of brief messages
called “tweets,” each of which is no more than 280 characters in length
 Primary use: real-time commentary and discussion, current events
 “While Twitter is mostly a public-facing platform, 13% of its adult users in
the U.S. keep their accounts private, a July 2019 analysis found.” 26

•

WhatsApp 27
o Is an over-the-top or “OTT” messaging application,28 owned by Facebook, that
allows users to send text messages, make voice and video calls, and share
documents and data over the users’ internet data connections rather than
through traditional telephone text messaging and voice call channels
 Primary use: personal messaging, including voice and video calls
 “. . . 42% of smartphone owners ages 18 to 29 use more general
messaging apps like WhatsApp or Kik, compared with 19% of smartphone
owners ages 50 or older.” 29

Among the users of these social media sites, many use the sites daily30: 74% of Facebook users,
63% of Instagram users, 61% of Snapchat users, 51% of YouTube users, and 42% of Twitter
users.
22

https://www.pinterest.com/
https://www.linkedin.com/
24
https://www.snapchat.com/
25
https://twitter.com/
26
https://www.pewresearch.org/fact-tank/2019/08/02/10-facts-about-americans-and-twitter/
27
https://www.whatsapp.com/
28
https://mobilemarketingmagazine.com/over-the-top-messaging-apps-overtake-sms-messaging
29
http://www.pewinternet.org/2016/11/11/social-media-update-2016/
23
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Ephemeral Messaging on the Rise
Ephemeral messaging is messaging like email or text messaging but with added functionality
that automatically deletes messages after they have been read or after a short period of time
specified by the sender. It is offered as a feature or option by some social media services (e.g.,
Snapchat, 31 Instagram 32), as well as by some dedicated apps and services (e.g., Wickr, 33
Confide 34). Many such apps also take other steps to protect message confidentiality, such as
applying end-to-end encryption and implementing anti-screenshot features.
Ephemeral messaging presents obvious challenges for eDiscovery preservation and collection.
These apps are designed to auto-delete messages even more quickly than typical automated
janitorial functions do, and most employ end-to-end encryption prior to deletion. If the app
effectively deletes messages prior to collection, they may be unrecoverable, and even if not
deleted, they may be unrecoverable without custodian cooperation due to the encryption.
Ephemeral messaging functionality was initially popularized by Snapchat, 35 was quickly made
the primary focus of more business-oriented applications like Wickr 36 and Confide, 37 and was
later adopted as an option by Instagram 38 and experimented with by Facebook. 39 Ephemeral
messaging apps are particularly popular with the young. A 2016 study showed that they were
in use by 56% of smartphone owners ages 18-29. 40 They are also growing in popularity among
businesses. Uber made headlines41 in November 2017 when an employee testified about the
company’s internal use of ephemeral messaging app Wickr,42 and Uber is not alone. 43
Ephemeral messaging has been in the news again recently, on three different fronts:
1. In March 2019, Mark Zuckerberg announced that Facebook would be moving towards
encrypted, ephemeral messaging, 44 which could create significant new eDiscovery
challenges
30

https://www.pewresearch.org/internet/fact-sheet/social-media/
https://www.snapchat.com/
32
https://www.instagram.com/
33
https://www.wickr.com/
34
https://getconfide.com/
35
https://en.wikipedia.org/wiki/Snapchat
36
https://www.wickr.com/
37
https://getconfide.com/
38
https://money.cnn.com/2016/11/21/technology/instagram-live-disappearing-messages/index.html
39
https://www.theguardian.com/technology/2016/jul/11/facebook-launches-snapchat-style-disappearingmessages-again
40
http://www.pewinternet.org/2016/11/11/social-media-update-2016/
41
http://www.businessinsider.com/ubers-new-ceo-has-banned-secretive-messaging-apps-2017-11
42
https://www.wickr.com/
43
http://money.cnn.com/2017/12/11/technology/secret-messaging-apps-work/index.html
44
https://www.theverge.com/2019/3/6/18253458/mark-zuckerberg-facebook-privacy-encrypted-messagingwhatsapp-messenger-instagram
31
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2. Also in March 2019, the DOJ announced a change to its FCPA Corporate Enforcement
Policy 45 allowing for the potential use of instant messaging apps, including ephemeral
messaging apps, which had previously been flatly prohibited (no change was made in
the applicable preservation duty; more latitude was just given in how to fulfill it)
3. Finally, in a recent survey of 20 U.S. federal district and magistrate judges, 46 “close to
70%” of respondents indicated that ephemeral messaging apps were the “new data
type legal teams should be most worried about in the next five years” [emphasis
added]
Collaboration Apps on the Rise
Another type of quasi-social media applications has also been rapidly growing in users in recent
years. Collaboration applications such as Slack 47 and Microsoft Teams48 offer combinations of
instant messaging (with emoji, etc.), chat rooms, video calls, document sharing, and other
collaboration functions. These applications have begun replacing email, text messages, and
other social media tools for business communications. In 2014, less than a year after its launch,
instant messaging software Slack became the fastest-growing workplace software ever, 49 and
its rapid adoption 50 has only continued.
In 2019, Slack issues began showing up in cases: Calendar Research, LLC v. Stubhub, Inc., et al.,
No. CV 17-4062 SVW (SSx) (C.D. Cal. Mar. 14, 2019)51 (describing technical and logistical
challenges, granting motion to compel, and denying sanctions); Rondevoo Technologies, LLC. v.
HTC America, Inc., No. 2:18-CV-01625-TSZ (W.D. Wash. Apr. 8, 2019)52 (preemptively stipulating
that both parties would forego Slack preservation and discovery); and, Leon D. Milbeck v.
Truecar, Inc., et al., No. CV 18-02612-SVW (AGRx) (C.D. Cal. May 2, 2019) 53 (describing technical
and logistical challenges and denying motion to compel due to limited time available).

45

https://www.jdsupra.com/legalnews/doj-amends-corporate-enforcement-policy-86172/
https://www.law.com/legaltechnews/2020/01/28/federal-judges-worried-most-about-ephemeral-messageseffect-on-e-discovery/
47
https://slack.com/
48
https://products.office.com/en-us/microsoft-teams/group-chat-software
49
https://www.theverge.com/2014/10/31/7135639/slack-is-now-the-fastest-growing-workplace-software-ever
50
https://techcrunch.com/2016/04/01/rocketship-emoji/
51
https://www.driven-inc.com/wp-content/uploads/2019/07/Court-Case-1-Calendar-Research-v.-StubHub-PDF-ofcourt-order.pdf
52
https://scholar.google.com/scholar_case?case=2721768550210864751
53
https://www.driven-inc.com/wp-content/uploads/2019/07/Court-Case-2-Milbeck-v.-TrueCar-MTC-SlackDenied.pdf
46
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WHAT’S THERE
Social media platforms typically incorporate multiple forms of media and communication
together. Facebook, for example, 54 allows sharing of photos and videos, status updates, public
posts, private messages, live chats, and more. Twitter, too, accommodates the uploading of a
variety of multimedia file types, along with a combination of public posts (“tweets”) and private
messages (“direct messages” or “DMs”). Moreover, this material accumulates rapidly into large
volumes. 55 Together, social media users share hundreds of millions of new posts and photos
every day. 56
Each social media account for each individual user can contain hundreds or thousands of pages
of materials in a mishmash of formats. For example, in one highly publicized case a few years
ago (related to the end of the US-EU Safe Harbor program), a law student requested all of
Facebook’s retained data on him 57 and received 1,222 pages that included: posts, messages,
and chat logs; log-on and posting times; records of his friends and connections; GPS data from
photographs; some deleted materials, etc. And, it was revealed in 2018 58 that Facebook
accounts may also contain records of phone activity for users who accessed Facebook from
their Android smartphones, including potentially years’ worth of call and messaging logs
(including details like when, for how long, and with whom).
That student received those materials primarily in PDF format, but in their original formats, live
on the Facebook platform, many of the files also would have carried their own metadata. For
example, files on Facebook may carry metadata fields documenting their unique identifier, item
type, parent item, thread, recipients, author/poster, linked media, comments, and more.
Additional documentation of the available fields, including field names, can be found here.59
The other major platforms have comparable fields of their own in use.
Finally, beyond all of the user-created and user-shared materials, and beyond all of the
metadata associated with those materials, most social media services also generate their own
records of and about user activity, such as IP address logs,60 which can be relevant in some
circumstances. 61
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WAYS TO GET IT
There are usually a variety of options for the acquisition of social media materials for use in
litigation. The most basic is printing out the material or capturing a screen image of it. This has
the advantages of being fast, simple, and cheap, but it comes with significant drawbacks.
First, you will not have captured the native file or any associated metadata, and second, unless
the other party concedes the authenticity and accuracy of the print or image copy, you may
have a hard time getting such a copy authenticated and admitted as evidence. But, in certain
contexts (e.g., internal investigations), it may be sufficient for your needs.
One level up from printing or screen capturing content is using the self-service export tools
provided by the social media platform instead. Many social media platforms, including
Facebook, Twitter, LinkedIn, Snapchat, and others, offer a mechanism for a user to download
materials associated with their account. Facebook’s dates back to 2010 and is called
“Download Your Information” 62; Twitter’s dates back to 2012 and is called “Twitter Archive.” 63
These kinds of features export a package of a user’s materials, which may be in a mixture of
files and formats or may just be combined in a single PDF, depending on the platform and the
materials in the account. This, too, is fast, simple, and cheap, but it can only be done by the
account holder (or by someone with their credentials and consent). Additionally, the length
and format can make the export challenging to sort through and separate once obtained.
It should also be noted, that these self-service features are designed primarily to provide users
with access to their content rather than to satisfy any legal or forensic concerns. Consequently,
there are limitations 64 to what they can do that may make them unsuitable for your needs in a
given case. For example, the export may not provide all available metadata and timestamps,
and it won’t have any of the linked content embedded in the materials from other sites (e.g.,
YouTube videos).
An additional level up from the use of self-service export tools is the use of specialized forensic
collection software. Just as you can forensically image a custodian’s computer using a
specialized tool like EnCase or FTK, you have the option of using a similar type of software
collection tool to capture the contents of a social media account. Such tools capture the files
and materials, along with their metadata and any linked content, and provide options for
searching, sorting, and filtering. Depending on the tool and the target source, they may
accomplish this through API access, dynamic capture, web archiving, or some combination of
these approaches. The most commonly used tool of this type is X1 Social Discovery. 65

62

https://techcrunch.com/2010/10/06/facebook-now-allows-you-to-download-your-information/
https://blog.twitter.com/2012/your-twitter-archive
64
http://www.x1.com/download/X1Discovery_whitepaper_Social_Media.pdf
65
http://www.x1.com/products/x1_social_discovery/
63

XDD eDiscovery Handbook

Unit 3, Chapter 16

250

Using a tool like this carries additional costs (either for such a tool, or for services from a
provider with such a tool), but it can be essential for cases involving large quantities of social
media materials, questions best resolved through metadata, or the potential for disputes over
the authenticity and admissibility of the social media materials themselves.
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LEGAL MECHANISMS FOR DISCOVERY
While the publicly-shared materials on social media services can be collected directly by any
party, the non-public materials in those user accounts can only be obtained through discovery.
In general, social media materials are discoverable under the same conditions and in the same
ways as any other type of evidence. As defined in Federal Rule of Civil Procedure 26(b),66 the
scope of permissible discovery is:
Parties may obtain discovery regarding any nonprivileged matter that is relevant to any
party's claim or defense and proportional to the needs of the case . . . . Information
within this scope of discovery need not be admissible in evidence to be discoverable.
This standard applies to tweets, Facebook posts, or Instagram pictures the same way it does to
more traditional sources like Office documents or emails. If it’s relevant, it’s discoverable, as
recent state and federal court decisions have affirmed. See e.g. Forman v. Henkin, 2018 NY Slip
Op 01015 (N.Y. Feb 13, 2018) 67 (rejecting “heightened threshold” for discovery of these
materials and finding privacy settings no bar) and Brown v. City of Ferguson, No. 15-CV-0831
ERW (E.D. Mo. Jan. 27, 2017)68 (finding privacy no bar to discovery of these materials when
relevant). This may extend even to materials in which you are tagged, but which you did not
post. See Vasquez-Santos v. Mathew, 2019 NY Slip Op 00541 (App. Div. 1st Dep’t Jan. 24,
2019). 69
The relevance requirement is an extremely low bar to clear under the Federal rules. Federal
Rule of Evidence 401 70 establishes that evidence is relevant if, “it has any tendency to make a
fact more or less probable than it would be without the evidence” and “the fact is of
consequence in determining the action.” Thus, non-public social media materials are
discoverable:
•

If the materials requested
o Have any tendency
o To make any fact of consequence
 To any claim or defense
 Of any party
• Any more or less probable

Despite the lowness of this bar and the relative simplicity of this standard, parties have
frequently ended up in dispute over the appropriate scope of discovery of these materials, with
requesting parties routinely making overbroad requests for all materials and producing parties
66
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pushing back, asserting overbreadth, irrelevance, and privacy issues. See e.g. Ehrenberg v.
State Farm Mut. Auto. Ins. Co., No. 16-17269 (E.D. La. Aug. 18, 2017) 71 (ordering production of
Facebook materials, but limiting to relevant scope); Loel A. Johnson v. ABF Freight System, Inc.,
No. 8:15-cv-2948-T-30JSS (M.D. Fla. Jan. 27, 2017) 72 (ordering production of Facebook
materials, but limiting to relevant scope); Madeline Scott v. United States Postal Service, et al.,
No. 15-712-BAJ-EWD (M.D. La. Dec. 27, 2016) 73 (ordering production of Facebook materials, but
limiting to relevant scope); and, Locke v. Swift Transportation Company of Arizona, LLC, et al.,
No. 5:2018cv00119 (W.D. Ky. Feb. 4, 2019) 74 (ordering production of social media materials, but
limiting to specific requests within relevant scope).
When traditional requests for production and direct scope negotiations have failed, parties
have tried a variety of alternative tactics. Among the scenarios that have arisen in this context
are in camera review, password requests, and subpoenas to service providers.
In Camera Review
So far, the most commonly used mechanism for resolving disputes over the appropriate scope
of social media discovery has been in camera review of the materials by the judge. In
numerous cases over recent years, judges have opted to review disputed materials (or samples
of them) to resolve questions about relevance and balance issues of privacy. See e.g. A.D. v.
C.A., 2015 N.Y. Slip Op. 25283 (N.Y. Sup. Aug. 13, 2015)75; Douglas v. Riverwalk Grill, No. 1115230 (E.D. Mich. Aug. 24, 2012) 76; Offenback v. L. M. Bowman Inc., et al., No. 1:10-CV-1789
(M.D. Pa. June 22, 2011) 77; and, Barnes v. CUS Nashville, LLC, No. 3:09-cv-00764 (M.D. Tenn.
June 3, 2010). 78
Some judges, however, have declined to take such relevancy evaluations upon themselves. See
e.g. Melissa G. v. North Babylon Union Free Sch. Dist. 2015 NY Slip Op 25113 (N.Y. Sup. Mar. 18,
2015)79 (“. . . there is no basis to believe that plaintiff's counsel can not honestly and accurately
perform the review function in this case . . .”); Tompkins v. Detroit Metropolitan Airport, No. 10–
10413 (E.D. Mich. Jan. 18, 2012)80 (“‘Such review is ordinarily utilized only when necessary to
resolve disputes concerning privilege; it is rarely used to determine relevance.’”).
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Password Requests
In the first few years of social media discovery, a number of litigants attempted to compel
production of the opposing party’s social media account password to provide the requesting
party with unrestricted access to review all non-public content in the account. See e.g. Trail v.
Lesko, No. GD-10-017249 (Allegheny Cnty. C.P. July 3, 2012) 81 (denying password requests but
reviewing McMillen v. Hummingbird Speedway, Inc. (2010), Zimmerman v. Weis Markets, Inc.
(2011), and Largent v. Reed (2011), each of which ordered production of a Facebook password).
Because this approach exposes extensive irrelevant (and private) materials, it is generally
disfavored by judges and parties, and it has become uncommon in recent years. See e.g. In re
Milo’s Kitchen Dog Treats Consolidated Cases, No. 12-1011 (W.D. Pa. April 14, 2015) 82 (denying
password request based on review of Silva v. Dick’s Sporting Goods, Inc. (2015), Ogden v. AllState Career Sch. (2014), Smith v. Hillshire Brands (2014), and Bosh v. Cherokee Cnty.
Governmental Bldg. Auth. (2013), each of which denied such requests as unnecessary or
overbroad).
Service Provider Subpoenas
Some litigants have attempted to obtain non-public social media materials by subpoenaing
those materials directly from the social media service providers. Unfortunately for the
requesting parties, those attempts have run up against Title II of the Electronic Communications
Privacy Act of 1986 83 (Pub. L. 99-508, Oct. 21, 1986), which is also known as the Stored
Communications Act 84 (SCA). The SCA establishes certain privacy protections for our electronic
materials stored with third party service providers, from both government intrusion and third
party access.
In the case of Crispin v. Christian Audigier, Inc., 717 F.Supp.2d 965 (C.D. Cal. 2010), 85 a party
issued subpoenas to Facebook and Myspace seeking specified, non-public materials from the
opposing party’s accounts. A Federal District Court judge later quashed those subpoenas,
finding that Facebook and Myspace qualified as “electronic communication services” under the
SCA, which therefore prohibited the desired disclosures. More recently, in the case of Ehling v.
Monmouth-Ocean Hospital Service Corp., No. 2:11-cv-03305 (D.N.J. Aug. 20, 2013), 86 a Federal
District Court Judge again determined non-public Facebook materials to be protected by the
SCA (in a non-discovery context).
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In a May 2018 decision discussing service provider subpoenas in the criminal context (Facebook
Inc. v. Hunter, No. S230051 (Cal. May 24, 2018) 87), the California Supreme Court held that
service providers must comply with subpoenas from criminal defendants for public materials,
but it did not resolve the larger question of when criminal defendants’ rights under the Fifth
and Sixth Amendments might trump the SCA 88 and entitle them to obtain private social media
materials via service provider subpoena. More recently, in the District of Columbia case of
Facebook, Inc. v. Wint, No. 18-CO-958 (D.C. App. Jan. 3, 2019), 89 the appellate court reaffirmed
the general rule that the SCA prevents criminal defendants (and civil litigants) from obtaining
covered communications from service providers using subpoenas (absent one of the statute’s
explicit exceptions):
Authority from other jurisdictions also favors a plain-language reading of the SCA. As far
as we have determined, every court to consider the issue has concluded that the SCA’s
general prohibition on disclosure of the contents of covered communications applies to
criminal defendants’ subpoenas. . . . Courts have uniformly reached the same
conclusion in the context of civil subpoenas on behalf of private litigants. [emphasis
added]
The updated Sedona Conference Primer 90 referenced above also suggests the use of
preservation subpoenas to service providers. Subpoenas seeking preservation rather than
production would not run afoul of the SCA’s restrictions on service provider production, but
should help ensure materials remain available while other approaches to obtaining discovery of
them are pursued.
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AUTHENTICITY
In order for any of the materials you have preserved and collected to be usable at trial, they will
have to be successfully admitted as evidence. The admissibility of a particular piece of evidence
turns on a variety of factors, including its relevance, its potential for prejudice, its status as
hearsay, etc. The most foundational of the requirements offered evidence must satisfy, is that
it must be authentic, i.e. it must actually be whatever it purports to be. This is essential for the
obvious reason that fake or falsified materials cannot carry any weight as evidence; fake
evidence makes no fact more or less true and is, therefore, irrelevant to the proceedings.
Unfortunately, in the context of social media evidence, the question of authenticity can be a
challenging one. Social media platforms, like all Internet sources, are still very new, legally
speaking, and they are constantly evolving in form and content. Moreover, many individuals
still view Internet sources as inherently suspect compared to older media. As a result, there has
been a great deal of disagreement about when and how social media materials and other
Internet sources should be authenticated and admitted.
The following classic passage about “voodoo information taken from the Internet” (from St.
Clair v. Johnny's Oyster & Shrimp, Inc., 76 F.Supp.2d 773 (1999) 91) illustrates well the resistance
some felt and continue to feel towards the use of such materials:
While some look to the Internet as an innovative vehicle for communication, the Court
continues to warily and wearily view it largely as one large catalyst for rumor, innuendo,
and misinformation. So as to not mince words, the Court reiterates that this so-called
Web provides no way of verifying the authenticity . . . . There is no way Plaintiff can
overcome the presumption that the information he discovered on the Internet is
inherently untrustworthy.
Anyone can put anything on the Internet. No web-site is monitored for accuracy and
nothing contained therein is under oath or even subject to independent verification
absent underlying documentation. Moreover, the Court holds no illusions that hackers
can adulterate the content on any web-site from any location at any time. For these
reasons, any evidence procured off the Internet is adequate for almost nothing, even
under the most liberal interpretation . . . .
Instead of relying on the voodoo information taken from the Internet, Plaintiff must hunt
for hard copy back-up documentation in admissible form . . . .
Thankfully, the reality is not nearly so dire as this decision makes out, and slowly but surely,
practitioners and courts have been getting more comfortable with these newer sources and
how to assess them under the applicable rules and case law.
91
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Next, let’s take a look at how authentication of social media materials for admission as
evidence is supposed to work under the Federal Rules of Evidence.
Authenticity and the Federal Rules
The process for establishing evidentiary authenticity is laid out in Federal Rule of Evidence
901. 92 To establish authenticity, “the proponent must produce evidence sufficient to support a
finding that the item is what the proponent claims it is.” The rule goes on in subpart (b) to
provide a non-exclusive list of ten example ways that authenticity might be shown for various
types of evidence. Among them are two example methods of particular relevance to the
authentication of social media materials:
Rule 901. Authenticating or Identifying Evidence
...
(b) Examples. The following are examples only — not a complete list — of evidence that
satisfies the requirement:
(1) Testimony of a Witness with Knowledge. Testimony that an item is what it is
claimed to be.
...
(4) Distinctive Characteristics and the Like. The appearance, contents,
substance, internal patterns, or other distinctive characteristics of the item, taken
together with all the circumstances.
Subpart 901(b)(1) says that a witness with knowledge can provide authenticating testimony.
For social media materials, that might be testimony from the person who created the material
or a person who received the material. Unfortunately, authenticating testimony from the
creator or author may not be available when the material is unfavorable evidence for that
individual. For that reason, distinctive characteristics are very important.
Subpart 901(b)(4) says that “distinctive characteristics” of a piece of evidence can be
considered to establish its authenticity. Distinctive characteristics are specific details of the
material that make it likely the material is authentic. For social media materials, distinctive
characteristics might include (but are not limited to): materials appearing on a page that is in
the alleged author’s name; relevant individuals appearing in included pictures; relevant topics
being discussed; distinctive slang being used; the appearance of relevant names or nicknames;
the times or locations on shared posts or photos; or, the IP address of the device from which
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posts were made. Basically, to quote Judge Grimm’s shorthand 93 for this rule: “If it looks like a
duck, waddles like a duck, and quacks like a duck, it must be a duck.”
Even if a showing sufficient to establish authenticity is made, however, the authenticity of the
evidence can still be challenged by a similar, contrary showing from another party. In the event
of conflicting showings regarding the authenticity of some piece of evidence, what arises is a
situation where relevance depends on a factual determination: If the underlying facts about the
offered evidence are as the submitting party contends, the evidence is authentic and relevant;
if instead the underlying facts about the offered evidence are as the opposing party contends,
the evidence is inauthentic and, therefore, irrelevant.
Such situations are governed by Federal Rule of Evidence 104(b)94 “Relevance That Depends on
a Fact,” which requires that “proof must be introduced sufficient to support a finding that the
fact does exist.” As long as that required proof is offered, the original social media evidence
and the proof supporting its authenticity can be put to the jury for a factual determination
regarding authenticity, which will in turn determine relevance. To again quote Judge Grimm 95:
. . . courts historically considered admissibility of all documentary evidence on a
continuum, in which clearly authentic evidence is admitted, clearly inauthentic evidence
is excluded, and everything in between is conditionally relevant and admitted for the jury
to determine its authenticity.
For a deeper dive into the operation and interplay of these rules, I recommend both the 2013
journal article from Judge Grimm, “Authentication of Social Media Evidence,” 96 and the more
recent best practices guide he co-authored, “Best Practices for Authenticating Digital
Evidence.” 97
This is how the application of the rules to social media materials should work, but in practice,
that has not always been the case. Some courts have instead held social media materials to a
higher stand for authentication because of fears like those articulated in the “voodoo
information” passage quoted above.
Authentication in the Courts: A Tale of Two States
The story of social media authentication in the courts is a tale of two states: Maryland and
Texas. These were two of the first states to address these issues at the appellate level, and
93
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each staked out a different position that has since been followed by other states. The two
approaches taken reflect the tension we reviewed above, between permissive rules and fearful
judges.
The Texas Rule tracks the intended operation of the evidentiary rules we discussed, entrusting
the disputed fact determinations to the jury, while the Maryland Rule embodies the fear of
“voodoo information taken from the Internet,” 98 requiring a much greater demonstration of
authenticity before the evidence can reach the jury. As the Honorable Paul W. Grimm and his
law clerks described the two approaches 99:
1. “One line of cases sets an unnecessarily high bar for the admissibility of social media
evidence by not admitting the exhibit unless the court definitively determines that the
evidence is authentic.” [emphasis added]
2. “Another line of cases takes a different tact, determining the admissibility of social
media evidence based on whether there was sufficient evidence of authenticity for a
reasonable jury to conclude that the evidence was authentic.” [emphasis added]
Let’s take a closer look at these two approaches and their case law origins.
Griffin and the Maryland Rule
The case of Griffin v. State of Maryland, 19 A.3d 415 (Md. 2011) 100 was a criminal case in which
the Defendant was convicted of “second degree murder, first degree assault, and use of a
handgun in the commission of a felony or crime of violence” for a fatal shooting that took place
in April 2005. Between the first trial, which ended in mistrial, and the second, which ended in
conviction, a key witness changed their testimony. They also explained that their original
testimony had been different because they had been threatened via social media prior to the
original trial. The Prosecution also introduced printouts of the relevant social media messages
and profiles into evidence.
They attempted to authenticate the social media materials using Maryland’s equivalent of FRE
901(b)(4) and the distinctive characteristics of the materials. The distinctive characteristics they
identified for the court included matching the profile’s displayed age, city, birthday,
photograph, children, and nickname use with those of the alleged owner of the profile and
author of the posts. The trial court judge allowed the admission of the evidence, with
instructions to the jury about how to evaluate what weight to give it.
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The admission of the materials was upheld on its appeal 101 to Maryland’s Court of Special
Appeals but reversed on its subsequent appeal 102 to the Maryland Court of Appeals. In
reaching its decision, that court expressed inherent mistrust of social media sources:
The potential for abuse and manipulation of a social networking site by someone
other than its purported creator and/or user leads to our conclusion that a printout of
an image from such a site requires a greater degree of authentication than merely
identifying the date of birth of the creator and her visage in a photograph on the site in
order to reflect that [she] was its creator and the author of the “snitches get stitches”
language. [emphasis added]
The court suggests instead that it might have accepted the materials as authentic if the
Prosecution had gone beyond distinctive characteristics and had, for example: gotten the
author to testify to her authorship; gotten forensic evidence from the device used for the post;
or, gotten IP evidence from the social media service.
Later, in Sublet v. State, 113 A.3d 695 (Md. 2015) 103 the court clarified its Griffin ruling as having
been a nonexclusive list of authentication examples, and it nominally adopted the standard as
articulated by the Second Circuit, which is more consistent with the Texas Rule discussed
below. Some have taken this to mean the court has moderated its position, but in the decision,
the court also reaffirmed its conclusion in Griffin and continued to express inherent mistrust of
internet sources at the mercy of fakery or alteration by “crackers.” This suggests the bar for
social media authentication may remain practically higher in this jurisdiction, regardless of the
formal change in the standard’s wording.
Tienda and the Texas Rule
The case of Tienda v. State of Texas, No. PD–0312–11 (Feb. 8, 2012) 104 was a criminal case in
which the Defendant was convicted of murder for his participation in a multi-car, highway
shootout that resulted in a death. The Prosecution introduced into evidence printouts of three
MySpace profiles and related content alleged to be the Defendant’s. The Prosecution used the
materials, “Subscriber Reports” from the social media service, and testimony from someone
with knowledge to highlight distinctive characteristics of the materials including: names and
nicknames, locations, people appearing in photos, messages and posts referencing the
shootout and the death, and references to an electronic monitor (which the Defendant had
been required to wear).
The trial judge admitted the materials for the jury to consider, over the objections of the
Defendant, and that decision was affirmed on appeal to the Texas Fifth Court of Appeals. The
101

http://www.courts.state.md.us/opinions/cosa/2010/1132s08.pdf
http://www.courts.state.md.us/opinions/coa/2011/74a10.pdf
103
http://www.mdcourts.gov/opinions/coa/2015/42a14.pdf
104
http://caselaw.findlaw.com/tx-court-of-criminal-appeals/1593701.html
102

XDD eDiscovery Handbook

Unit 3, Chapter 16

260

Defendant appealed again to the Texas Court of Criminal Appeals, but that court too affirmed
the admission of the materials105 based on the prima facie showing of authenticity that had
been made using distinctive characteristics: “This combination of facts . . . is sufficient to
support a finding by a rational jury that the MySpace pages that the State offered into evidence
were created by the appellant.”
The court also addressed directly the “voodoo information” concerns and how the rules already
address them without the need for a special, higher bar:
It is, of course, within the realm of possibility that the appellant was the victim of some
elaborate and ongoing conspiracy. Conceivably some unknown malefactors somehow
stole the appellant's numerous self-portrait photographs, concocted boastful messages
about David Valadez's murder and the circumstances of that shooting, was aware of the
music played at Valadez's funeral, knew when the appellant was released on pretrial
bond with electronic monitoring and referred to that year-long event along with stealing
the photograph of the grinning appellant lounging in his chair while wearing his ankle
monitor. But that is an alternate scenario whose likelihood and weight the jury was
entitled to assess once the State had produced a prima facie showing that it was the
appellant, not some unidentified conspirators or fraud artists, who created and
maintained these MySpace pages. [emphasis added]
This approach is more consistent with the intent and traditional operation of the evidence
rules, and thankfully, it is also the more widely adopted approach so far.
Parker, Glover, and Other Recent Cases
Since the establishment of the Maryland Rule and the Texas Rule by those cases, numerous
other states have followed one of these two paths. For example, Connecticut, Mississippi,
Colorado, and arguably Pennsylvania have each adopted an approach like the Maryland Rule:
•
•
•
•

State v. Eleck, 23 A.3d 818 (Conn. App. 2011) 106
Smith v. State, 136 So.3d 424 (Miss. 2014)107
People v. Glover, 363 P.3d 736 (Colo. App. 2015) 108
Commonwealth v. Mangel, 2018 PA Super 57 (Pa. Super. Ct. 2018)109

And, Georgia, Delaware, Kansas, Missouri, Ohio and Tennessee have all adopted an approach
like the Texas Rule:

105

http://caselaw.findlaw.com/tx-court-of-criminal-appeals/1593701.html
http://www.leagle.com/decision/In CTCO 20110809065/STATE v. ELECK
107
https://casetext.com/case/smith-v-state-7769
108
http://www.leagle.com/decision/In COCO 20150226102/PEOPLE v. GLOVER
109
https://www.leagle.com/decision/inpaco20180315753
106

XDD eDiscovery Handbook

Unit 3, Chapter 16

261

•
•
•
•
•
•

Burgess v. State, 742 S.E.2d 464 (Ga. 2013) 110
Parker v. State, 85 A.3d 682 (Del. 2014) 111
State v. Jones, 318 P.3d 1020 (Kan. App. 2014)112
State v. Snow, 437 S.W.3d 396 (Mo. Ct. App. S.D. 2014)113
State v. Gibson, 2015-Ohio-1679 (Ohio App. 6 Dist. 2015)114
State v. Burns, No. M2014-00357-CCA-R3-CD (Tenn. Crim. App. 2015)115

Additionally, the Fourth, Fifth, and Eighth Circuits and Indiana, Kentucky, Louisiana, Michigan,
New Hampshire, New Jersey, New York, and Washington have also adopted an approach like
the Texas Rule.116 The trend so far is definitely towards the Texas Rule, “but the careful
practitioner will attempt to build as many connections as possible between the author and the
exhibit.” 117
A Note about Recently Amended FRE 902
In December 2017, amendments to Federal Rules of Evidence became effective 118 that were
intended to streamline the authentication of ESI evidence. Federal Rule of Evidence 902119
defines categories of evidence that are self-authenticating, and the amendments added two
new categories of self-authenticating ESI designed to cover many of the most common ESI
collections:
•
•

“Certified Records Generated by an Electronic Process or System”
o i.e., enterprise system exports
“Certified Data Copied from an Electronic Device, Storage Medium, or File”
o i.e., forensic collections from custodians’ computers and storage devices

These two categories are now self-authenticating when accompanied by the required
certification, eliminating the need for testimony from the individual that performed the
collection. While this will help simplify the authentication process in many situations, it is not
likely to resolve the social media authentication issues and jurisdictional split discussed above,
which are focused on uncertainty about authorship rather than uncertainty about the
accuracy of outputs obtained or copies made.
110

https://casetext.com/case/burgess-v-state-225
http://www.leagle.com/decision/In DECO 20140206069/PARKER v. STATE
112
https://casetext.com/case/state-v-jones-4057
113
https://casetext.com/case/state-v-snow-78
114
http://www.supremecourt.ohio.gov/rod/docs/pdf/6/2015/2015-Ohio-1679.pdf
115
http://cases.justia.com/tennessee/court-of-criminal-appeals/2015-m2014-00357-cca-r3-cd.pdf?ts=1430849733
116
http://www.naag.org/publications/nagtri-journal/volume-2-issue-2/status-update-on-authenticating-socialmedia-evidence-the-three-primary-approaches-applied-nationally.php
117
http://www.fedbar.org/Hidden-Files/2015-Federal-Litigation-Conference-Materials/Session-5-Obtaining-andUsing-Electronic-Social-Media-Evidence.aspx?FT=.pdf
118
https://www.americanbar.org/groups/litigation/publications/litigation-news/featured-articles/2018/newfederal-evidence-rule-changes-reflect-modern-world/
119
https://www.law.cornell.edu/rules/fre/rule_902
111
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SPOLIATION
As we noted above, an August 2016 review by X1 120 uncovered more than 9,500 cases from the
preceding 12 months in which social media evidence played a significant role – growth of more
than 50% over the prior year. This is a category of materials being implicated more and more
frequently, and that will continue to be so, making social media preservation and spoliation real
concerns. Only a handful of cases have touched specifically on social media spoliation issues so
far, but they make clear that courts expect social media to be preserved.
Katiroll (2011)
In the case of The Katiroll Company, Inc. v. Kati Roll and Platters Inc., No. 3:2010cv03620 (D.N.J.
2011), 121 the defendant changed their Facebook profile picture from one that included the
dress the trademark dispute was over to one that did not. The plaintiff sought spoliation
sanctions over that change, but the court found that changing social media profile pictures is
common and that the spoliation was probably unintentional. To address the minor prejudice it
caused, the court directed the prior profile picture temporarily restored and a screen capture
made for use as evidence.
Lester (2013)
In the case of Allied Concrete Co. v. Lester, 285 Va. 295, 736 S.E.2d 699 (Va. 2013), 122 an
attorney advised a client to “clean up” his Facebook page and suggested some images that
should be removed. The client ultimately deleted 16 pictures and then, later, deleted the
whole account and claimed not to have one. The deletions were established 123 using IP logs
obtained from Facebook and expert testimony. Ultimately, the misconduct resulted in an
adverse inference instruction to the jury, a $722,000 award of costs and fees against the client
and the attorney, 124 and a five-year suspension for the attorney.125
Gatto (2013)
In the case of Gatto v. United Airlines, Inc., et al., No. 10-cv-1090-ES-SCM (D.N.J. Mar. 25,
2013), 126 the plaintiff produced his Facebook password to the defendants so they could access,
review, and print some agreed-upon materials. When they attempted to access the account,
120

https://blog.x1discovery.com/2016/08/31/hundreds-of-thousands-of-legal-cases-estimated-to-address-socialmedia-in-2016/
121
http://law.justia.com/cases/federal/district-courts/new-jersey/njdce/3:2010cv03620/244223/255/
122
https://scholar.google.com/scholar_case?case=12929440551591006221
123
https://www.ediscoverylaw.com/2011/11/client-counsel-sanctioned-for-spoliation-where-plaintiff-wasinstructed-to-clean-up-his-facebook-page/
124
http://www.abajournal.com/news/article/lawyer_agrees_to_fiveyear_suspension_for_advising_client_to_clean_up_his_f
125
http://www.vsb.org/docs/Murray-092513.pdf
126
https://docs.justia.com/cases/federal/district-courts/new-jersey/njdce/2:2010cv01090/238467/42/
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however, the plaintiff received an automatic notification from Facebook about an access
attempt from a new, unauthorized IP address and – allegedly fearing hacking – deactivated his
account. He later attempted to restore it, but after two weeks of deactivation, Facebook had
already deleted the account materials (per its standard policy) making them unrecoverable.
Based on the loss of those materials and the prejudice it caused to the defendants, the court
granted an adverse inference instruction regarding the spoliated Facebook evidence.
Painter (2014)
In the case of Painter v. Atwood, D.D.S., No. 12-cv-1215 (D. Nev. Mar. 18, 2014), 127 the
defendants sought spoliation sanctions over the deletion of Facebook posts by the plaintiff
that, allegedly, would have contradicted or undermined her claims in the case. Plaintiff’s
attorney conceded that the deletion had occurred but argued that the posts were irrelevant
and that “[p]laintiff is a 22-year old girl who would not have known better than to delete her
Facebook comments.” The court rejected both arguments:
First, Plaintiff’s Facebook comments discussing her opinion on working and interacting
with Defendant . . . are directly relevant to this litigation. . . . Second . . . it is of no
consequence that Plaintiff is young or that she is female and, therefore, according to
her counsel, would not have known better than to delete her Facebook
comments. Once Plaintiff retained counsel, her counsel should have informed her of
her duty to preserve evidence and, further, explained to Plaintiff the full extent of that
obligation. [emphasis added]
The court went on to determine that an adverse inference sanction would be the appropriate
remedy for the loss of the Facebook materials.
Crowe (2015)
In the case of Crowe v. Marquette Transportation Co. Gulf-Inland, LL, No. 14-1130 (E.D. La. Jan.
20, 2015), 128 the plaintiff deactivated his Facebook account days after receiving a discovery
request to produce materials from it, and then, he claimed he did not “presently have a
Facebook account.” Since the account had been deactivated rather than deleted, materials
could still be recovered, however, and the court ordered the production of all materials, the
turning over of account credentials, and consent/cooperation for any subpoenas the defendant
wished to issue directly to Facebook.

127
128

https://cases.justia.com/federal/district-courts/nevada/nvdce/2:2012cv01215/88734/75/0.pdf
https://docs.justia.com/cases/federal/district-courts/louisiana/laedce/2:2014cv01130/161984/32
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Thurmond (2016)
In the case of Thurmond v. Bowman, No. 14-CV-6465W (W.D.N.Y. Mar. 31, 2016), 129 the
defendants sought spoliation sanctions against the plaintiff over the disappearance of
numerous allegedly-relevant posts from her Facebook account. Ultimately, it was determined
that the plaintiff had made a privacy settings change to the account that changed the public
visibility of the posts but had not deleted them. The plaintiff produced the materials, and the
court declined to apply sanctions, but the court did express its displeasure with the plaintiff’s
“troubling” conduct and indicated that sanctions might be applied for further inappropriate
conduct.
Herzig (2019)
In the case of Herzig v. Arkansas Foundation for Medical Care, Inc., No. 2:18-CV-02101 (W.D.
Ark. Jul. 3, 2019), 130 the parties agreed during their meet and confer “that [the defendant]
might request data from [the plaintiffs’] mobile phones and that the parties had taken
reasonable measures to preserve potentially discoverable data from alteration or destruction.”
During discovery, the plaintiffs produced screenshots of a limited number of relevant text
messages – all prior to a particular date. After a motion to compel, the plaintiffs “produced
additional text messages from those text message conversations, but nothing more recent” than
that same date.
Later, it was revealed during deposition testimony that – around that date – the plaintiffs had
switched from communicating via text messages to communicating using Signal, which
“allows users to send and receive encrypted text messages accessible only to sender and
recipient, and to change settings to automatically delete these messages after a short period of
time.” The plaintiffs had “set the application to delete their communications” [emphasis
added].
The court found this course of conduct to amount to intentional, bad-faith spoliation that
would have warranted sanctions were the case not already being dismissed on summary
judgment:
This intentional, bad-faith spoliation of evidence was an abuse of the judicial process and
warrants a sanction. The Court need not consider whether dismissal, an adverse
inference, or some lesser sanction is the appropriate one, however, because in light of
the motion for summary judgment, [the plaintiffs’] case can and will be dismissed on the
merits.

129
130

https://www.theemployerhandbook.com/files/2016/05/Thurmond-v-Bowman-1.pdf
https://scholar.google.com/scholar_case?case=15311673594115342354
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Cordova (2019)
In the case of Cordova v. Walmart Puerto Rico, Inc. et al., No. 16-2195 (ADC) (D.P.R. Jul. 15,
2019), 131 the defendants sought production of relevant social media materials from the
plaintiff. Initially, the plaintiff “responded, in essence, that she once had a social media account,
but that it was closed and that she did not recall the name under which she had the account.”
The plaintiff’s story evolved several times, however, as new information came to light:
•

The plaintiff claimed she had lost access when she lost her old phone and she “got
blocked out for unsuccessful attempts to log into the account” trying to access the
account from a home computer instead

•

Subsequently, the defendants claimed they were “able to identify plaintiff's public
Facebook profile under the name 'Córdova Eigna' – essentially, plaintiff's second lastname and her first name spelled backwards,” and provided screen shots showing
updates and comments posted since access had been allegedly lost

•

The plaintiff then claimed “that she had regained access to her Facebook account [after
discovery had concluded] after she had found her Facebook account password at her
home,” and she claimed she was unaware of her duty to supplement her prior
responses

•

The plaintiff then produced printouts of some of her Facebook profile and some related
photographs, but the defendants noted that needed metadata and other materials were
not included and sought supplementation in native format

•

The plaintiff then “responded that she had deleted her Facebook account after her
previous production”

The defendants sought dismissal as a sanction, arguing that the overall course of conduct and
the ultimate spoliation amounted to “fraud on the Court.”
The court held that the plaintiff had “failed to comply with her obligation under Fed. R. Civ.
26(e) to supplement discovery responses” and that the plaintiff’s “deletion of her Facebook
account amounts to spoliation,” which “may have caused prejudice” by depriving the
defendants of “relevant metadata that would have been contained in the deleted Facebook
page” [emphasis added]. The court did not find, however, that the plaintiff had committed
fraud on the court and, so, applied an adverse-inference jury instruction sanction rather than
dismissal.

131

https://casetext.com/case/cordova-v-walmart-pr-inc
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Spoliation Summary
It is clear from these eight cases that, while parties and their attorneys may be struggling with
social media, courts are very comfortable treating it like any other source: if relevant, it needs
to be preserved and produced; and, under no circumstances should it be intentionally altered,
deleted, or hidden – or used to deliberately hide relevant communications. One bar has
already provided an advisory opinion on this for attorneys, 132 and we should expect more bar
opinions like this and cases like those above to follow.

132

https://www.floridabar.org/etopinions/etopinion-14-1/
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ETHICAL AND RELIABILITY CONCERNS
Ethical Concerns
In addition to the obvious need to not to intentionally spoliate or advise spoliation, the advent
of the social media age also raises some additional ethical concerns for attorneys 133:
•
•
•
•

When and with whom is it okay for an attorney to communicate via social media?
Can an attorney research parties or jurors’ public social media materials?
Can an attorney submit a friend request in an attempt to view non-public materials?
What information about him- or herself must an attorney disclose?

As social media has grown in importance, these are questions state bars have begun to
address.134
Essentially, the rules apply to the medium of social media the same way they applied to each
prior medium of communication: no communicating with represented parties (ABA Model Rule
4.2 135); no communication with unrepresented parties without disclosure of your interest (ABA
Model Rule 4.3 136); and, no communication “involving dishonesty, fraud, deceit, or
misrepresentation” (ABA Model Rule 8.4 137). Bar organizations, including Oregon 138 (and
this139), New Hampshire, 140 New York State, 141 New York City, 142 San Diego, 143 and
Philadelphia, 144 have issued opinions to this effect (though there is some variation in specifically
what information must be disclosed for sufficiency).
Beyond those essentials, social media does present some new wrinkles. For example: does an
automated notification that an attorney viewed a social media profile (e.g., of a witness or
133

https://www.americanbar.org/content/dam/aba/events/labor_law/2017/03/ethics/papers/myra
_paper.authcheckdam.pdf
134
https://www.americanbar.org/content/dam/aba/administrative/litigation/materials/2015/2015_inscle
_materials/written_materials/24_1_recent_developements_in_discovery_of_social_media_content.authcheckda
m.pdf
135
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules
_of_professional_conduct/rule_4_2_communication_with_person_represented_by_counsel.html
136
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of
_professional_conduct/rule_4_3_dealing_with_unrepresented_person.html
137
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of
_professional_conduct/rule_8_4_misconduct/
138
https://www.osbar.org/_docs/ethics/2005-164.pdf
139
https://www.osbar.org/_docs/ethics/2013-189.pdf
140
https://www.nhbar.org/ethics/opinion-2012-13-05
141
https://www.nysba.org/2019guidelines/
142
http://www.nycbar.org/pdf/report/uploads/20071997-Formal_Opinion_2010-2.pdf
143
https://www.sdcba.org/index.cfm?pg=lec2011-2
144
https://www.philadelphiabar.org/WebObjects/PBAReadOnly.woa/Contents/WebServerResources/
CMSResources/Opinion_2009-2.pdf
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juror) count as a communication from that attorney to that individual? The ABA and at least
two states say no, but New York says yes. 145
Social media has also raised new ethical concerns for judges, who may inadvertently give the
appearance of partiality by interacting with parties via social media. In the Wisconsin state case
of In re the Paternity of B.J.M., 925 N.W.2d 580 (WI App Feb. 20, 2019), 146 the appellate court
reversed an order and remanded the case to proceed under a new judge, after the original
judge’s acceptance of a Facebook friend request from a party – prior to issuing a ruling on that
party’s motion – “created a great risk of actual bias, resulting in the appearance of partiality.”
Reliability Concerns
Fake news, 147 fake news, 148 and more fake news! 149 Fake viral videos, 150 fake viral images,151
and fake fights! 152
In recent years, the Internet has seen a massive surge in deliberately fake content. Some of it is
intended only to entertain or advertise or get attention, but some of it is intended to sow
confusion and misinformation.153 While this poses a real challenge 154 to our discernment 155 of
reliable public information, it remains generally unlikely that any individual – unless they are a
public figure – would be impersonated online or have fake materials created about them. If
they are a politician, celebrity, or other public figure, however, deepfakes have become a
growing area of concern. And, for all users of social media, there are valid questions as to how
reliable even “real” posts are.
Deepfakes on the Horizon
Another new source of potential complications in social media evidence is the rise of
“deepfakes.” Deepfakes are “highly realistic, falsified imagery and sound recordings” 156 in
which the original faces and/or voices are replaced. They are not created using the types of 3D
145

https://www.americanbar.org/groups/professional_responsibility/services/ethicssearch/
ethicstipfebruary2017.html
146
https://www.leagle.com/decision/inwico20190220f79
147
http://www.snopes.com/category/facts/fake-news/
148
https://www.washingtonpost.com/business/economy/russian-propaganda-effort-helped-spread-fake-newsduring-election-experts-say/2016/11/24/793903b6-8a40-4ca9-b712-716af66098fe_story.html
149
https://www.npr.org/tags/502124007/fake-news
150
http://www.huffingtonpost.com/entry/jimmy-kimmel-reveals-another-of-your-favorite-viral-videos-isfake_us_56246963e4b08589ef47e673
151
http://gizmodo.com/69-viral-images-from-2016-that-were-totally-fake-1789400518
152
http://www.startribune.com/viral-washburn-high-school-fight-video-was-a-hoax-district-says/410736925/
153
https://www.washingtonpost.com/business/economy/russian-propaganda-effort-helped-spread-fake-newsduring-election-experts-say/2016/11/24/793903b6-8a40-4ca9-b712-716af66098fe_story.html
154
http://www.bbc.com/future/story/20170301-lies-propaganda-and-fake-news-a-grand-challenge-of-our-age
155
http://time.com/4694165/more-than-half-of-kids-say-they-cant-spot-fake-news/
156
https://www.law.com/newyorklawjournal/2019/10/28/deepfakes-when-a-picture-is-worth-nothing-at-all/
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rendering “typically employed in Hollywood VFX studios” 157 but, rather, using publicly-available
machine-learning algorithms and source media (i.e., images, videos, and audio recordings).
They have quickly progressed from illicit applications to viral social media amusements158:
Like all video-adjacent technology, deepfakes first saw significant use in
pornography, flooding the Internet with videos that to the untrained . . . eye look like
celebrities doing porn. Otherwise, it’s mostly used for comedy, like putting Steve
Buscemi’s face on Jennifer Lawrence, or swapping Arnold Schwarzenegger and Danny De
Vito in Twins. Sometimes, deepfakers reinstate a role’s “original” casting (like Tom
Selleck as Indiana Jones), bring actors like Bruce Lee back from the dead, or – in this
latest case – ponder remakes of classics with Marvel Cinematic Universe stars.
Deepfake technology has the potential to create a variety of serious legal complications,
including: defamation and false light claims from those depicted 159 (including potential liability
for duped journalists), defendants challenging the authenticity of video evidence against
them 160 (even when it’s real), and a new need for video analysis and expert testimony161 (and
the costs that will come with both).
At least three states have already taken some legislative steps related to deepfakes. In July
2019, Virginia 162 “officially expanded its nonconsensual pornography ban to include realistic
fake videos and photos, including computer-generated ‘deepfakes.’” In September 2019,
Texas 163 attempted to criminalize deepfake election interference:
Texas Senate Bill 751 (SB751) amended the state’s election code to criminalize deepfake
videos created “with intent to injure a candidate or influence the result of an election”
and which are “published and distributed within 30 days of an election.” Doing so is now
a class A misdemeanor and offenders can be sentenced to a year in a county jail and
fined up to $4,000.
Finally, in October 2019, California 164 passed two measures related to deepfakes: one that
authorizes election candidates to bring civil actions against distributors of election-related
deepfakes, and one that “that provides a plaintiff whose likeness was used in a computergenerated nude or sexual act video or image with the ability to obtain damages and other
relief.”
157

https://birthmoviesdeath.com/2020/02/18/deepfakes-visual-effects-for-the-post-truth-world
https://birthmoviesdeath.com/2020/02/18/deepfakes-visual-effects-for-the-post-truth-world
159
https://www.law.com/texaslawyer/2020/02/10/dont-roll-that-tape-deepfakes-creating-litigation-nightmares/
160
https://www.law.com/newyorklawjournal/2019/10/28/deepfakes-when-a-picture-is-worth-nothing-at-all/
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https://www.law.com/newyorklawjournal/2019/10/28/deepfakes-when-a-picture-is-worth-nothing-at-all/
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https://www.theverge.com/2019/7/1/20677800/virginia-revenge-porn-deepfakes-nonconsensual-photosvideos-ban-goes-into-effect
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https://www.law.com/texaslawyer/2019/10/11/texas-outlaws-deepfakes-but-the-legal-system-may-not-beable-to-stop-them/
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Reliability of the Real
What we should concern ourselves with, however, is: just how reliable are individuals’ own,
real social media posts? Do people really create accurate, spontaneous reflections of
themselves and their lives? Probably not, at least not entirely 165:
In a 2012 paper 166 published in the Vanderbilt Journal of Entertainment & Technology
Law, Kathryn R. Brown distilled recent research on social media psychology and found
that users selectively screen photos to present themselves as “attractive” and “having
fun,” and that they tune their personae to come across as “socially desirable,” “grouporiented,” and “smiling.” . . . Meanwhile, “individuals are unlikely to capture
shameful, regrettable, or lonely moments with a camera.” [link and footnote added;
emphasis added]
So, to at least some extent, we all generate our own mildly “fake news” about ourselves, editing
our comments and curating our images to try to appear as we wish to be seen rather than as
we may be. This does not mean that there may not be reliable, valuable evidence to be had in
social media materials but, rather, that we should consider such materials with this in mind and
be conservative in the inferences we draw and the assumptions we make. As one judge put
it 167:
The fact that an individual may express some degree of joy, happiness, or sociability on
certain occasions sheds little light on the issue of whether he or she is actually suffering
emotional distress.
...
While the relevance of a posting reflecting engagement in a physical activity that would
not be feasible given the plaintiff's claimed physical injury is obvious, the relationship of
routine expressions of mood to a claim for emotional distress damages is much more
tenuous.

165

https://slate.com/technology/2015/04/social-media-and-the-law-if-youre-claiming-emotional-distress-dontappear-happy-on-facebook.html
166
http://connection.ebscohost.com/c/articles/90507728/risks-taking-facebook-face-value-why-psychology-socialnetworking-should-influence-evidentiary-relevance-facebook-photographs
167
https://www.sfbar.org/forms/cle/yosemite2014/panel1/Giachetto.pdf
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KEY TAKEAWAYS
On Sources and Usage
Without question, social media is now used frequently and by the majority of people in the
United States. It is also showing up in more and more cases as evidence each year. The most
commonly used (and, therefore, implicated) social media platforms are Facebook, Instagram,
Pinterest, LinkedIn, and Twitter. Facebook usage is roughly triple the usage of each of the other
four and is implicated the most often. Newer sources such as WhatsApp, Signal, and Slack are
on the rise, however, and beginning to show up in cases.
On Available ESI and Its Acquisition
Collectively, social media users generate enormous numbers of posts, photos, and other
content each day, and each individual account can contain large quantities of material, in many
formats, including both native and platform metadata. Additionally, service providers typically
keep IP logs and other records. Self-help collection options are extremely limited, but they are
okay in some situations (e.g., internal investigations, cases with no authenticity dispute).
Custom tools and services are available for when more complete collection or more robust
post-collection options are needed.
On Legal Mechanisms for Acquisition
Social media evidence is discoverable, like all evidence, when it is relevant. Disputes over the
scope of relevance may be resolved through in camera review by the judge, though not all
judges will. Overbroad requests are disfavored and likely to be limited by the judge, and
discovery of passwords for unlimited access is strongly disfavored and very likely to be
disallowed. Because of the Stored Communications Act, subpoenas to obtain materials directly
from the social media service providers are unlikely to work.
On Authentication in the Rules and Courts
Like all evidence, social media evidence must be authentic to be relevant and admitted. Social
media is most often authenticated through the testimony of someone with knowledge and
through the distinctive characteristics of the materials offered. When authenticity is disputed,
jurisdictions are split between the Texas Rule, which just requires a prima facie showing to
reach the jury, and the Maryland Rule, which requires a special, higher showing for social media
evidence to reach the jury. The Texas Rule is currently the more-widely adopted of the two,
though many jurisdictions have yet to weigh in.
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On Spoliation
Attorneys and their clients may be struggling to treat social media like other source types, but
judges are not. If it’s relevant, it needs to be preserved, and your clients need to be advised of
that fact explicitly. If it’s lost, even unintentionally, sanctions may follow.
On Ethical Concerns
As a communication medium, social media is subject to the same rules for attorneys as the
other available media: no bothering represented parties; no bothering unrepresented parties
without disclosure; and, no deceptive or fraudulent communications. Judges, too, must be
careful in their use of social media.
On Reliability Concerns
Truly fabricated materials are not a likely issue, unless your client is a public figure, but
individuals’ tendency to portray themselves in the best light possible makes the materials’
utility for discerning mental or emotional states questionable. Take them with a grain of salt.
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UNIT 3 - EDISCOVERY ADVANCED TOPICS

CHAPTER 17
PROPORTIONALITY

Everything in Moderation

Achieving the required balance
between needs, costs, and more

EVERYTHING IN MODERATION, INCLUDING DISCOVERY
On December 1, 2015, the most significant amendments to the Federal Rules of Civil
Procedure 1 became effective since the 2006 amendments that made the era of electronicallystored information official. Among the rules revised was Federal Rule of Civil Procedure
(“FRCP”) 26(b)(1), 2 which defines the scope of discovery. The change brought the existing-butoverlooked concept of proportionality front and center in an attempt to combat the runaway
cost and scale of discovery in the digital era.
Pre-December 2015, Old Version of FRCP 26(b)(1)
The pre-December 2015 version of FRCP 26(b)(1) read:
(b)

Discovery Scope and Limits.
(1) Scope in General. Unless otherwise limited by court order, the scope of
discovery is as follows: Parties may obtain discovery regarding any
nonprivileged matter that is relevant to any party’s claim or defense, including
the existence, description, nature, custody, condition, and location of any
documents or other tangible things and the identity and location of persons who
know of any discoverable matter. For good cause, the court may order discovery
of any matter relevant to the subject matter involved in the action. Relevant
information need not be admissible at trial if the discovery appears reasonably
calculated to lead to the discovery of admissible evidence. All discovery is subject
to the limitations imposed by Rule 26(b)(2)(C). [emphasis added]

This version of the rule focused on relevance first and foremost, as well as providing examples
of the types of information to which requesting parties are entitled. Later in FRCP 26(b), in a
section on limitations applicable to this general discovery scope rule, there was a provision that
raised the issue of proportionality. The pre-December 2015 version of FRCP 26(b)(2)(C)(iii)
read:
(2) Limitations on Frequency and Extent.
...
(C) When Required. On motion or on its own, the court must limit the frequency
or extent of discovery otherwise allowed by these rules or by local rule if it
determines that:
...
1
2

http://www.supremecourt.gov/orders/courtorders/frcv15(update)_1823.pdf
https://www.law.cornell.edu/rules/frcp/rule_26

XDD eDiscovery Handbook

Unit 3, Chapter 17

275

(iii) the burden or expense of the proposed discovery outweighs its
likely benefit, considering the needs of the case, the amount in
controversy, the parties’ resources, the importance of the issues at
stake in the action, and the importance of the discovery in
resolving the issues.
Unfortunately, this limitation was generally overlooked by parties and under-utilized by judges,
leading to a lot of disproportional over-discovery (“‘. . . the Committee had been told repeatedly
that courts were not using these limitations as originally intended’” 3). The December 2015
amendments attempted to address this issue head on by elevating and emphasizing this
proportionality limitation.
Post-December 2015, Amended Version of FRCP 26(b)(1)
The current version of FRCP 26(b)(1), as amended in December 2015, reads:
(b) Discovery Scope and Limits.
(1) Scope in General. Unless otherwise limited by court order, the scope of
discovery is as follows: Parties may obtain discovery regarding any nonprivileged
matter that is relevant to any party's claim or defense and proportional to the
needs of the case, considering the importance of the issues at stake in the
action, the amount in controversy, the parties’ relative access to relevant
information, the parties’ resources, the importance of the discovery in resolving
the issues, and whether the burden or expense of the proposed discovery
outweighs its likely benefit. Information within this scope of discovery need not
be admissible in evidence to be discoverable. [emphasis added]
This amended version now incorporates a slightly revised version of the proportionality test
from old FRCP 26(b)(2)(C)(iii) directly into the general discovery scope definition and places
“proportional” on equal footing with “relevant” as a discoverability criteria. As the Committee
Notes to the December 2015 Amendments explain, this is not a new standard but a
reemphasized one:
The present amendment restores the proportionality factors to their original place in
defining the scope of discovery. This change reinforces the Rule 26(g) obligation of the
parties to consider these factors in making discovery requests, responses, or objections.
Restoring the proportionality calculation to Rule 26(b)(1) does not change the existing
responsibilities of the court and the parties to consider proportionality, and the change

3

https://www.law.cornell.edu/rules/frcp/rule_26
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does not place on the party seeking discovery the burden of addressing all
proportionality considerations.
Nor is the change intended to permit the opposing party to refuse discovery simply by
making a boilerplate objection that it is not proportional. The parties and the court have
a collective responsibility to consider the proportionality of all discovery and consider
it in resolving discovery disputes. [emphasis added]
So, in the four years since this amendment became effective, has the role of proportionality in
discovery actually changed? How are courts applying the multi-factor proportionality test now
enshrined in FRCP 26(b)(1)? Have objections based on proportionality been successful?
About This Chapter
In this chapter, we will survey a sampling of proportionality decisions from the past four years
to learn the answers to these questions, and we will review guidance from The Sedona
Conference on incorporating proportionality considerations into your discovery processes.
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A BALM IN GILEAD
Gilead Sciences, Inc. v. Merck & Co., Inc.
In January 2016, just a few weeks after the amendments became effective, a court in California
had the opportunity to apply the amended rule in Gilead Sciences, Inc. v. Merck & Co., Inc., No.
5:13-cv-04057-BLF (N.D. Cal. Jan. 13, 2016). 4 This was a patent infringement case in which
Merck alleged that Gilead was infringing “two of its patents to a certain kind of nucleoside
analog.” Gilead claimed that “it was the one to conceive and reduce to practice the inventions.”
During the case’s extensive discovery process, Merck became interested in some tubes of
compounds visible in a picture produced by an expert witness of Gilead’s. During subsequent
discovery about the pictured compounds, Gilead produced deposition testimony from the
expert, laboratory notebooks from the chemist, and a letter from the expert’s source – all
showing that the pictured compounds were not the infringing compound being sought.
Merck was not satisfied, however, and pressed on, seeking “further production of further
information about the tubes and their contents, including the tubes themselves.”
The Proportionality Requirement
The Magistrate Judge begins his Order Denying Merck’s Motion to Compel with a summation of
the proportionality requirement and a discussion of the recent amendments:
Proportionality in discovery under the Federal Rules is nothing new. Old Rule
26(b)(2)(C)(iii) was clear that a court could limit discovery when burden outweighed
benefit, and old Rule 26(g)(1)(B)(iii) was clear that a lawyer was obligated to certify that
discovery served was not unduly burdensome. New Rule 26(b)(1), implemented by the
December 1, 2015 amendments, simply takes the factors explicit or implicit in these old
requirements to fix the scope of all discovery demands in the first instance.
What will change – hopefully – is mindset. No longer is it good enough to hope that the
information sought might lead to the discovery of admissible evidence. In fact, the old
language to that effect is gone. Instead, a party seeking discovery of relevant, nonprivileged information must show, before anything else, that the discovery sought is
proportional to the needs of the case. The present dispute offers a good example of the
wisdom of the Advisory Committee on Civil Rules in elevating proportionality in defining
the scope of permissible discovery. [footnote omitted; emphasis added]
This description reflects the intentions of the amendments to elevate and emphasize
proportionality as central to determining discovery scope, as stated in the Committee Notes we
reviewed above. Relevance alone is insufficient.
4

https://docs.justia.com/cases/federal/district-courts/california/candce/5:2013cv04057/269618/211
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Proportionality Applied
The Magistrate Judge then applies this proportionality requirement to Merck’s current request
for additional discovery and concludes that – absent some evidence suggesting what’s been
produced so far is unreliable – further discovery would be disproportionate:
Merck’s demands are exactly the type of disproportionate demands that Rule 26(b)(1)
proscribes. Sure, it’s possible that Gilead’s evidence confirming the compounds are not
PSI-6130 is false and even concocted. But Merck offers no real evidence that this is the
case . . . .
And so that leaves Gilead in the position of having to produce discovery on all sorts of
compounds that bear no indication of any nexus to the disputes in this case. This is
untenable. It would be like requiring GM to produce discovery on Buicks and Chevys in a
patent case about Cadillacs simply because all three happen to be cars. In the absence
of any reason to doubt the proof Gilead has tendered about the identity of the
disputed compounds, and given the cost and potential delay introduced by the
requested production, Merck’s request is precisely the kind of disproportionate
discovery that Rule 26 – old or new – was intended to preclude. [footnote omitted;
emphasis added]
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CASE LAW SURVEY
In this case law survey, we will review a sampling of twenty cases from 2016-2019 that have
touched on proportionality in discovery since the December 2015 Amendments.5 We will first
review them in chronological order and then discuss the key takeaways that we can distill from
them as a group:
•

In re Takata Airbag Prods. Liab. Litig., MDL No. 2599 (S.D. Fla. Mar. 1, 2016) 6
o In this multi-district products liability litigation, a dispute arose over the
defendants’ desire to redact a variety of categories of irrelevant information
from otherwise responsive documents. In discussing the resolution of this issue,
the District Judge touched on the renewed focus on proportionality as a
discovery scope limit:
The recently amended Rule 26(b)(1) of the Federal Rules of Civil Procedure
“crystalizes the concept of reasonable limits on discovery through
increased reliance on the common-sense concept of proportionality.”
Chief Justice John Roberts, 2015 Year-End Report on the Federal Judiciary
6 (2015). . . . As the Chief Justice's comments highlight, a party is not
entitled to receive every piece of relevant information. It is only logical,
then, that a party is similarly not entitled to receive every piece of
irrelevant information in responsive documents if the producing party has
a persuasive reason for why such information should be withheld.
[emphasis added]

•

Noble Roman's, Inc. v. Hattenhauer Distrib. Co., 314 F.R.D. 304 (S.D. Ind. Mar. 24,
2016)7
o In this case, a dispute arose over the Defendant’s attempt to subpoena
voluminous materials from a major shareholder of the Plaintiff that was not itself
a party to the case. After explaining that Rule 26 8 discovery scope limits are
equally applicable to third-party subpoenas under Rule 45, 9 the Magistrate Judge
reviewed the history of Rule 26 revisions, up to and including those made in
December 2015 10:
Rule 26’s expression of the scope and limits of discovery has evolved over
the last thirty years or so. Each time the language and/or structure of the
“Discovery Scope and Limits” section of the rule was changed, it was to

5

http://www.supremecourt.gov/orders/courtorders/frcv15(update)_1823.pdf
https://ralphlosey.files.wordpress.com/2016/12/in_re_takata_airbag_productionirrelevantfamilymembers.pdf
7
https://docs.justia.com/cases/federal/district-courts/indiana/insdce/1:2014cv01734/55154/137
8
https://www.law.cornell.edu/rules/frcp/rule_26
9
https://www.law.cornell.edu/rules/frcp/rule_45
10
http://www.supremecourt.gov/orders/courtorders/frcv15(update)_1823.pdf
6
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rein in popular notions that anything relevant should be produced and
to emphasize the judge’s role in controlling discovery.
...
This time, the proportionality factors the rules originally had expressed in
1983 (e.g., consideration of relative burden and expense, the amount in
controversy, importance of issues at stake) were added back to the very
first subdivision and sentence of “(b) Discovery Scope and Limits” and the
limiting phrase, “proportional to the needs of the case,” was added in
express and not just implicit language. The Committee Notes emphasize
that the parties and the court “have a collective responsibility to
consider the proportionality of all discovery and consider it in resolving
discovery disputes.” [emphasis added]
She then analyzed the discovery sought, concluded it was disproportional to the
needs of the case, and granted the requested protective order.
•

Hahn v. Hunt, Case No. 15-2867 (E.D. La. Apr. 20, 2016) 11
o In this copyright infringement action, the Defendants sought document
production and deposition testimony from a third-party who they had named as
a witness. In discussing the third-party’s motion for a protective order, the
Magistrate Judge relied on proportionality analysis to limit discovery:
Scholarly evaluation of the Federal Rules and the impact of inclusion of
the proportionality concept within Rule 26(b)(1)'s threshold scope of
discovery indicate “that non-parties have greater protections from
discovery and that burdens on non-parties will impact the
proportionality analysis.”
...
Evaluating defendants' subpoenas against these standards leads to the
conclusion that the requests to Ellsworth to produce the broad array of
materials sought in the subpoenas are excessive, seek much that is not
relevant to the claims and defenses in this copyright infringement case . .
. and are beyond what is necessary and beneficial to resolution of this
case . . . .
...

11

https://www.leagle.com/decision/infdco20160421a83
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As to proportionality specifically, although the parties' resources appear
more or less equivalent, Ellsworth is not a party to this action. The
importance of his testimony as a non-party witness and his relevant
materials, if any, is limited to the matters set out above and does not
extend to the vast range of materials sought in defendants' subpoena
duces tecum or the subject matter of the state court litigation. The
potential for burden, annoyance and oppression appears substantial, in
light of the vast scope of the discovery requests served upon Ellsworth
by defendants . . . . [internal citation and footnote omitted; emphasis
added]
The Magistrate Judge then granted most of the protective limitation requests
made by the third-party witness.
•

Mitchell v. Reliable Sec., LLC, Case No. 1:15-cv-03814-AJB (N.D. Ga. May 24, 2016)12
o In this case, the Plaintiff sought production of certain spreadsheets and other
documents in native format with metadata, while the Defendant wished to
produce only in PDF and argued that there would be additional cost associated
with native production that would be disproportionate to the needs of the case.
In discussing the issue, the Magistrate Judge emphasized both the importance of
providing specific details to back up a proportionality argument and the weight
of public interest as a factor in proportionality analysis:
Here, Defendant has simply asserted that production of the files in native
format rather than PDF format will require an additional expenditure of
$2,000 for ESI processing and production, plus approximately $1,000 for
hourly paralegal time, but it has not explained the reason for the
additional costs. Consequently, the Court remains – as it was at the time
of the teleconference – at a loss to understand why the production of
native documents is more costly than production of PDF files. The Court
therefore finds that Defendant has not made an adequate showing that
production of the native files is cost prohibitive.
Additionally, the Court finds that even had Defendant made a showing
that it costs $3,000 more to produce the native files than to produce the
PDF files, Plaintiff has shown good cause for the Court to order the
production. . . . Moreover, while it does appear that Plaintiff's suit is
unlikely to be of an especially high dollar value, the Court finds that the
public value of allowing a civil-rights plaintiff opportunity to access
information relevant and quite possibly necessary to her pregnancy-

12

https://www.mindingyourbusinesslitigation.com/files/2016/08/Mitchell-v.-Reliable-Sec._-LLC_-2016-U.S.-Dist.LEXIS-7.pdf
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discrimination suit far outweighs the asserted $3,000 cost. [internal
citations omitted; emphasis added]
The Magistrate Judge then ruled for the Plaintiff and ordered the requested
native file production.
•

First Niagara Risk Mgt., Inc. v. Folino, 317 F.R.D. 23 (E.D. Pa. Aug. 11, 2016) 13
o In this breach of contract and breach of fiduciary duty case, the Plaintiff former
employer sought to search the Defendant former employee’s electronic devices,
and the Defendant opposed this request on several grounds, including its
disproportionate burden. In addressing this opposition, the Court provided a
factor-by-factor analysis using the updated list of factors in amended Rule 26 14:
To analyze his defense we again use the factors from the recentlyamended Rule 26. The issues at stake are of grave importance to First
Niagara, who has allegedly uncovered a plan by one of its top executives
to start a competing business and employing former First Niagara
employees. The first factor therefore weighs in favor of granting First
Niagara’s motion. The amount in controversy is unknown at this time, so
the second factor weighs in favor of Folino, who avers that unknown
damages cannot justify exorbitant discovery requests. Folino has access
to the information on his emails and text messages while First Niagara
does not, so the third factor weights in favor of First Niagara. The
parties’ resources weigh in favor of neither party because, while First
Niagara is a corporation and Folino is an individual, his complaints about
costs ring hollow from someone who just sold two companies for over $5
million. The importance of discovery in resolving the issues in this case
weighs heavily in favor of First Niagara, who needs to conduct broad
discovery to uncover the scope of Folino’s alleged misdeeds. Finally, as to
the sixth factor, the burden or expense of discovery for Folino, which is
substantial, does not outweigh the benefit of discovery for First
Niagara, who, again, has uncovered evidence that one of its top
executives may have started a competing company while under its
employ. Weighing these factors makes clear that the potential harm
First Niagara's discovery requests may impose on Folino does not
outweigh the presumption for disclosure of those requests. [emphasis
added]

13
14

https://www.ediscoverylaw.com/wp-content/uploads/2016/10/First-Niagra-Risk-Mgmt-Opinion.pdf
https://www.law.cornell.edu/rules/frcp/rule_26
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•

In re Bard IVC Filters Prods. Liab. Litig., 317 F.R.D. 562 (D. Ariz. Sept. 16, 2016)15
o In this products liability case, the Plaintiffs sought discovery of all relevant
communications between any of the Defendants’ foreign subsidiaries and any
foreign regulatory bodies over a long period of time. The Court assessed the
significant burden that would be involved in satisfying the request and found it
disproportionate to the potential benefit of the additional production:
Defendants argue that the burden or expense of the proposed discovery
outweighs its likely benefit, and they provide some specifics. They note
that Bard has entities in Canada, Korea, Australia, India, Singapore,
Malaysia, Italy, Ireland, the United Kingdom, Denmark, the Netherlands,
Sweden, Norway, Finland, Mexico, Chile, Brazil, and China. Plaintiffs seek
discovery of all communications these entities have had with foreign
regulatory authorities involving all Bard IVC filters since 2003. To
comply with Plaintiffs’ requests, Defendants assert that they would be
required to identify the applicable custodians from these foreign entities
for the last 13 years, collect ESI from these custodians, and search for and
identify communications with foreign regulators. The Court is persuaded
by these specifics that the burden of this foreign discovery would be
substantial.
Plaintiffs are engaging in substantial discovery with respect to
Defendants’ communications with American regulators, including
extensive ESI searches and depositions of relevant witnesses. This
discovery should capture communications with foreign regulators that
originate in the United States, as most appear to. The Court concludes
that the burden and expense of searching ESI from 18 foreign entities
over a 13-year period outweighs the benefit of the proposed discovery –
a mere possibility of finding a foreign communications inconsistent with
United States communication. [internal citations omitted; emphasis
added]

•

Hespe v. City of Chicago, Case No. 13-C-7998 (N.D. Ill. Dec. 15, 2016)16
o In this sex discrimination case, the Defendant city sought access to search the
Plaintiff employee’s personal electronic devices, while the Plaintiff claimed to
have already produced all relevant materials from those devices. In assessing
the proportionality of the request, the Magistrate Judge accorded great weight
to the burden the privacy and confidentiality violation would place on the
Plaintiff:

15

https://www.ediscoverylaw.com/wp-content/uploads/2016/11/In-re-Bard-IVC-2-2015-md-02641-Order3398.pdf
16
https://law.justia.com/cases/federal/district-courts/illinois/ilndce/1:2013cv07998/289718/172/
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Rule 26(b)(2)(C)(iii) incorporates by reference Rule 26(b)(1), which, as
Judge Mason explained, requires discovery to be “proportional to the
needs of the case.” Judge Mason explained that defendants’ request to
perform a forensic inspection of plaintiff’s electronic devices for ESI was
not proportional to the needs of the case because plaintiff had turned
over all the ESI defendants had requested, which was presumably all the
ESI she possessed, and in any case “the burden and expense of inspecting
plaintiff’s devices and online accounts likely outweigh any benefit because
copies of the documents and communications are sufficient to defend
[against] plaintiff’s claims in this discrimination case.” Moreover, Judge
Mason explained, inspection of plaintiff’s electronic devices is not
“proportional to the needs of this case” because any benefit the
inspection might provide is “outweighed by plaintiff’s privacy and
confidentiality interests.” [internal citations omitted; emphasis added]
The District Judge went on to overrule the Defendants’ objections to the
Magistrate Judge’s rulings.
•

Solo v. United Parcel Services Co., Case No. 14-12719 (E.D. Mich. January 10, 2017)17
o In this consumer class action case, the Plaintiffs sought extensive, package-level
data about the Defendant’s past shipments over several years. The Defendant
made a detailed showing of the substantial burden that would be associated
with restoring the requested data from backup tapes and rendering it usable,
and offered an estimation methodology for a reduced time period instead. The
Court agreed that the Defendant had established a burden disproportionate to
the needs of the case at that time, and directed it to disclose its sampling and
estimation methodology, under protective order, and to cooperate with the
Plaintiffs on that approach. In doing so, the Court emphasized the importance of
the relationship between proportionality and cooperation:
The 2015 amendments to the Federal Rules of Civil Procedure emphasize
two general principles that are germane to this case. First, the parties
have a heightened duty of cooperation in procedural matters such as
discovery. . . . Secondly, Rule 26(b)(1) emphasizes the principle of
proportionality, stating that discovery should be “proportional to the
needs of the case . . . and whether the burden or expense of the proposed
discovery outweighs the benefit.” Linking the concepts of cooperation
and proportionality, the Advisory Committee's Notes to Rule 1 state,
“Effective advocacy is consistent with — and indeed depends uponcooperative and proportional use of procedure.” These principles are
particularly important when, as here, the discovery sought

17

https://www.leagle.com/decision/infdco20170110c46
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comprehends a broad-ranging and massive amount of data. [emphasis
added]
•

In re State Farm Lloyds, Case Nos. 15-0903, 15-0905 (Tex. Mar. 26, 2017) 18
o In this Texas Supreme Court decision regarding a dispute over the burdens
associated with different forms of ESI production (i.e., native vs. static
searchable), the Court reaffirmed the alignment between Texas and Federal
rules regarding the appropriate scope of discovery, including the renewed
emphasis on proportionality considerations for both requesting and responding
parties:
Discovery is necessarily a collaborative enterprise, and particularly so with
regard to electronic discovery. The opposing party must object and
support proportionality complaints with evidence if the parties cannot
resolve a discovery dispute without court intervention, but the party
seeking discovery must comply with proportionality limits on discovery
requests and “may well need to . . . make its own showing of many or
all of the proportionality factors.” [internal footnotes omitted; emphasis
added]

•

Mann v. City of Chicago, Case Nos. 15 CV 9197, 13 CV 4531 (N.D. Ill. Sept. 8, 2017) 19
o In these consolidated cases alleging unconstitutional police practices, a discovery
dispute arose over the Plaintiffs’ request for the Mayor and others in his office to
be added as custodians for collection, review, and production. The City opposed
this request on the grounds that adding the requested custodians would be
disproportionately burdensome, but it did not provide any specific details about
the alleged burden to support its argument. In partially granting the Plaintiffs
request (ordering some but not all requested custodians be added), the Court
emphasized this failure, as well as the importance of the non-burden factors in
the analysis:
The City argues in its sur-reply that it is impossible to determine how
many emails there may be “unless the City actually runs the searches and
collects the material.” Still, the City should have provided an estimate of
the burden. The Court is not convinced by the City’s argument about
the burden. In addition, other Rule 26 factors – the importance of the
issues and of the discovery in resolving the issues, and the parties’
relative access to information and their resources – weigh in favor of
allowing discovery of more than just the two custodians proposed by the
City. . . . However, searching all of the custodians proposed by Plaintiffs

18
19

https://www.ediscoverylaw.com/wp-content/uploads/2017/06/In-re-State-Farm-Lloyds-Opinion.pdf
https://www.ediscoverylaw.com/wp-content/uploads/2017/10/Mann-v-City-of-Chicago-Opinion.pdf
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is not proportional to the needs of the case. [internal citation omitted;
emphasis added]
•

Oxbow Carbon & Minerals LLC v. Union Pac. R.R., Case No. 11-cv-1049 (D.D.C. Sept. 11,
2017)20
o In this anti-trust case, the Defendant sought production of relevant documents
and communications from the materials of the Plaintiff’s CEO. The Plaintiff
objected to this request on the grounds of it imposing a disproportionate
burden. To demonstrate this lack of proportionality, the Plaintiff collected the
materials, ran the agreed-upon search terms and reviewed a sample of the
results to demonstrate the rate of responsiveness and estimate total costs to
finish the work. Although this effort established a lower responsive rate than
was found for some other custodians, it also showed lower costs than originally
estimated, and it did identify relevant, unique documents among the CEO’s
materials. The Magistrate Judge concluded that the requested discovery,
despite its cost, was not disproportionate to the case when all the factors were
considered:
In its briefing, Oxbow declines to address any of the other
proportionality factors highlighted in Rule 26 . . . stressing only that the
burden and cost of complying with Defendants' request would outweigh
its likely benefit. Weighing the six Rule 26 proportionality factors,
however, demonstrates that adding Koch as a custodian of documents to
be searched for material responsive to Defendants' discovery requests in
this matter will be neither unduly burdensome nor unreasonably
expensive in light of the facts of this case.
...
Plaintiffs' counsel explained at the second hearing in this matter that
Oxbow has spent $1.391 million to date on reviewing and producing
approximately 584,000 documents from its nineteen other custodians
and Oxbow's email archive. And again, Oxbow seeks tens of millions of
dollars from Defendants. Through that lens, the estimated cost of
reviewing and producing Koch's responsive documents – even
considering the total approximate cost of $142,000 for that effort, which
includes the expense of the sampling effort – while certainly high, is not
so unreasonably high as to warrant rejecting Defendants' request out of
hand. [internal citations omitted; emphasis added]

20

https://scholar.google.com/scholar_case?case=9535661083130210393
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•

Hurd v. City of Lincoln, No. 4:16-CV-3029 (D. Neb. Dec. 21, 2017)21
o In this case, the Plaintiff was pursuing an employment action against the
Defendant City and sought to depose the Mayor. The City sought to quash this
notice of deposition to the Mayor as an undue burden disproportionate to the
needs of the case. The Plaintiff argued that the Mayor was “a crucial witness
who ‘most likely played a part in some of the most critical decisions made,’” but
the Plaintiff “fail[ed] to provide more than mere conjecture and conclusory
statements regarding the potential testimony of [the Mayor] and that he is the
sole source of that information” [emphasis added]. In the absence of concrete
information about the importance and uniqueness of the evidence, the Court
found the requested deposition a disproportionate burden and quashed the
notice.

•

Firefighters’ Retirement System v. Citco Group Limited, Civ. Action 13-373-SDD-EWD
(M.D.La. Jan. 3, 2018) 22
o In this case, the parties agreed upon a list of custodians from whom to collect
materials and a list of search terms to apply to those materials. After extensive
discovery had already taken place, Plaintiffs alleged that the Defendants’
responses to some interrogatories “‘were incomplete and inaccurate’ and thus
resulted in ‘a flawed list of custodians’ and a ‘flawed electronic search for
documents,’” and filed a motion to compel the Defendants to greatly expand
their search for materials by contacting every employee to look for new
custodians from whom to collect. The Defendants opposed this motion on the
grounds that it “would ignore the substantial discovery efforts already made in
this case and would be incompatible with the proportionality requirement of the
federal rules.” In their opposition to the motion, the Defendants presented
specific details about both the extensive discovery efforts made up to that point
and the new efforts that would be required by the motion to compel:
. . . Defendants attached the affidavit of Mr. Diver, wherein he states that
searching across all affiliated [] entities would mean searching the files
of 235 affiliates and subsidiaries and would involve searching 170
terabytes of emails (which the [] Defendants state is the equivalent of
400 million documents). [emphasis added]
In support of the motion, the Plaintiffs argued more generally and failed to
“explain[] why the custodians and search terms used were unreasonable” or to
“assert that a specific custodian (or even search term) should be added.” In the
absence of a sufficient justification, the court found the requested efforts to be
disproportionate to the needs of the case:

21
22

https://scholar.google.com/scholar_case?case=9049603521220561069
https://docs.justia.com/cases/federal/district-courts/louisiana/lamdce/3:2013cv00373/44950/512
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That is simply unreasonable . . . Plaintiffs failure to identify or explain the
necessity of any additional custodians or search terms. Further, such a
large scale search raises proportionality concerns and, especially in light
of the parties’ previous agreements and efforts, would be unduly
burdensome. [emphasis added]
•

The Physicians Alliance Corp. v. WellCare Health Ins. of Ariz., Inc., No. 16-203-SDD-RLB
(M.D. La. Feb. 27, 2018) 23
o In this case, the producing party sought to avoid restoring and producing from
archived backup tapes, initially claiming the effort would cost over $500,000.
Later in discovery, the party admitted to having made several mistakes in its
representations about the backup tape costs. In reality, the costs were
dramatically lower than claimed, and not as many tapes were available as
claimed. In light of these facts, and in light of the amount in controversy
exceeding $20 million, the Court concluded restoration and production of
material from the available backup tapes was proportional and ordered it.
This outcome was, in part, due to the party’s inconsistent and inaccurate
representations to the Court about tape availability and the costs and delays
associated with those representations. The court pointed out that “months of
[its] time and efforts ha[d] been wasted” by these misrepresentations, and that
the party had provided “no satisfactory explanation” about how it had calculated
its earlier estimates for data that had “never existed.”
Thus, proportionality arguments not grounded in facts and specifics can not only
fail, they can be held against the party advancing them if they are materially
inaccurate.

•

23
24

Ramos v. Hopele of Fort Lauderdale, LLC, Case No. 17-62100-CIV-MORENO/SELTZER
(S.D. Fla. 2018) 24
o This case concerned marketing text messages that allegedly violated the
Telephone Consumer Protection Act of 1991. During discovery, the Defendant
moved to compel a forensic examination of the Plaintiff’s mobile phone. The
Plaintiff objected on several grounds, among them that it was an invasion of
privacy and was disproportionate to the needs of the case. The Court ultimately
concluded that the requested forensic examination was (a) “not tailored to
obtain information that is relevant to any claim or defense in this case” and (b)
“not proportional to the needs of the case or to Plaintiff's privacy concerns”
[emphasis added].

https://scholar.google.com/scholar_case?case=17858111994803332416
https://scholar.google.com/scholar_case?case=9951321553918600849
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In reaching the conclusion, the Court emphasized that “Courts in this District are
mindful of the potential intrusiveness of forensic imaging of electronic devices”
and that the Court “should assess the Plaintiff's legitimate privacy concerns
against [the Defendant’s] purported need for the requested discovery” [emphasis
added].
•

Equal Emp’t Opportunity Comm’n v. FedEx Ground Package Sys., Inc., No. 2:15-cv-256
(W.D. Pa. Mar. 21, 2018)25
o In this case, the EEOC alleged “that [the Defendant] engaged in nationwide and
ongoing disability discrimination with respect to deaf and hard-of-hearing
Package Handlers and applicants to that position.” During discovery, the EEOC
sought “to discover roughly 193 gigabytes of e-mail data (consisting of 363,765
e-mails and attachments) in the possession of twenty-six corporate custodians”
[emphasis added]. The Defendant opposed this discovery as imposing
disproportionate cost and burden relative to the amount of relevant material
likely to be discovered.
In support of its position, the Defendant reviewed a sample of the emails and
reported (after being challenged and making revisions): that it had found a
responsive rate of 8.3% (the EEOC alleged it should have been 15%); that some
of the responsive material would already be captured by other discovery
requests, but some would not; and, that it saw no “smoking guns” among the
materials that would not. The Court was not persuaded by these arguments,
however, finding the discovery proportional to the case due to its relevancy.
In reaching its conclusion, the Court pointed out that, even assuming the
Defendant’s 8.3% responsive rate was correct, “the EEOC's request is likely to
generate somewhere around 30,192 responsive documents” – potentially more,
if the true responsive rate was higher, as the EEOC argued [emphasis added].
The Court framed the issue this way:
[The Defendant] relies on the argument that because the time and
expense of conducting searches through nearly two hundred thousand
electronic documents is so burdensome, the EEOC should be precluded
from obtaining what will likely be over 30,000 (or possibly 54,000+)
properly discoverable documents (minus any legitimately withheld by
privilege). [emphasis added]
Rejecting the Defendant’s “attempts to frame relevancy as a binary test where
information is either irrelevant or a ‘smoking gun,’” the Court concluded that
discovery of 30,000 or more responsive documents that could reasonably lead to
the discovery of relevant information is sufficient relevance to make the expense

25

https://scholar.google.com/scholar_case?case=2553537656095735924
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proportional. The Court also emphasized that organizations are responsible for
their own retention decisions and cannot plead inaccessibility when the pool of
materials grows large:
Many organizations, and indeed even some individuals, choose to store
really large amounts of data electronically, presumably because they
have concluded that doing so furthers their important day-to-day
interests and, on balance, is the best/most efficient method for compiling
and storing that information. The reality of "e-discovery" is that parties
are left with the tasks of examining and then as applicable producing
their electronic information so compiled and stored when called upon in
litigation. But the fact that these repositories create complex
mechanisms to store huge amounts of information cannot be used in
and of itself as a shield to avoid discovery requests otherwise permitted
under the Federal Rules of Civil Procedure. [emphasis added]
•

Corel Software v. Microsoft, Case No. 2:15-cv-00528-JNP-PMW (D. Utah 2018)26
o In this case, Microsoft sought “a protective order barring further retention and
production of its telemetry data,” and Corel sought to compel production of
additional telemetry data and a variety of related information. Among
Microsoft’s arguments in support of its motion and opposition to Corel’s was the
argument that “continued retention and production of Telemetry Data is
‘technically challenging and cost prohibitive’ . . . and disproportional to the
needs of this case” [emphasis added]. Specifically, Microsoft argued that:





“producing all Telemetry Data is infeasible because of its size” [emphasis
added]
“locating the portion of Telemetry Data that relates to the Live Preview
feature, which is the feature accused of infringement in this case, is highly
burdensome” [emphasis added]
“retaining Telemetry Data ‘raises tension with Microsoft’s obligations
under the European General Data Protection Regulation . . . and would
require additional burdensome steps to anonymize the data’” [emphasis
added]

The Court was not persuaded by this argument however. The Court weighed
each of the proportionality factors listed in the amended rule, 27 and the Court
emphasized the “parties’ resources” factor in rejecting this argument:
The court has also considered Microsoft’s resources and has determined
that those resources weigh against a finding that production of the
26
27

https://law.justia.com/cases/federal/district-courts/utah/utdce/2:2015cv00528/97223/187/
https://www.law.cornell.edu/rules/frcp/rule_26
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information sought by Corel is unduly expensive. Additionally, the court
is not persuaded by Microsoft’s arguments concerning undue burden.
Contrary to those arguments, the court concludes that, for many of the
reasons already stated, the benefit of producing the information sought
by Corel outweighs the burden and expense imposed upon Microsoft.
[emphasis added]
•

Henson v. Turn, Inc., Case No. 15-cv-01497-JSW (LB) (N.D. Cal. Oct. 22, 2018) 28
o In this case, the plaintiffs were bringing a data-privacy class action alleging
improper tracking of devices using “zombie cookies.” 29 During discovery, the
Defendant sought to have the Plaintiffs produce their mobile devices for imaging
(or produce forensic images of the devices), produce the “full web browsing
history from their devices,” and produce “all cookies stored on or deleted from
their devices.” The Plaintiffs opposed these requests and proposed more
narrowly-tailored alternatives to each. The Magistrate Judge began her analysis
by emphasizing how central mobile devices have become to our lives and,
consequently, how much private data they may now contain:
Users increasingly use a single mobile device – a smartphone or a tablet –
for their online activities, including web browsing, reading the news,
listening to radio content, accessing their banking information and
managing their finances, shopping online, using GPS for directions and
traffic updates, communicating over email and social networks, and
reading sites like WebMD to assess their medical condition. [footnote
omitted]
Largely because of these privacy concerns (and because narrower alternatives
were available), the Magistrate Judge went on to conclude that the discovery
requests in dispute were disproportional to the needs of the case:
With respect to proportionality, [the Defendant’s] request for the
plaintiffs to allow it to inspect their mobile devices (or produce complete
forensic images of their devices) is disproportional to the needs of the
case. While questions of proportionality often arise in the context of
disputes about the expense of discovery, proportionality is not limited
to such financial considerations. Courts and commentators have
recognized that privacy interests can be a consideration in evaluating
proportionality, particularly in the context of a request to inspect
personal electronic devices. [emphasis added, footnote omitted]

28
29

https://scholar.google.com/scholar_case?case=7776283107212042839
https://en.wikipedia.org/wiki/Zombie_cookie
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The Magistrate Judge even went on to suggest a connection between individual
privacy interests and overall public interest as a factor:
There is an Orwellian irony to the proposition that in order to get relief
for a company's alleged surreptitious monitoring of users' mobile device
and web activity, a person has to allow the company unfettered access to
inspect his mobile device or his web browsing history. Allowing this
discovery would further invade the plaintiffs' privacy interests and may
deter current and future plaintiffs from pursuing similar relief.
[emphasis added]
•

Santana v. MKA2 Enterprises, Inc., No. 18-2094-DDC-TJJ (D. Kan. Jan. 8, 2019)30
o In this employment discrimination case, the Defendant sought production of “all
cellular telephones used by you from the date your employment with Defendant
started to the present for purposes of inspection and copying.” The Plaintiff
objected on the ground that the request was “not proportional” and “unduly
burdensome and invasive.” In her analysis, the Magistrate Judge emphasized the
incredible amount of information – much of it both irrelevant and private – that
was implicated by a request for production of the devices themselves:
In any event, Plaintiff’s cell phone likely contains a tremendous volume
of information, including possibly text messages, email messages,
phone logs, and photographs that are not at all relevant to the claims
or defenses in this case. Even many or most of those texts and messages
between Plaintiff and his co-workers or former co-workers may have no
relevance to the claims and defenses in this case. . . . Any relevant
information concerning phone calls Plaintiff made to or received from coworkers and former co-workers could be more easily and less invasively
obtained by asking Plaintiff about the calls during his deposition.
[emphasis added]
The Magistrate Judge then quotes from the Advisory Committee Notes to
Federal Rule of Civil Procedure 34(a):
Inspection or testing of certain types of electronically stored information
or of a responding party’s electronic information system may raise
issues of confidentiality or privacy. . . . Courts should guard against
undue intrusiveness resulting from inspecting or testing such systems.
[emphasis added]
Based on these principles, the Magistrate Judge found that the Defendant’s
discovery request was:

30

https://ecf.ksd.uscourts.gov/cgi-bin/show_public_doc?2018cv2094-53
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. . . overly broad, unduly burdensome and not proportional to the needs
and issues of this case. . . . In accordance with Rule 34(a), the Court must
guard against the undue intrusiveness that would result from the
requested inspection and copying of Plaintiff’s cell phone(s). [emphasis
added]
Key Points from the Proportionality Case Law
The twenty cases we have reviewed from 2016-2019 reveal six key points about how courts are
handling proportionality in discovery since the December 2015 amendments31 to Federal Rule
of Civil Procedure 26 32:
1. First, proportionality is now being treated as a fundamental requirement for obtaining
discovery, on par with relevance, as intended by the amendments and the associated
Committee Notes. 33 This is clearly articulated in Gilead Sciences 34 and Takata
Airbags,35 and it is demonstrated in all twenty cases we’ve reviewed.
2. Second, proportionality arguments must be made with specificity, backed up with
details, address all relevant factors, and not be materially inaccurate. Bard IVC Filters,36
Solo,37 and Firefighters’ Retirement 38 each provide examples of pleading sufficient
detail about burden to satisfy the court, while Mitchell, 39 Mann, 40 and Hurd, 41 each
provide examples of general claims lacking sufficient detail to succeed. First Niagara42
illustrates a step-by-step analysis that considers all factors identified in the amended
rule, and Physicians Alliance43 demonstrates the potential dangers of material
inaccuracy.

31

http://www.supremecourt.gov/orders/courtorders/frcv15(update)_1823.pdf
https://www.law.cornell.edu/rules/frcp/rule_26
33
https://www.law.cornell.edu/rules/frcp/rule_26
34
https://docs.justia.com/cases/federal/district-courts/california/candce/5:2013cv04057/269618/211
35
https://ralphlosey.files.wordpress.com/2016/12/in_re_takata_airbag_productionirrelevantfamilymembers.pdf
36
https://www.ediscoverylaw.com/wp-content/uploads/2016/11/In-re-Bard-IVC-2-2015-md-02641-Order3398.pdf
37
https://www.leagle.com/decision/infdco20170110c46
38
https://docs.justia.com/cases/federal/district-courts/louisiana/lamdce/3:2013cv00373/44950/512
39
https://www.mindingyourbusinesslitigation.com/files/2016/08/Mitchell-v.-Reliable-Sec._-LLC_-2016-U.S.-Dist.LEXIS-7.pdf
40
https://www.ediscoverylaw.com/wp-content/uploads/2017/10/Mann-v-City-of-Chicago-Opinion.pdf
41
https://scholar.google.com/scholar_case?case=9049603521220561069
42
https://www.ediscoverylaw.com/wp-content/uploads/2016/10/First-Niagra-Risk-Mgmt-Opinion.pdf
43
https://scholar.google.com/scholar_case?case=17858111994803332416
32
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3. Third, financial burden is just one factor of several, and others may weigh more heavily
in certain circumstances. Mitchell 44 and Mann 45 each include references to important
public interest considerations in allowing discovery, and Oxbow 46 discusses the
economic and market significance of the matter in doing the same. Hespe, 47 Ramos, 48
Henson, 49 and Santana 50 each give great weight to the privacy and confidentiality
interests of the individual in denying discovery. EEOC 51 and Corel 52 each order discovery
over financial proportionality objections: the former on the grounds of the requested
evidence’s relevance, and the latter because of the producing party’s significant
resources.
4. Fourth, proportionality must be considered by all parties (i.e., both when making
requests and responding to them), and it should be a focus of cooperation between the
parties. The importance of cooperation from all parties on proportionality is
emphasized in Solo,53 State Farm Lloyds, 54 and Hurd. 55
5. Fifth, this proportionality limitation is equally applicable to attempts to obtain discovery
from third parties (as illustrated in Noble Roman’s 56), and may be a higher bar to clear
when seeking discovery from third parties (as illustrated by Hahn 57).
6. Finally, at least one state court (i.e., Texas) has followed the federal lead on recentering
proportionality considerations in discovery (as illustrated by State Farm Lloyds 58).

44

https://www.mindingyourbusinesslitigation.com/files/2016/08/Mitchell-v.-Reliable-Sec._-LLC_-2016-U.S.-Dist.LEXIS-7.pdf
45
https://www.ediscoverylaw.com/wp-content/uploads/2017/10/Mann-v-City-of-Chicago-Opinion.pdf
46
https://scholar.google.com/scholar_case?case=9535661083130210393
47
https://law.justia.com/cases/federal/district-courts/illinois/ilndce/1:2013cv07998/289718/172/
48
https://scholar.google.com/scholar_case?case=9951321553918600849
49
https://scholar.google.com/scholar_case?case=7776283107212042839
50
https://ecf.ksd.uscourts.gov/cgi-bin/show_public_doc?2018cv2094-53
51
https://scholar.google.com/scholar_case?case=2553537656095735924
52
https://law.justia.com/cases/federal/district-courts/utah/utdce/2:2015cv00528/97223/187/
53
https://www.leagle.com/decision/infdco20170110c46
54
https://www.ediscoverylaw.com/wp-content/uploads/2017/06/In-re-State-Farm-Lloyds-Opinion.pdf
55
https://scholar.google.com/scholar_case?case=9049603521220561069
56
https://docs.justia.com/cases/federal/district-courts/indiana/insdce/1:2014cv01734/55154/137
57
https://www.leagle.com/decision/infdco20160421a83
58
https://www.ediscoverylaw.com/wp-content/uploads/2017/06/In-re-State-Farm-Lloyds-Opinion.pdf
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THE SEDONA CONFERENCE COMMENTARY ON PROPORTIONALITY
The Sedona Conference
After the December 2015 amendments59 to the federal rules reprioritized proportionality, the
Sedona Conference 60 decided it was time to revisit the topic to provide updated guidance 61 to
practitioners:
The practical ramifications of including the proportionality factors in the scope of
discovery are evolving and many questions remain concerning how practitioners and
judges will adjust. Those questions became the main drivers behind the initiative to
revisit at this time The Sedona Conference Commentary on Proportionality in Electronic
Discovery.
A public comment version was published in November 2016, and the final version was
published in May 2017.
The Sedona Conference Principles of Proportionality
The Sedona Conference Commentary 62 enumerates six core principles related to
proportionality in eDiscovery:
Principle 1: The burdens and costs of preserving relevant electronically stored
information should be weighed against the potential value and uniqueness of the
information when determining the appropriate scope of preservation.
Principle 2: Discovery should focus on the needs of the case and generally be obtained
from the most convenient, least burdensome, and least expensive sources.
Principle 3: Undue burden, expense, or delay resulting from a party’s action or inaction
should be weighed against that party.
Principle 4: The application of proportionality should be based on information rather
than speculation.
Principle 5: Nonmonetary factors should be considered in the proportionality analysis.
Principle 6: Technologies to reduce cost and burden should be considered in the
proportionality analysis.
59

http://www.supremecourt.gov/orders/courtorders/frcv15(update)_1823.pdf
https://thesedonaconference.org/
61
https://thesedonaconference.org/publication/Commentary_on_Proportionality_in_Electronic_Discovery
62
https://thesedonaconference.org/publication/Commentary_on_Proportionality_in_Electronic_Discovery
60
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For each of these principles, a number of comments are then provided to explore the meaning
and implication of the principle in practice. These comments are annotated with citations to
relevant cases and commentaries, including a few of the same cases we covered in this chapter.
The guidance, in general, is consistent with the case law we reviewed above and the key points
from that case law that we identified. The Commentary also provides practical guidance
beyond those points, and I want to highlight a few key pieces of that additional guidance on:
the role of proportionality during preservation, the importance of knowledge at the time, the
benefits of early disclosure and dialogue, the application of testing and sampling, and the
advantages of phased or iterative discovery.
The Role of Proportionality during Preservation
The first Principle in the Commentary63 addresses how proportionality should be taken into
account during preservation, before litigation has commenced and the Federal Rules of Civil
Procedure have become applicable. The 2015 Advisory Committee Notes to amended Rule
37(e) 64 suggest that proportionality should be a factor in assessing the reasonableness of prelitigation preservation efforts. The Sedona Conference Commentary fully endorses this
analysis, but it wisely still suggests caution in preserving too narrowly at this early stage of the
litigation process:
It is important to note that in applying principles of proportionality to preservation, a
miscalculation can lead to the permanent loss of relevant information. In contrast, a
miscalculation during production can usually be cured. In particular, at the preservation
stage parties should be wary of applying too narrow a definition of what constitutes
relevant ESI. [emphasis added]
The Importance of Knowledge at the Time
In discussing the standards to be applied in assessing proportionality and discovery decisions,
the Commentary recognizes how parties’ understanding of cases evolves over time and
emphasizes the importance of assessing decisions after the fact based on the knowledge that
was available to the party at the time:
This analysis should, in turn, depend on the date when the preservation obligation arose
and the knowledge available to that party at the time when the information was, or
could have been, preserved.
...

63
64

https://thesedonaconference.org/publication/Commentary_on_Proportionality_in_Electronic_Discovery
https://www.law.cornell.edu/rules/frcp/rule_37
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Therefore, a proportional approach to discovery must be measured by the information
available to the parties “as of the time” requests, responses, or objections are served. A
requesting party may lack sufficient information to understand the burden or expense
associated with responding to discovery, while a responding party may not fully
appreciate the importance of the discovery to the ultimate disposition of the case.
[footnotes omitted; emphasis added]
The Benefits of Early Disclosure and Dialogue
Throughout the Commentary, the preservation, cost, and process benefits of early disclosure
and dialogue between the parties are repeatedly emphasized, for example:
Parties often can reduce the risk of loss of relevant information with steps such as the
following: (i) earlier or more complete disclosure about the substance of their claims
and defenses; (ii) communication about the types of information each party considers to
be within the duty to preserve . . . .
...
Propounding discovery requests at the early stages of the litigation allows parties time
to explore compliance with the discovery requests, consider proportionality issues, and
bring any disputes before the court for resolution.
...
Attention to these issues at an early stage can help shape the discovery process, give
the parties the opportunity to resolve e-discovery issues, and allow the court to provide
guidance and rulings on issues that the parties cannot resolve.
...
Preliminary steps of this sort may help the parties agree on cooperative discovery
efforts and potentially yield savings by, for example, eliminating the need for some
searches or date ranges, identifying custodians, or refining search terms to more
effectively target and retrieve relevant information. [emphasis added]
Moreover, Principle 3 states that “[u]ndue burden, expense, or delay resulting from a party’s
action or inaction should be weighed against that party.” As the Comments to that Principle
explain:
Although a party’s conduct is not per se a proportionality factor, failure to engage in
early, meaningful discussions designed to develop a discovery plan and avoid potential
disputes may properly affect the outcome of any proportionality determination that a
court makes. This is appropriate because a party can be sanctioned for failing “to
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participate in good faith in developing and submitting a proposed discovery plan as
required by Rule 26(f).” [footnote omitted; emphasis added]
The Application of Testing and Sampling
Throughout the Commentary, the many applications and potential benefits of running test
searches, reviewing examples, and conducting formalized sampling are all also emphasized:
In some circumstances, the courts may order sampling of the requested information to
determine whether it is sufficiently important to warrant discovery.
...
In addition, sampling can be used to demonstrate the rate of responsive information,
to extrapolate the volume (and therefore costs) associated with reviewing the
potentially responsive ESI. Further, using sampling to demonstrate the rate of
responsive information can support an argument that a data source is or is not likely to
contain responsive information.
...
Early test searches or early case assessment technology might facilitate agreement on
targeting collections or searches using certain date ranges, platforms or sources, file
types, or custodians. In addition, the parties may need to negotiate whether or which
search methods might be necessary to further assist in identifying relevant ESI.
[footnotes omitted; emphasis added]
The Advantages of Phased or Iterative Discovery
Finally, the Commentary makes the case for approaching discovery in a phased or iterative way
to allow for process refinement and revision as the matter progresses and more is learned:
For these reasons, the court, or the parties on their own initiative, may find it
appropriate to conduct discovery in phases, starting with discovery of clearly relevant
information available from the most accessible and least expensive sources. . . . Phasing
may allow the parties to develop the facts of the case sufficiently to determine how to
efficiently and effectively target subsequent discovery. In addition, phasing discovery
may allow the parties to focus first on the information that will be most helpful in
assessing litigation risk and facilitating settlement discussions, or on case-dispositive
legal issues that can be decided with minimal factual development. . . . In short, phased
discovery should be viewed as a way to promote the objectives of Rule 1. [footnotes
omitted; emphasis added]
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UNIT 3 - EDISCOVERY ADVANCED TOPICS

CHAPTER 18
TAR CASE LAW

Still Crazy After All These Years

Technology-assisted review's
dramatic history in twenty-three cases

INTRODUCTION
Technology-assisted review (TAR) first rose to prominence in the legal industry around 2011
under the name predictive coding. In that year, the first few discovery-oriented TAR solutions
were in use, Recommind received a patent for its predictive coding process, 1 and discussion of
the technology’s potential to transform legal practice spread from industry press to mainstream
media outlets.2
Despite all of the enthusiasm at the beginning, TAR’s rate of adoption has remained slower
than expected over the last eight years. Slow though it may be, however, TAR’s adoption has
continued to grow, and relevant case law has continued to accumulate. From 2012’s da Silva
Moore, 3 to 2017’s Winfield 4 and beyond, courts have wrestled with whether and when TAR is
okay, if it can be required, what processes should be employed when it is used, and more.
About this Chapter
In this chapter, we will survey the case law in this area to provide you with the available
guidance from the courts. Our survey will discuss twelve cases in depth, touch briefly on eleven
others, and then review the five key takeaways that can be distilled from the surveyed cases.
For Any Unfamiliar
Before we jump into our case law survey, I want to provide a brief, high-level explanation of
TAR for any readers who may be unfamiliar with it. TAR refers to any of several workflows in
which humans’ classifications of documents (e.g., as relevant or not relevant) are used to guide
additional document classifications performed by software rather than humans. Those
software classifications may be presented as binary results (e.g., relevant vs. not relevant) or as
probability scores (e.g., 85% certain this is relevant). Such classifications are not based on exact
text matches like keyword searches, but on complex semantic analysis of the language in
documents.
Most such workflows are iterative, with several rounds in which the software’s classifications
are evaluated by humans to further improve the accuracy of those classifications. Most also
include a variety of sampling steps to estimate prevalence, to measure the workflow’s efficacy,
and to test for missed materials. The two criteria most often measured and discussed are
recall, which measures how much of the total relevant material was found, and precision,
which measures how much irrelevant material was included with the relevant.
1

https://abovethelaw.com/2011/06/predictive-coding-patented-e-discovery-world-gets-jealous/
https://www.forbes.com/sites/benkerschberg/2011/03/23/e-discovery-and-the-rise-of-predictivecoding/#7677efc22d38
3
http://www.ctrlinitiative.com/wp-content/uploads/2014/Predictive Coding Opinions/Da Silva Moore v. Publicis
Group, 2012 WL 607412 (S.D.N.Y. Feb. 24, 2012).pdf
4
https://docs.justia.com/cases/federal/district-courts/new-york/nysdce/1:2015cv05236/444418/217
2
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When leveraged successfully, a TAR process can evaluate and classify a large volume of ESI
materials using substantially fewer hours of manual, human document review than other
approaches, thereby reducing cost and time, while generally achieving superior results. It is
not, however, suitable for all reviews. Small reviews, complex reviews, or reviews heavy in
multimedia, for example, would all generally be better off approached in other ways.
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IN THE BEGINNING WAS DA SILVA MOORE
The year after technology-assisted review first rose to prominence in eDiscovery, Monique da
Silva Moore, et al., v. Publicis Groupe SA & MSL Group, No. 11 Civ. 1279 (ALC) (AJP) (S.D.N.Y.
Feb. 24, 2012) 5 became the first case in which the use of TAR was judicially approved. In da
Dilva Moore, the Plaintiffs were pursuing a class action over alleged gender discrimination by
the Defendants. During the course of discovery, the parties reached an impasse over the
appropriate methodology by which to evaluate the approximately 3,000,000 emails the
Defendants had gathered for the matter.
The Defendant’s Proposal
Given the volume of material to be reviewed, the Defendants proposed using a predictive
coding solution. The methodology they proposed involved a seed set development process, an
iterative training process, and voluntary disclosures to the Plaintiffs:
Seed Set Development
The seed set would be developed through a combination of methods intended to cover
all bases: review of a statistically significant random sample, additional judgmental
sampling, and review of the top 50 results from a variety of searches (including those
suggested by the plaintiff).
Iterative Training Process
After the seed set was used to initially begin the predictive coding process, seven rounds
of iterative training would be conducted to refine the predictive coding results. Each
training round would involve the review of 500 results, and the final round would be
followed by another review of a statistically significant random sample to see how
much, if any, relevant material had been missed by the process.
Proposed Production and Voluntary Transparency
The Defendants proposed, at the end of the successful predictive coding process to then
review and produce the top 40,000 results identified through that process, which they
argued would cost a proportionally correct amount for the matter. Additionally, for the
sake of process transparency, the Defendants would turn over all non-privileged
documents reviewed to create the seed set (both relevant and not), all non-privileged
documents reviewed during iterative training (both relevant and not), and all nonprivileged documents reviewed during the final random sample to check for missed
material (both relevant and not).

5

http://www.ctrlinitiative.com/Da Silva Moore v. Publicis Group/
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The Plaintiffs’ Objections
The Plaintiffs’ objections were not to the use of predictive coding itself but to several specifics
of the Defendants’ proposed workflow. They objected most strenuously to the Defendants’
plan to review and produce only the top 40,000 results of the predictive coding process and to
the lack of fixed standards against which to measure the quality and reliability of the process
and its results (e.g., no bright line for maximum acceptable amount of missed material).
The Judge’s Decision
In his decision approving the use of predictive coding, Magistrate Judge Peck tackles the
predictive coding topic head on, providing explanation of its operation, performance
comparisons to more traditional methods, and numerous citations to relevant studies and
articles. He explicitly makes the case for predictive coding as a desirable, efficient solution for
large-scale review challenges. He bases his ultimate approval of its use in this case on five
factors:
. . . (1) the parties' agreement, (2) the vast amount of ESI to be reviewed (over three
million documents), (3) the superiority of computer-assisted review to the available
alternatives (i.e., linear manual review or keyword searches), (4) the need for cost
effectiveness and proportionality under Rule 26(b)(2)(C), and (5) the transparent process
proposed by [the Defendants].
Regarding the specifics of their proposal, however, he did make some adjustments. First, he
rejected their plan to cut off review and production after the top 40,000 results, calling it a “pig
in a poke.” Second, he warned the Defendants that they could not decide in advance that
seven rounds of training would be sufficient. When to cut off review and when to cut off
training were both questions of proportionality, which would have to be made as fact-based
determinations using real information about costs and results after work has begun.
A Note on the Timing of Objections
Magistrate Judge Peck also addressed the correct timing of proportionality determinations in
responding to the Plaintiffs’ objections to his decision. Among the Plaintiffs’ objections was
that the Magistrate Judge was “simply kicking the can down the road” by allowing the
Defendants’ to proceed without predetermined standards against which to measure quality
and reliability. He responds by explaining why “down the road” is, in fact, the right place to
address such objections and make such determinations:
In order to determine proportionality, it is necessary to have more information than
the parties (or the Court) now has, including how many relevant documents will be
produced and at what cost . . . . In the final sample of documents deemed irrelevant, are
any relevant documents found that are “hot,” “smoking gun” documents (i.e., highly
relevant)? Or are the only relevant documents more of the same thing? One hot
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document may require the software to be re-trained (or some other search method
employed), while several documents that really do not add anything to the case might
not matter. These types of questions are better decided “down the road,” when real
information is available to the parties and the Court. [emphasis added]
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QUESTIONS OF CHOICE IN KLEEN PRODUCTS
The next major TAR case after da Silva Moore was Kleen Products LLC, et al., v. Packaging
Corporation of America, et al., No. 10 C 5711 (N.D. Ill. Aug. 21, 2012). 6 The Kleen Products case
was a consolidated action over alleged anticompetitive behavior in the corrugated cardboard
industry. Discovery in the case started at the beginning of 2011, but at the end of the year,
several discovery issues remained unresolved, including the search methodology to be used.
The Defendant’s Proposal
The Defendants wanted to use a traditional keyword and key phrase search methodology, and
they had already engaged outside consultants and begun work on that approach. Their work in
2011 included iteratively testing and refining search terms to be used and doing sampling to
measure their results. The Defendants contended that their search process would be tested
and validated to ensure accuracy as good as, or better than, any other methodology.
The Plaintiffs’ Objections
The Plaintiffs opposed this plan and wanted the Defendants to utilize a “content-based
advanced analytics” methodology instead, a.k.a. predictive coding, a.k.a. TAR. The Plaintiffs
criticized traditional keyword search methodologies as inherently inadequate and flawed and
argued that a TAR methodology would likely find a much higher percentage of the relevant
material than the Defendants’ searches would at no greater cost. They also criticized some
specifics of the proposed sampling and validation methodologies.
The Judge’s Analysis
Extensive 7 hearings 8 were held on the proposed search tools and methodologies, and during
them, the Magistrate Judge emphasized her support for Sedona Principle 6 9 and the idea that
responding parties are best situated to pick their own discovery processes:
I am a believer of principle 6 of Sedona, and I’m not just because it’s Sedona, but I think
the people who are producing the records, producing the documents, are in a better
position to know, since they have to do the work, spend the money, spend the time, they
know their people, they know their material, so as a basic premise, I think that’s a pretty
fair premise here. [emphasis added]

6

http://ctrlinitiative.com/wp-content/uploads/2014/10/Kleen-Products-Predictive-Coding-order-9-28-2012.pdf
http://www.umiacs.umd.edu/~oard/teaching/708x/spring12/slides/6/transcript.pdf
8
https://vox.veritas.com/legacyfs/online/veritasdata/clearwellediscovery-assets/Kleen-Joint-Status-ConferenceReport.pdf
9
https://thesedonaconference.org/publication/The_Sedona_Principles
7
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Consistent with this approach, she also emphasized the importance of the results and their
validation over the tool or process used to achieve them: “I assume . . . what you really are
interested in is a search, regardless if it’s Boolean or computer-assisted, that is fair and
statistically – and that can be validated statistically because that would be a good word search”
[emphasis added]. She goes so far as to say that the whole TAR debate was “almost . . . a
detour.”
These two ideas – that responding parties choose methods and requesting parties judge
results – are important ones that will come up again and again in later TAR cases.
The Ultimate Resolution
Based on those two ideas, and in light of the extensive work already completed by the
Defendants, the Magistrate Judge urged the parties to try again to consider whether the
Defendants’ search methodology might be tweaked in some way that would satisfy the
Plaintiffs. After an additional five months of meetings and negotiation, the parties reached an
agreement 10 regarding search methodology for the first phase of discovery that dropped the
demand for TAR.
A Note on the Hearing Transcripts
The parties reaching agreement means there isn’t an explicit approval order for TAR here like
the one in da Silva Moore, but it is still significant for its analysis of the method selection
question and for its very educational hearing transcripts, which include extensive discussion of,
and testimony about, predictive coding, Boolean searching, and validation methodologies:
•
•

February 21, 2012 Hearing Transcript 11
March 28, 2012 Hearing Transcript (attached here as Exhibit A) 12

10

http://www.ctrlinitiative.com/wp-content/uploads/2014/Predictive Coding Opinions/Kleen Products v.
Packaging Corporation of America, No. 10 C 5711, 2012 WL 4498465 (N.D. Ill. Aug. 21, 2012)..pdf
11
http://www.umiacs.umd.edu/~oard/teaching/708x/spring12/slides/6/transcript.pdf
12
https://vox.veritas.com/legacyfs/online/veritasdata/clearwellediscovery-assets/Kleen-Joint-Status-ConferenceReport.pdf
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REPORTED RESULTS IN GLOBAL AEROSPACE
The next significant technology-assisted review decision came from a state court in Virginia and
included both the first results reported on the record and the first instance in which use of TAR
was judicially approved over the objections of the requesting parties. Global Aerospace Inc. v.
Landow Aviation, L.P., No. CL 61040 (Loudoun County, Va. Cir. Ct. Apr. 23, 2012) 13 concerned
the collapse of three airplane hangars and the resulting destruction of fourteen private jets.
The ESI Collection
The Defendants undertook extensive document preservation and collection activities soon after
the incident occurred and collected over 8TB of ESI in their initial effort. Even after deduplication, de-NISTing, and other filtering, 200GB of reviewable ESI remained. This was
supplemented by an additional 50GB of reviewable materials gathered in supplemental
collection efforts. Altogether, the Defendants estimated that they had in excess of 2,000,000
unique documents requiring review for potential production in the case.
Due to the large volume of this review set, the Defendants proposed using a technologyassisted review solution (referred to here as predictive coding) instead of doing a complete
first-pass review or relying on keyword searching. The Plaintiffs did not agree to the
Defendants’ proposal, so the Defendants moved the Judge for a protective order allowing them
to proceed over the Plaintiffs’ objections.
The Defendant’s Proposal
In their Memorandum in Support of Motion for Protective Order Approving the Use of
Predictive Coding,14 the Defendants set forth their technology-assisted review proposal and
made a strong case for technology-assisted review in general. They discussed the relative
reliability and costs of manual review, keyword searching, and predictive coding, using studies
and the Moore case to argue that TAR would likely have lower costs and better results.
Moreover, they included the results of keyword search term tests on the data to demonstrate
their relative ineffectuality.
The Defendants also explained the TAR process that they would employ, which included
transparency into the training process for the Plaintiffs and a commitment to hit a minimum
recall rate of 75% (i.e., to find at least 75% of the responsive materials that exist within the ESI
collection). They based this target on studies showing the average human review recall rate to
be 59.3% and the average predictive coding recall rate to be 76.7%. They also preemptively
explained why a recall rate of 75% is sufficient to satisfy the “reasonable inquiry” requirement
of the relevant procedural rules:
13
14

http://ctrlinitiative.com/global-aerospace-v-landow-aviation/
https://www.ediscoverylaw.com/files/2013/11/MemoSupportPredictiveCoding.pdf
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Ironically, what is being proposed in this case to ensure “reasonable inquiry” is far
more than has ever been done with traditional discovery. Never has it been suggested
that a producing party would be obligated to sample the documents determined to be
irrelevant by first-pass reviewers to demonstrate the adequacy of that first-pass review.
Nor is it a typical practice to review the documents left behind by a keyword search, even
though upwards of 80% of the relevant documents typically are missed. The ESI protocol
proposed by [the Defendants] goes well beyond what would otherwise be available to
opposing counsel to ensure that relevant documents are being reviewed for
production. [emphasis added]
The Primary Objection
The Plaintiffs’ primary objection to the Defendants’ proposal was to the proposed recall rate of
75%. In their opposition brief, the Plaintiffs argued that the rules required the production of all
responsive materials, not just 75% of them. The Plaintiffs did not just want the protocol
changed to achieve a higher recall rate; they wanted traditional human document review used
instead.
The Judge’s Decision and the Results
The Judge granted the Defendants’ motion allowing them to proceed with their proposed TAR
approach, despite the Plaintiffs’ objections. Unfortunately, the Judge’s order 15 does not go into
any useful detail regarding the arguments made for and against TAR use or for and against the
proposed recall rate.
Subsequently, however, the case did provide us with reported results of the completed TAR
process. 16 At a cost hundreds of thousands of dollars less than full manual review, the TAR
approach they employed achieved a recall rate of 81%, beating the target they’d set for
themselves and leaving just under 32,000 missed documents among the 1.1 million documents
deemed irrelevant by the process. The Plaintiffs did not object to the adequacy of these
results.

15

http://www.ctrlinitiative.com/wp-content/uploads/2014/Predictive Coding Opinions/Global Aerospace Inc. v.
Landow Aviation, L.P., No. 61040 (Loudon County, Va. Cir. Ct. Apr. 23, 2012).pdf
16
https://blogs.wsj.com/law/2013/01/17/how-a-computer-did-the-work-of-many-lawyers/
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A NEGOTIATED PROTOCOL IN IN RE: ACTOS
The next significant TAR case was In Re: Actos (Pioglitazone) Products Liability Litigation, No.
611-MD-2299 (W.D. La. Jul. 27, 2012), 17 which provided the first on-the-record example of a
TAR protocol successfully and cooperatively negotiated by the parties. The detailed protocol
was memorialized in this Case Management Order, 18 and unlike the first few cases we
reviewed, it provided an early model for how to handle the use of TAR cooperatively. The
protocol itself included testing of suitability before the full effort, plans for transparency and
cooperation throughout the effort, and validation steps to measure the success of the effort.
Testing Suitability before Proceeding
Because of the size of the overall discovery for this case, because of the relative novelty of using
a TAR approach, and because of uncertainty around the optimal protocol for leveraging TAR,
the negotiated protocol started with a “proof of concept” test to see if their planned TAR
solution was actually a viable option for use on everything else and to adjust it as needed. The
test would apply their negotiated TAR protocol to a “sample collection population” of e-mail
from four agreed-upon key custodians and certain key documents. After the completed test
run of the protocol on this limited population, the parties would meet and confer again to
assess the results, negotiate any needed adjustments, and agree on the final protocol for
everything else.
This approach provided the parties with the advantages of testing and phased discovery that
we discussed in the last chapter.
Achieving Transparency and Cooperation
The negotiated protocol also included transparency and cooperation throughout the planned
process. All review and coding of the control set, the training sets, or the validation sets would
be done collaboratively (with privileged materials screened out), all relevance determinations
would need to be agreed to by both parties, and both parties would need to sign off on the
results of each phase in the process – including agreeing on the review cutoff point.
Not all parties may be comfortable with this level of transparency and collaboration in the
process, and we will see disputes about process transparency arise in later cases in this survey.
Validating the Process and Its Results
This negotiated protocol also set forth a detailed, multi-part plan for validating the process and
its results. First, the parties would perform enough initial review to reach their TAR tool’s best
17

http://www.ctrlinitiative.com/in-re-actos-pioglitazone-prod-liability-litig/
http://www.ctrlinitiative.com/wp-content/uploads/2014/Predictive Coding Opinions/In re Actos (Pioglitazone)
Product Liability Litigation, No. 611-md-2299 (W.D. La. July 27, 2012).pdf
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level of statistical validation and generate strong estimates of prevalence, recall, and precision
(+/-5% at a 95% confidence level). Second, after training the system, the parties would review a
sample of the documents below the proposed relevance cutoff score (i.e., those that would not
be included in the subsequent human review) to see how much relevant material, if any, might
be missed by the protocol (referred to here as “elusion”). Finally, after completing human
review of documents above the cutoff score, the parties would review a sample of the
documents deemed not relevant by the human reviewers to check for missed relevant material
or other issues (a typical document review quality control step, though not one typically done
with the opposing party’s review and input).
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AT A JUDGE’S DIRECTION IN EORHB
The next newsworthy TAR case was EORHB, Inc. v. HOA Holdings LLC, No. 7409-VCL (Del. Ch.
Oct. 15, 2012), 19 which was “a complex multimillion dollar commercial indemnity dispute” 20
before the Delaware Court of Chancery, one of the oldest and most-respected business court in
the country. 21
On the Judge’s Own Motion
In October 2012, in a hearing in this case, 22 the Judge brought up the subject of technologyassisted review – here referred to as predictive coding – on his own, explained why this is a
good case for it, and directed the parties to use it or show cause why they shouldn’t:
The Court: . . . This seems to me to be an ideal non-expedited case in which the parties
would benefit from using predictive coding. I would like you all, if you do not want to
use predictive coding, to show cause why this is not a case where predictive coding is the
way to go.
...
One thing I don’t want to do – one of the nice things about most of these situations is
once people get to the indemnification realm, particularly if you get the business guys
involved, they have some interest in working out a number and moving on. The problem
is that these types of indemnification claims can generate a huge amount of
document. That’s why I would really encourage you all, instead of burning lots of
hours with people reviewing, it seems to me this is the type of non-expedited case
where we could all benefit from some new technology use. [emphasis added]
Both because this was the first reported instance of a judge directing the parties to use TAR,
and because this occurred in the preeminent business court, this order made 23 news 24
throughout 25 the 26 industry. 27
19

https://www.delawarelitigation.com/files/2012/11/U0056861.pdf
https://e-discoveryteam.com/2012/10/25/news-flash-surprise-ruling-by-delaware-judge-orders-both-sides-touse-predictive-coding/
21
https://www.theatlantic.com/business/archive/2016/10/corporate-governance/502487/
22
https://www.delawarelitigation.com/files/2012/11/U0056861.pdf
23
https://e-discoveryteam.com/2012/10/25/news-flash-surprise-ruling-by-delaware-judge-orders-both-sides-touse-predictive-coding/
24
https://www.delawarelitigation.com/2012/10/articles/chancery-court-updates/computer-assisted-review-indiscovery-court-of-chancery-first-court-to-order-it/
25
https://www.foley.com/delaware-court-surprise-you-will-now-use-predictive-coding-11-16-2012/
26
https://ediscovery.co/ediscoverydaily/case-law/both-sides-instructed-to-use-predictive-coding-or-show-causewhy-not-ediscovery-case-law/
27
http://www.eddupdate.com/2012/10/delaware-vice-chancellor-pushes-predictive-coding-in-corporate-battleover-hooters.html
20
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For Good Cause Shown
Ultimately, the Defendants agreed to proceed with a TAR approach, and the Plaintiffs
successfully showed cause why they should not. As the Judge explained in the order 28:
WHEREAS, the parties have agreed that, based on the low volume of relevant
documents expected to be produced in discovery by [the Plaintiffs], the cost of using
predictive coding assistance would likely be outweighed by any practical benefit of its
use;
...
NOW THEREFORE, this –––– day of May 2013, for good cause shown, it is hereby
ORDERED that:
...
(iii) Plaintiffs may conduct document review using traditional methods.
[emphasis added]

28

https://judicialstudies.duke.edu/wp-content/uploads/2017/07/Panel-2-EORHB-Inc.-v.-HOA-Holdings-LLC2013.pdf
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DEBATING PROCESS AND TRANSPARENCY IN BIOMET
The next prominent TAR case was In Re: Biomet M2a Magnum Hip Implant Products Liability
Litigation, No. 3:12-MD-2391 (N.D. Ind. Aug.21, 2013), 29 which was consolidated multidistrict30
product liability litigation. The litigation was eventually settled, but not before substantial
discovery work was done and two orders concerning the use of TAR were issued.
The Defendants’ Discovery Effort
The initial collection work done by the Defendants yielded about 19.5 million documents. They
then used keyword searching to cut that number down to 3.9 million documents, and then
deduplication further reduced the population to about 2.5 million documents.
The Defendants also leveraged random sampling to estimate the prevalence 31 of relevant
materials at three points in this process. In the initial collection of 19.5 million documents, they
estimated (with a 99% confidence level) that only about 1.37% to 2.47% of the documents were
actually relevant. After performing the keyword searches, they estimated (also with a 99%
confidence level) that just 0.55% to 1.33% of the leftover 15.6 million documents excluded by
the searches were still relevant. And, after deduplication, they estimated (with a 95%
confidence level) that their final pool of 2.5 million documents contained about 14.41% to
17.91% relevant documents.
Still facing review of 2.5 million documents to locate the estimated 360,000 to 448,000 relevant
documents contained within, the Defendants opted to leverage technology-assisted review,
and the Plaintiffs objected to this approach.
The Process Dispute
The Plaintiffs objected to the Defendants’ decision to apply TAR (in this case, “predictive
coding”) after filtering with keyword searches, rather than applying it to the full collection of
19.5 million documents. To make this argument, the Plaintiffs pointed to the same studies used
in prior cases to support the use of TAR, which show the superiority of TAR to keyword
searching.
In an attempt to address their concern, the Defendants offered to run additional keywords
chosen by the Plaintiffs or make other process adjustments, but the Plaintiffs were adamant
that the Defendants should be compelled to restart their TAR effort using all 19.5 million
documents.

29

http://www.ctrlinitiative.com/in-re-biomet-m2a-magnum-hip-implant-products-liability-litig-in-re-biomet-ii/
http://www.jpml.uscourts.gov/sites/jpml/files/MDL-2391-Initial_Transfer-09-12.pdf
31
http://codalism.com/~wew/docserver/biomet-ESI-defendant-affidavit.pdf
30
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The Judge’s Decision
Despite the Plaintiffs’ focus on the alleged superiority of implementing TAR without keyword
searching first, the Judge framed the issue in a different way32:
The issue before me today isn’t whether predictive coding is a better way of doing things
than keyword searching prior to predictive coding. I must decide whether [the
Defendants’] procedure satisfies [their] discovery obligations and, if so, whether [they]
must also do what the [Plaintiffs] seek[]. [emphasis added]
After reviewing the work performed, the Judge concluded that the Defendants’ process did, in
fact, satisfy their discovery obligations.
The Judge reached this conclusion, in part, by comparing the prevalence of relevant documents
in the deduplicated search results (14.41% to 17.91%) to the prevalence of relevant documents
in the excluded leftovers (0.55% to 1.33%) and pointing to this as evidence of the keyword
search effort’s efficacy. It should be noted, however, that this comparison of percentages is
somewhat misleading, as the populations to which those percentages apply are very different
(2.5 million and 15.6 million, respectively).
The Judge also considered the costs that would have been associated with the Plaintiffs’
requested approach and concluded that a cost of millions of additional dollars would outweigh
the potential benefit gained from finding some more of the remaining relevant documents.
The Transparency Dispute and Decision
A few months after the dispute discussed above, a new TAR-related dispute arose. 33 The
Plaintiffs requested access to the seed set documents used to train the predictive coding tool so
that they could look for any gaps and suggest new keyword searches accordingly. The
Defendants informed the Plaintiff that all of the seed set documents had already been
produced but declined to identify which of the produced documents they were, and the Judge
concluded that he had no authority to compel the kind of disclosure the Plaintiffs’ sought:
The [Plaintiffs] want[] to know, not whether a document exists or where it is, but rather
how [the Defendants] used certain documents before disclosing them. Rule 26(b)(1)
doesn’t make such information disclosable. [emphasis added]
Though he concluded he could not compel the Defendants to make the requested disclosure,
the Judge did describe the Defendants’ refusal as “troubling” and “below what the Sedona
32

http://www.ctrlinitiative.com/wp-content/uploads/2014/Predictive Coding
Opinions/Biomet_1_DiscoveryOrder_April18.pdf
33
http://www.ctrlinitiative.com/wp-content/uploads/2014/Predictive Coding
Opinions/Biomet_2_SeedSetDiscoveryOrder_Aug21.pdf
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Conference endorses.” He also warned the Defendants that there could be consequences for
uncooperativeness:
An unexplained lack of cooperation in discovery can lead a court to question why the
uncooperative party is hiding something, and such questions can affect the exercise of
discretion. [emphasis added]
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CHANGING HORSES MIDSTREAM IN PROGRESSIVE AND BRIDGESTONE
We turn our attention next to two contemporaneous cases that both concerned attempts to
switch from a more traditional approach to a TAR approach part way through a discovery effort
and that both considered whether TAR should be applied after search terms have already been
used. Those cases are Progressive Casualty Insurance Company v. Delaney, No. 2:11-cv-00678LRH-PAL (D. Nev. Jul. 18, 2014)34 and Bridgestone Americas, Inc. v. International Business
Machines Corp., No. 3:13-cv-1196 (M.D. Tenn. Jul. 22, 2014). 35 In each case, a discovery plan
had been agreed upon by the parties and that plan had been memorialized in a case
management order prior to the attempt to change approaches.
The Progressive Dispute
According to the “Joint Proposed ESI Protocol,” the Plaintiff was to collect from agreed sources,
run agreed search terms, and produce all non-privileged results (optionally, conducting manual
review for responsiveness first), subject to clawback protections. Following this plan, the
Plaintiff initially collected around 1.8 million documents, from which the search terms produced
about 565,000 results. The Plaintiff began a manual review effort but estimated completing it
would take 6-8 months and incur “an unacceptably high cost,” so the Plaintiff started exploring
TAR alternatives instead.
They eventually notified the Defendants of their intention to propose a new plan, triggering
months of meetings and hearings, which failed to result in a new agreement and exhausted the
originally agreed discovery timeline. Instead, the parties ended up submitting competing
proposals to the Magistrate Judge:

34
35

•

The Plaintiff’s Proposal – Despite not having agreement or approval, the Plaintiff had
already completed a training process with a technology-assisted review tool, which had
identified around 90,000 potentially-responsive documents among the 565,000 search
results. They proposed to keep this work and to proceed with privilege review and
production of this smaller set of materials. They estimated that this approach would
produce over 70% of the responsive materials present in the search results with less
time and cost than the manual review contemplated by the originally agreed protocol.

•

The Defendants’ Proposal – The Defendants opposed the Plaintiff’s proposal: (a)
because of its deviation from the original agreement; (b) because TAR’s novelty and
complexity was likely to lead to “satellite disagreements” about the process; (c) because
the TAR tool provider’s own best practices called for applying TAR to the full set without
keyword search filtering first; and, (d) because the Plaintiff’s TAR process had been
developed and executed without the transparency and cooperation for which the

http://www.ctrlinitiative.com/Progressive Cas. Ins. Co. v. Delaney/
http://www.ctrlinitiative.com/Bridgestone v. IBM/
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Plaintiff’s own expert had previously advocated. 36 Consequently, the Defendants
proposed that the Plaintiff be directed to produce all 565,000 search results without
further review or delay and to rely on the clawback protections as needed, or if TAR was
to be permitted, that the Plaintiffs be directed to do the TAR process over using the full
1.8 million document collection.
The Progressive Resolution
Ultimately, the Magistrate Judge did not accept the Plaintiff’s proposal 37 to switch to a TAR
process midstream. The Magistrate Judge was not opposed to the use of TAR, in theory but
was not okay with the Plaintiff’s unilateral deviation from the original protocol:
In this case, the parties negotiated an ESI protocol which was adopted by the court . . .
Had the parties worked with their e-discovery consultants and agreed at the onset of
this case to a predictive coding-based ESI protocol, the court would not hesitate to
approve a transparent, mutually agreed upon ESI protocol. However, this is not what
happened. [emphasis added]
The Magistrate Judge was also persuaded by the Defendants’ arguments about potential
additional conflicts, about following the tool’s recommended processes, and about needing
adequate transparency and cooperation, noting about the last one:
[The Plaintiff] is unwilling to engage in the type of cooperation and transparency that its
own e-discovery consultant has so comprehensibly and persuasively explained is needed
for a predictive coding protocol to be accepted by the court or opposing counsel as a
reasonable method to search for and produce responsive ESI.
Based on these concerns, the Magistrate Judge accepted the Defendants’ proposal and directed
the Plaintiff to produce all 565,000 search results, except those that had already been identified
as likely to be privileged, which could be withheld for logging as contemplated by the originallyagreed protocol.
The Bridgestone Dispute
In the Bridgestone case, 38 the Plaintiff also proceeded with discovery according to a negotiated
protocol, and after collection and the application of the search terms provided by the
Defendant, around 2,000,000 documents remained to be reviewed. Given this enormous
volume, the Plaintiff asked if it could use a TAR process instead of traditional review.

36

http://www.umiacs.umd.edu/~oard/desi5/additional/Butterfield.pdf
http://www.ctrlinitiative.com/Progressive Cas. Ins. Co. v. Delaney/
38
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The Defendant objected to what it called an “unwarranted change” from the originally-agreed
protocol. The Defendant argued that “it is unfair to use predictive coding after an initial
screening has been done with search terms.” Both parties submitted lengthy pleadings to the
court over the issue, and the Magistrate Judge held a “lengthy telephone conference” on it.
The Bridgestone Resolution
The Magistrate Judge ultimately concluded that whether and when to use TAR comes down to
a “judgment call” focused on efficiency and the needs of the specific case:
Predictive coding is a rapidly developing field in which the Sedona Conference has
devoted a good deal of time and effort to [sic], and has provided various best practices
suggestions. Magistrate Judge Peck has written an excellent article on the subject and
has issued opinions concerning predictive coding. In the final analysis, the uses [sic] of
predictive coding is a judgment call, hopefully keeping in mind the exhortation of Rule
26 that discovery be tailored by the court to be as efficient and cost-effective as
possible. In this case, we are talking about millions of documents to be reviewed with
costs likewise in the millions. There is no single, simple, correct solution possible under
these circumstances. [emphasis added]
Based on his analysis of the needs of this case and the available options – as well as the
Plaintiff’s promises of process transparency, the Magistrate Judge then allowed the Plaintiff to
“switch horses in midstream” and use TAR to review the 2,000,000 search results instead of
traditional, manual review. He also gave the Defendants the option to switch to a TAR
approach too, if they wished.
In a subsequent order concerning the ongoing discovery efforts, 39 the Magistrate Judge
reemphasized the importance of transparency to using a TAR process, writing: “. . . to the
extent they use predictive coding, he expects full transparency in how the predictive coding is
established and used.”
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SEEKING APPROVAL AND PERFECTION IN DYNAMO
The next TAR case to make headlines was Dynamo Holdings Limited Partnership, et al., v.
Commissioner of Internal Revenue, 143 T.C. No. 9 (USTC Sep. 17, 2014), 40 which was a U.S. Tax
Court case. In the case, the Respondent wanted the Petitioners to produce the materials on
two back-up tapes (or produce copies of the tapes), but the Petitioners estimated that
completing review of the materials on the tapes would “take many months and cost at least
$450,000.”
The TAR Dispute
Not wanting to spend that much time or money, the Petitioners asked the Judge to permit
them to utilize a TAR approach (once again, “predictive coding”) instead of traditional manual
review. The Respondent objected to the Petitioners request to use a TAR approach, making
two primary arguments. First, they argued that TAR was “unproven technology,” and second,
they argued that the Petitioners could instead produce the tapes unreviewed and rely on a
clawback agreement for protection.
The Judge on TAR
Noting that the United States Tax Court had “not yet formally sanctioned” the use of TAR, the
Judge took the opportunity to do so. In doing so, the Judge reviewed the testimony of experts,
as well as relevant articles and cases that we’ve discussed in this chapter (e.g., Moore,
Progressive, and In Re: Actos). Based on this review, the Judge concluded that TAR approaches
and tools were not “unproven” but were, in fact, “prevalent in the technological industry” and
“widely accepted for limiting e-discovery to relevant documents and effecting discovery of ESI
without an undue burden.” Based on this analysis, he allowed the Petitioners to utilize a TAR
approach as long as there was transparency and cooperation:
Where, as here, petitioners reasonably request to use predictive coding to conserve time
and expense, and represent to the Court that they will retain electronic discovery
experts to meet with respondent’s counsel or his experts to conduct a search
acceptable to respondent, we see no reason petitioners should not be allowed to use
predictive coding to respond to respondent’s discovery request. [emphasis added]
The Judge on Seeking Permission for Tar
In addition to addressing the use of TAR in general, the Judge also addressed the question of
whether or not a producing party needs to seek judicial permission before utilizing a TAR
approach in discovery, as the Petitioners had done in this case. He argued that producing
parties should not need to seek prior approval from judges and that the appropriate time to
40
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object to a discovery approach is after production, if there is reason to believe the production is
incomplete:
And although it is a proper role of the Court to supervise the discovery process and
intervene when it is abused by the parties, the Court is not normally in the business of
dictating to parties the process that they should use when responding to discovery. If
our focus were on paper discovery, we would not (for example) be dictating to a party
the manner in which it should review documents for responsiveness or privilege, such
as whether that review should be done by a paralegal, a junior attorney, or a senior
attorney. Yet that is, in essence, what the parties are asking the Court to consider –
whether document review should be done by humans or with the assistance of
computers. Respondent fears an incomplete response to his discovery. If respondent
believes that the ultimate discovery response is incomplete and can support that
belief, he can file another motion to compel at that time. [emphasis added]
The Results and the Appropriate Standard
Almost two years after the above order, another order in the case 41 provided a window into the
results of the TAR process and the Respondent’s objections to them. The parties had, with the
occasional help of the Court, cooperated on developing a protocol and implementing a TAR
approach, resulting in the production of around 180,000 responsive documents that contained
a few thousand relevant documents.
After review of the produced materials, the Respondent argued that the production was
incomplete and sought to compel the production of additional search term results it believed
were also relevant but that had not been found by the TAR approach. The Judge, however, was
not convinced that more discovery was warranted because the standard for a production’s
completeness is reasonableness not perfection:
We will assume that it was flawed, but the question remains whether any relief should
be afforded.
Respondent's motion is predicated on two myths.
The first is the myth of human review. . . .
Research shows that human review is far from perfect. . . .
The second myth is the myth of a perfect response. The [Respondent] is seeking a
perfect response to his discovery request, but our Rules do not require a perfect
response. . . .
41
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Likewise, “the Federal Rules of Civil Procedure do not require perfection.” Like the Tax
Court Rules, the Federal Rule of Civil Procedure 26(g) only requires a party to make a
“reasonable inquiry” when making discovery responses. [internal citation omitted;
emphasis added]
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BRINGING IT FULL CIRCLE IN RIO TINTO
The next prominent TAR case for us to review is Rio Tinto PLC v. Vale, S.A., et al., No. 14 Civ.
3042 (RMB) (AJP) (S.D.N.Y. Mar. 2, 2015),42 which brings us back full circle to our beginning with
another decision from Magistrate Judge Peck. This is another case in which the parties reached
an agreement about the use of TAR, but the Magistrate Judge’s order accepting their
agreement still provides an excellent summary of the state of TAR acceptance as of spring 2015,
after the first three years of cases.
Black Letter Law
In his review of those early cases, Magistrate Judge Peck identified several key points about the
then-current state of TAR acceptance by parties and courts. First and most importantly, he
identified the same trend of judges accepting its use that we have, and provided a statement
on it that has been widely quoted since: “In the three years since Da Silva Moore, the case law
has developed to the point that it is now black letter law that where the producing party
wants to utilize TAR for document review, courts will permit it.” [emphasis added]
Three Key Points from Magistrate Judge Peck
Beyond that declaration, Magistrate Judge Peck also made three important points about the
primary issues still unresolved by case law:
•

First, he wrote that “[o]ne TAR issue that remains open is how transparent and
cooperative the parties need to be with respect to the seed or training set(s)” and
explained that opinions are divided on this issue – both among practitioners, and in the
case law. As he wrote, “where the parties do not agree to transparency, the decisions
are split and the debate in the discovery literature is robust.” [emphasis added]

•

Second, he pointed out the fact that seed set and training set disclosure is not the only
validation option available to requesting parties and suggested alternatives that might
be less contentious than full disclosure:
In any event, while I generally believe in cooperation, requesting parties can
insure that training and review was done appropriately by other means, such as
statistical estimation of recall at the conclusion of the review as well as by
whether there are gaps in the production, and quality control review of
samples from the documents categorized as non-responsive. [internal footnote
omitted; emphasis added]

42

http://www.ctrlinitiative.com/114cv3042/

XDD eDiscovery Handbook

Unit 3, Chapter 18

323

•

Third, he discussed the standards by which we judge review and production
methodologies, and like the Judge in Dynamo, concluded that TAR should not be held to
a higher standard than traditional human review is:
One point must be stressed - it is inappropriate to hold TAR to a higher standard
than keywords or manual review. Doing so discourages parties from using TAR
for fear of spending more in motion practice than the savings from using TAR
for review. [emphasis added]

The Search Term Dispute
After this order, but before the case was eventually dismissed, 43 the attempt to utilize TAR in
this case resulted in some additional disputes and orders. First, in a letter to the Magistrate
Judge dated April 6, 2015, 44 the parties raised a number of unresolved discovery disputes,
including the question of applying search terms to reduce the document collection before
beginning the TAR process.
The Defendant reported that it had collected a “Document Universe of nearly 2 million
documents” pursuant to the agreed discovery plan, and after evaluating this collection, it
determined that:
. . . the low prevalence of responsive documents in the Document Universe . . . risked
undermining and burdening the process of assessing the accuracy of the predictive
coding process and leading to review of a disproportionately large number of
documents in relation to the number of responsive documents in the Document
Universe. [emphasis added]
The agreed upon discovery plan allowed for the parties to “use search terms and other criteria .
. . to reduce the volume of the Document Universe” if “the Responding Party determines it to be
reasonable and appropriate,” and based on its assessment of the collection’s low prevalence,
the Defendant concluded it would be “reasonable and appropriate” to use search terms first.
The Defendant applied “a set of over 150 search terms,” reducing the collection size by about
75%. It also evaluated a “Statistically Valid Sample of 2,398 documents” from the pool of
materials eliminated by the search terms and “found zero responsive documents excluded by
the search terms.”
The Plaintiff, however, objected to the Defendant’s use of search terms before TAR, arguing
that search terms shouldn’t be used before TAR due to their inferiority. The Plaintiff cited
several of the same sources we’ve previously discussed, including Judge Peck’s own prior

43
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comments. The Plaintiff also objected to the terms chosen and to the Defendant’s
interpretation of “reasonable and appropriate.”
Magistrate Judge Peck concluded he was “bound by the parties’ protocol” and approved the
Defendant’s use of the search terms 45 before TAR, despite his personal view that “such preculling should not occur in a perfect world.” He also allowed the Plaintiff an opportunity to
suggest additional search terms to be used, and the Plaintiff requested 46 more than 120
additional search terms, which “more than doubled” the document population to “over 800,000
documents.” Despite this huge increase, the Defendant sampled the new search results and
concluded that “those search terms did not add new responsive documents.”
The Special Master Dispute
The disputes over the best way to proceed with and validate the TAR effort also led the
Defendant to request the appointment of TAR expert Maura Grossman 47 as a Special Master.
The Plaintiff objected 48 to this as well, but Magistrate Judge Peck granted the request.49 Even
with her participation, process disputes and complications continued to arise 50 regarding
training, validation, and other specifics.
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TRYING TO COMPEL TAR USE IN HYLES
The next major TAR case for us to review is the third and final prominent case on the topic from
Magistrate Judge Peck. In Hyles v. New York City, No. 10 Civ. 3119 (AT) (AJP) (S.D.N.Y. Aug. 1,
2016), 51 a series of discovery delays and conflicts led to the referral of the case to Magistrate
Judge Peck, who resolved a number of discovery questions for the parties, including the
question of:
. . . whether, at [the plaintiff’s] request, the defendant [] (i.e., the responding party) can
be forced to use TAR (technology assisted review, aka predictive coding) when the
[defendant] prefers to use keyword searching.
The Context and the Dispute
As the parties worked, they resolved some key discovery questions but needed Magistrate
Judge Peck to resolve others. For example, the parties agreed on a starting date range, but
Magistrate Judge Peck had to select a compromise end date. The parties agreed on nine key
custodians, but Magistrate Judge Peck had to order staged discovery to resolve a dispute over
an additional six. Most significantly, the parties disagreed on the search methodology to be
employed:
After the parties had initial discussions about the [defendant] using keywords,
[plaintiff’s] counsel consulted an ediscovery vendor and proposed that the [defendant]
should use TAR as a “more cost-effective and efficient method of obtaining ESI from
Defendants.” The [defendant] declined, both because of cost and concerns that the
parties, based on their history of scope negotiations, would not be able to collaborate
to develop the seed set for a TAR process. [internal citations, footnote omitted,
emphasis added]
The Judge’s Analysis
Magistrate Judge Peck made no secret of his enthusiasm for TAR as an alternative to traditional
keyword searching, beginning his discussion by writing: “[The Plaintiff] absolutely is correct that
in general, TAR is cheaper, more efficient and superior to keyword searching.” He then
reviewed his own past decisions on the subject, as well as others we have reviewed in this
chapter, to elaborate on why and to explain the state of the law on the topic. He also
distinguished this case from prior debates, which had focused on forcing a switch midway
through discovery:
Since the search methodology issue arose in this case before the City spent much, if any,
money on searching for responsive ESI, this case squarely raises the issue of whether
51
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the requesting party can have the Court force the responding party to use TAR.
[emphasis added]
As Magistrate Judge Peck stated at the beginning of the order, his short answer is “a decisive
‘NO.’” Like the Judge in Kleen Products, he cited to Sedona Principle 6, 52 quoting: “Responding
parties are best situated to evaluate the procedures, methodologies, and technologies
appropriate for preserving and producing their own electronically stored information.”
Moreover, he added that “[the plaintiff’s] counsel candidly admitted at the conference that they
have no authority to support their request to force the [defendant] to use TAR.” And, finally,
Magistrate Judge Peck reminded the parties of what is actually required from a producing
party:
While [the plaintiff] may well be correct that production using keywords may not be as
complete as it would be if TAR were used, the standard is not perfection, or using the
“best” tool, but whether the search results are reasonable and proportional. [internal
citations omitted, emphasis added]
The Right Time for Objections
Magistrate Judge Peck also joined – for a second time – our list of judges that want requesting
parties to hold their methodology objections until there are actual results to evaluate, writing:
The [defendant] can use the search method of its choice. If [the plaintiff] later
demonstrates deficiencies in the [defendant’s] production, the [defendant] may have
to re-do its search. But that is not a basis for Court intervention at this stage of the
case. [footnote omitted, emphasis added]
He then quoted from Dynamo making the same point.
A Note about the Future
In concluding, Magistrate Judge Peck also made one observation about how this analysis could
change in the future: “There may come a time when TAR is so widely used that it might be
unreasonable for a party to decline to use TAR. We are not there yet.”

52
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ADDRESSING PROCESS ADEQUACY AND TRANSPARENCY IN WINFIELD
The next prominent technology-assisted review case requiring our attention is Winfield v. City
of New York, No. 15-CV-05236 (LTS) (KHP) (S.D.N.Y. Nov. 27, 2017). 53 The case wound up
before the Magistrate Judge for the resolution of a variety of discovery disputes, including the
Plaintiffs’ challenges to the City’s TAR process and their attempts to compel additional
transparency regarding that process.
The Discovery Background
Before reaching the disputes over the use of TAR, discovery in this case was already
contentious:
Plaintiffs have sought wide-ranging discovery, which the City has resisted vigorously.
This Court has issued various rulings consistent with Federal Rule of Civil Procedure
26(b)(1) to ensure that discovery is focused on information that is relevant and
proportional to the needs of this case . . . . This included directing phased discovery and
limiting some of Plaintiffs’ discovery demands.
Ultimately, the City “was ordered to collect documents, including electronic documents, from 50
custodians” and to apply “a set of search terms that was heavily negotiated by the parties, with
some guidance from the Court.”
The City began traditional manual review of these materials, but “Plaintiffs lodged numerous
complaints about the pace of discovery and document review.” In response the Magistrate
Judge directed the City to complete manual review of “certain custodians and begin using
Technology Assisted Review (‘TAR’) software (also commonly referred to as ‘predictive coding’)
to hasten the identification, review, and production of documents responsive to Plaintiffs’
document requests.”
The TAR Dispute and the Plaintiffs’ Demands
After another dispute over the appropriate list of search terms to be applied to a particular
tranche of custodians, the City agreed to add the additional search terms requested by the
Plaintiffs if they could then use their already-trained TAR tool to reduce the approximately
90,000 additional results the search terms would produce to a more manageable number for
human review. The Plaintiffs objected “that the City’s proposal [was] not acceptable because
they [were] concerned about the reliability of the City’s predictive coding processes.”
The Plaintiffs alleged that the City had “over-designated documents as privileged and nonresponsive” resulting in an improperly trained tool that was “unable to recognize documents
that are truly responsive to the issues in this case.” In support of its position, the Plaintiffs
53
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pointed to several documents that had been marked as non-responsive but produced
inadvertently, which they argued actually should have been marked as responsive. To address
their concerns, the Plaintiffs sought the production of random samples from several pools of
documents in the City’s TAR process, including non-responsive materials, as well as the
production of details and documentation about the City’s TAR process.
To assess these issues, the Magistrate Judge ordered the City to submit a range of additional
documents and process details for her in camera review and ordered briefing from the parties.
The Magistrate Judge’s Explication of the Standards
The Magistrate Judge reviewed the relevant rules and many of the same cases we’ve discussed
in this chapter and came to the same conclusions we’ve seen others reach: that judges
shouldn’t be in the business of micromanaging document review and that the general
standard for discovery is reasonableness not perfection:
In keeping with these principles, this Court is of the view that there is nothing so
exceptional about ESI production that should cause courts to insert themselves as
super-managers of the parties’ internal review processes, including training of TAR
software, or to permit discovery about such process, in the absence of evidence of good
cause such as a showing of gross negligence in the review and production process, the
failure to produce relevant specific documents known to exist or that are likely to exist,
or other malfeasance. [internal citations omitted, emphasis added]
The “principles” to which she was referring were: (1) the reality that attorneys are rule-bound
officers of the court; (2) the need to avoid breaching privilege or work product protection with
discovery about discovery; (3) the Sedona Principle that producing parties are best situated to
determine methods; and, (4) the fact that the standard is reasonableness rather than
perfection.
The Magistrate Judge’s Application of the Standards
Based on the Magistrate Judge’s review of the relevant rules and cases, and based on her in
camera review of information about the City’s TAR efforts, she concluded the City had made
the required reasonable efforts. In reaching this conclusion, she highlighted the training of
their human reviewers, their large sample size for training the tool, the makeup of the seed set,
their rounds of iterative training for the tool, and their validation process to check the results.
She also emphasized how few mistakes had been made relative to the overall volume:
. . . this Court does not find the labeling of these 20 documents, only 5 of which were
“incorrectly” categorized as non-responsive during the initial ESI review – out of the
100,000 documents that have been reviewed thus far in this case – sufficient to
question the accuracy and reliability of the City’s TAR process as a whole. [emphasis
added]
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Interestingly, despite reaching the conclusion that the process as a whole is not defective, the
Magistrate Judge did grant the Plaintiffs part of what they’d requested based on the minor
issues that had been identified:
. . . Plaintiffs have presented sufficient evidence to justify their request for sample sets
of non-privileged documents from the documents pulled from the 50 custodians. In
particular, this Court agrees that the sample sets will increase transparency, a request
that is not unreasonable in light of the volume of documents collected from the
custodians, the low responsiveness rate of documents pulled for review by the TAR
software, and the examples that Plaintiffs have presented, which suggest there may
have been some human error in categorization that may have led to gaps in the City’s
production. [emphasis added]
The Magistrate Judge on Transparency
In addition to addressing the process adequacy objections, the Magistrate Judge also addressed
the question of how much transparency should be required, finding the case law mixed on the
subject, as we have seen in this survey:
Courts are split as to the degree of transparency required by the producing party as to
its predictive coding process. In some cases, parties have agreed to—or courts have
ordered—transparency into the TAR or predictive coding processes. In other cases,
courts have not required production of seed set documents. [internal citations omitted,
emphasis added]
In this case, the Magistrate Judge concluded that the Plaintiffs were not entitled to detailed
information about the TAR process employed. She concluded that the materials submitted to
her in camera were “protected by the work product privilege” and that it was “unclear how this
information is even potentially relevant to the claims and defenses in this litigation, as required
under Federal Rule of Civil Procedure 26.”
And, although she did not compel the disclosure of any of the requested process details, she
did encourage the City to disclose them voluntarily: “However, in the interests of transparency
and cooperation in the discovery process, the City is encouraged to share such information with
Plaintiffs.”

XDD eDiscovery Handbook

Unit 3, Chapter 18

330

A FEW FINAL CASES OF NOTE
Before we conclude our survey of technology-assisted review cases, there are a handful of
additional cases worth noting that don’t require more complete write-ups of their own.
Specifically, there are three more early cases, three more recent cases, and five international
cases worth noting.
Three More Early Cases
1. National Day Laborer Organizing Network v. U.S. Immigration and Customs Enforcement
Agency, No. 10 Civ. 3488 (SAS) (S.D.N.Y. Jul. 13, 2012) 54 – This was one of the first cases
after da Silva Moore to address the topic of TAR, and it also did so positively:
. . . parties can (and frequently should) rely on latent semantic indexing,
statistical probability models, and machine learning tools to find responsive
documents. Through iterative learning, these methods (known as ‘computerassisted’ or ‘predictive’ coding) allow humans to teach computers what
documents are and are not responsive to a particular FOIA or discovery request
and they can significantly increase the effectiveness and efficiency of searches.
[footnote omitted, emphasis added]
2. Harris v. Subcontracting Concepts, LLC, No. 1:12-MC-82 (N.D.N.Y. Mar. 11, 2013)55 – This
case was the first to raise the availability of TAR solutions as a factor in assessing a
burden argument during discovery:
. . . I certainly know that the amount of time, cost, and effort expended to
produce these records from the computer is significantly less than by hand. With
the advent of software, predictive coding, spreadsheets, and similar advances,
the time and cost to produce large reams of documents can be dramatically
reduced. [emphasis added]
3. Independent Living Center of Southern California, et al. v. City of Los Angeles, et al., No.
212-CV-00551 (C.D. Cal. Jun. 26, 2014) 56 – In this interesting case, the Court ordered the
use of TAR by the Defendant to expedite voluminous discovery that had overrun the
original schedule and been plagued by disputes over search terms. The Court directed
that the Plaintiff would participate in the training process (to prevent further scope
disputes) and that the Defendant would only have to produce the top 10,000 results (to
alleviate cost concerns). Additionally, the Court decided that the Defendant was not
required to execute a quality control effort for the TAR process, and that the Plaintiff
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would have to share 50% of the costs of a quality control effort, if it insisted on there
being one:
But there is another reason why the Court rejects Plaintiffs’ arguments regarding
cost shifting. The quality assurance step is not a document that the City has and
that Plaintiffs want and are asking the City to produce. The quality assurance
step is part of a program that the Court ordered the City to buy for $50,000 and
use in this case. It is a feature that does not exist in traditional production, i.e.,
reviewing the documents and producing them to the other side. Nor is it a
feature in key word searches, the method Plaintiffs were championing when
the Court became involved and ordered the City to use predictive coding. It is a
feature available in predictive coding which quantifies the level of accuracy in the
search. The fact that it exists in the system does not mean that the City has to
employ it and pay for it. If Plaintiffs truly believe that quality assurance step is
important, they should pay for employing it by splitting the costs with the City.
[emphasis added]
Three More Recent Cases
1. FCA US, LLC v. Cummins, Inc., No. 16-12883 (E.D. Mich. Mar. 28, 2017) 57 – This case once
again tackles the question of whether search terms should be applied before TAR or
after, and although it does not provide in-depth analysis of the issue, it does come down
on the side of after:
While the parties agree on many issues relating to discovery and particularly
electronic discovery, they unfortunately cannot reach agreement over whether
the universe of electronic material subject to TAR review should first be culled
by the use of search terms. . . . They have left the matter for the Court to decide.
The Court does so rather reluctantly. . . . Be that as it may, having reviewed the
letters and proposed orders together with some technical in-house assistance
including a read of The Sedona Conference TAR Case Law Primer, 18 Sedona Con.
J. ___ (forthcoming 2017), the Court is satisfied that FCA has the better position.
Applying TAR to the universe of electronic material before any keyword search
reduces the universe of electronic material is the preferred method. The TAR
results can then be culled by the use of search terms or other methods.
[emphasis added]
2. Entrata, Inc. (Property Solutions Int’l) v. Yardi Systems, Inc., No. 2:15-cv-00102-CW-PMW
(Utah D. Jun. 20, 2018)58 – In this case, the requesting party sought to compel the
producing party to turn over “the complete methodology and results” of its TAR process
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so that they might “assess the adequacy” of that process. The Court, however, was not
willing to order such radical transparency without some reason to do so:
Notably, Yardi has not provided any specific examples of deficiencies in
Entrata’s document production or any specific reason why it questions the
adequacy of Entrata’s document collection and review. Without more detailed
reasons why production of Entrata’s TAR information is needed, the court is
unwilling to order Entrata to produce such information. [emphasis added]
3. In re: Broiler Chicken Antitrust Litig., No. 1:16-cv-08637 (S.D. Ill. Jan. 3, 2018) 59 – In this
case, the Magistrate Judge and Special Master Maura Grossman 60 released a detailed
search methodology document that could serve as a model protocol for other cases. It
addresses both keyword and TAR efforts, as well as a range of specifics about document
sourcing, culling, searching, and validation.
Five International Cases
In addition to the plethora of domestic cases we have reviewed in this survey, courts in several
other countries have also issued decisions approving the use of TAR 61:
1. Ireland – Irish Bank Resol. Corp. v. Quinn, [2015] IEHC 175 (H. Ct.) (Ir.) – approved the
use of TAR over the requesting party’s objection
2. England – Pyrrho Inv. Ltd. v. MWB Prop. Ltd., [2016] EWHC (Ch) 256 (Eng.). – approved
the use of TAR at the joint request of the parties
3. England – David Brown v. BCA Trading Ltd., [2016] EWHC (Ch) 1464 (Eng.) – approved
the use of TAR over the requesting party’s objection
4. Australia – Money Max Int’l Pty Ltd. (Tr.) v. QBE Ins. Grp. Ltd., [2016] FCAFC 148 (Austl.)
– ordered the disclosure of TAR process information to meet and confer about it
5. Australia – McConnell Dowell Constructors (Aust) Pty Ltd v Santam Ltd & Ors (No 1),
[2016] VSC 734 (Austl.) – approved the use of TAR at the joint request of the parties
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KEY TAKEAWAYS FROM OUR CASE LAW SURVEY
Over the course of this survey, we have taken an in-depth look at a dozen cases and touched
briefly on eleven others. Together, these twenty-three cases have provided us with an effective
overview of the technology-assisted review case law landscape, including what’s been settled
and what remains unresolved. We conclude our survey with a discussion of the five key
takeaways we can derive from our review of these cases:
1. You Can Use Tar, and You Don’t Need Permission
As clearly shown by da Silva Moore, Global Aerospace, In re: Actos, Bridgestone,
Dynamo, Rio Tinto, and others, courts in the United States generally accept the use of
technology-assisted review as a viable alternative to traditional methods. Additionally,
we have seen on-the-record acceptance of its use in Ireland, England, and Australia.
Moreover, as emphasized in Dynamo and others, parties are not required to seek prior
judicial approval for the use of TAR any more than they would be required to do so for a
traditional review methodology.
2. You Can’t Compel Tar Use, but the Judge Might
Although you are free to use TAR yourself, you cannot compel another party to use TAR
if they prefer another methodology. As emphasized in Kleen Products, Hyles, and
others, courts adhere to Sedona Principle 6 62 and the idea that producing parties are in
the best position to choose appropriate methods. The requesting party’s interest is in
the results rather than the process employed.
While you cannot compel a party to use TAR, judges have directed parties to use TAR to
expedite matters in cases like EORHB, Independent Living Center, and Winfield.
3. Process Objections Should be Held Until after Production
As emphasized in da Silva Moore, Dynamo, Hyles, and others, parties are not meant to
raise adequacy objections to another party’s discovery processes until after at least
some production has actually occurred. There is no mechanism for objecting to a
hypothetical efficacy issue with a process that has yet to be carried out; objections must
be rooted in identified issues with actual results (as also noted in Entrata).
Whether a party has satisfied their obligations can only be determined as a fact-based,
post hoc analysis like the one conducted in Winfield.

62

https://thesedonaconference.org/publication/The_Sedona_Principles
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4. Transparency Might not be Compelled, but it is Strongly Preferred
A majority of the reported cases approving the use of TAR have involved the proponent
voluntarily offering or agreeing to provide transparency into its TAR training and
validation processes, which courts have viewed favorably. In a smaller number of cases,
like Independent Living Center, Bridgestone, and Dynamo, such transparency has been
required by the judge as a condition of TAR use, and in at least one case (Progressive),
the lack of voluntary transparency was cited as a factor in declining to allow TAR use.
In cases like In re: Biomet, Winfield, and Entrata, however, where parties have tried to
compel such transparency, judges have declined to compel most of what’s been
requested, citing relevance, privilege, and work product concerns. Although In re:
Biomet didn’t compel the transparency, it did include a warning that a lack of voluntary
transparency might negatively affect the application of judicial discretion.
5. You Can Probably Use Search Terms before Tar, but it is Not Preferred
Finally, the question whether search terms can be used before TAR is the least clearly
resolved. In re: Biomet, Bridgestone, and Rio Tinto allowed parties to apply search
term filtering to a document population before applying a TAR methodology to the
results, but they did so over the objections of the requesting parties and, in Rio Tinto,
over the stated preference of the judge. Moreover, in FCA, the judge reviewed the
relevant literature and concluded that the better approach was to use TAR first and, on
that basis, declined to allow search terms until afterwards.
Although courts’ preference for allowing producing parties to choose their methods
likely means it will be permitted, using search terms before TAR will – at a minimum –
draw greater scrutiny to the process and its results.
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UNIT 3 - EDISCOVERY ADVANCED TOPICS

CHAPTER 19
SPOLIATION SANCTIONS

When the Bough Breaks

Guidance on what happens in those
situations where it all falls down

WHEN THE BOUGH BREAKS
On December 1, 2015, the most significant amendments to the Federal Rules of Civil
Procedure 1 became effective since the 2006 amendments that made the eDiscovery era official.
Among the rules revised was Federal Rule of Civil Procedure 37, 2 which governs discovery
failures like spoliation and the associated sanctions. Among the changes made was the
replacement of the 2006 version of FRCP 37(f) 3 with the new 2015 version of FRCP 37(e). 4
The 2006 Version of FRCP 37(f)
In 2006, subdivision (f) was added to FRCP 37 5 in recognition of the new challenges being
caused by the rapid expansion of ESI, the dynamic and complex nature of many ESI sources, and
the widespread use of automated janitorial functions that delete old ESI to save storage space:
(f) Failure to Provide Electronically Stored Information.
Absent exceptional
circumstances, a court may not impose sanctions under these rules on a party for failing
to provide electronically stored information lost as a result of the routine, good-faith
operation of an electronic information system.
This provision was intended to function as a kind of “safe harbor” 6 to protect parties from
sanctions for the inadvertent loss of ESI, under the right circumstances. As the 2006 Committee
Notes7 stated:
Many steps essential to computer operation may alter or destroy information, for
reasons that have nothing to do with how that information might relate to litigation.
As a result, the ordinary operation of computer systems creates a risk that a party may
lose potentially discoverable information without culpable conduct on its part.
[emphasis added]
The notes also made clear, however, that preservation duties might obligate parties to alter or
suspend normal computer system operations to accomplish preservation.
In 2007, additional rules amendments 8 renumbered subdivision (f) as subdivision (e) due to the
prior abrogation of old subdivision (e).

1

http://www.supremecourt.gov/orders/courtorders/frcv15(update)_1823.pdf
https://www.law.cornell.edu/rules/frcp/rule_37
3
https://www.uscourts.gov/sites/default/files/federal_rules/FRCP12.1.2006.pdf
4
http://www.supremecourt.gov/orders/courtorders/frcv15(update)_1823.pdf
5
https://www.uscourts.gov/sites/default/files/federal_rules/FRCP12.1.2006.pdf
6
https://www.carltonfields.com/getattachment/Insights/Publications/2007/Safe-Harbor-and-Sanctions-underRule-37/SafeHarborandSanctions.pdf
7
https://www.law.cornell.edu/rules/frcp/rule_37
8
https://www.supremecourt.gov/orders/courtorders/frcv07p.pdf
2
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A Decade of Costs and Conflicts
Unfortunately, in the years that followed, that safe harbor provision was interpreted so
narrowly and inconsistently 9 that it never really worked as intended, and ESI preservation costs
and conflicts continued to grow. Between 2006 and 2015, parties struggled with the
preservation of ESI, and a circuit split developed 10 over the level of culpability required for the
application of severe spoliation sanctions like adverse inferences (i.e., negligence vs.
intentionality):
Loss of electronically stored information has produced a significant split in the circuits.
Some circuits, like the Second, hold that adverse inference jury instructions (viewed by
most as a serious sanction) can be imposed for the negligent or grossly negligent loss of
ESI. Other circuits, like the Tenth, require a showing of bad faith before adverse
inference instructions can be given. [emphasis added]
This, and other jurisdictional variations, led to great uncertainty for organizations as they
struggled to strike a balance between avoiding severe sanctions for inadvertent losses and
avoiding costly over-preservation:
The public comments credibly demonstrate that persons and entities over-preserve ESI
out of fear that some might be lost, their actions with hindsight might be viewed as
negligent, and they might be sued in a circuit that permits adverse inference instructions
or other serious sanctions on the basis of negligence. [emphasis added]
The Civil Rules Advisory Committee sought to amend FRCP 37(e) in a way that would provide
“greater uniformity in the ways in which federal courts respond to a loss of ESI” and would, to
the extent possible, “relieve the pressures that have led many potential litigants to engage in
what they describe as massive and costly over-preservation.”
The 2015 Version of FRCP 37(e)
After a “strikingly, perhaps uniquely, comprehensive and vigorous” 11 public comment period,
subdivision (e) of FRCP 37 12 was amended to read:
(e) Failure to Preserve Electronically Stored Information.
If electronically stored
information that should have been preserved in the anticipation or conduct of litigation
is lost because a party failed to take reasonable steps to preserve it, and it cannot be
restored or replaced through additional discovery, the court:
9

http://www.gwlr.org/wp-content/uploads/2012/08/79-3-Hastings.pdf
https://www.uscourts.gov/sites/default/files/fr_import/CV05-2014.pdf
11
http://www.uscourts.gov/rules-policies/archives/committee-reports/advisory-committee-rules-civil-proceduremay-2014
12
https://www.law.cornell.edu/rules/frcp/rule_37
10
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(1) upon finding prejudice to another party from loss of the information, may order
measures no greater than necessary to cure the prejudice; or
(2) only upon finding that the party acted with the intent to deprive another party of
the information’s use in the litigation may:
(A) presume that the lost information was unfavorable to the party;
(B) instruct the jury that it may or must presume the information was
unfavorable to the party; or
(C) dismiss the action or enter a default judgment.
This amended version of the subdivision makes three primary changes from the version that
preceded it:
•

First, it eliminates the language regarding the “good-faith operation” of a computer
system (and the confusion that came with it), and instead focuses on the more
straightforward question of whether ESI has been “lost because a party failed to take
reasonable steps to preserve it” [emphasis added].

•

Second, it now requires a showing of irreplaceability and prejudice before the
application of any consequences, and for unintentional losses, it limits those
consequences to curative measures, thereby reducing the risks associated with minor
ESI losses.

•

Third, it creates a clear requirement that intentionality be found before severe
sanctions can be applied (i.e., it adopts the higher of the standards from the circuit
split). 13

In the four years since this amendment became effective, the amendment has increased
consistency and predictability to some extent, but it has also created new areas of ambiguity
and conflict. For example, what are “reasonable steps to preserve”? What is a sufficient basis
for a finding of “intent to deprive,” and who makes the call? Can courts still act under their
inherent authority as well?
About this Chapter
In this chapter, we will explore the answers to those questions and others, through a survey of
relevant ESI spoliation sanctions cases, to provide practitioners with the available guidance on:
reasonable steps to preserve, intent to deprive, inherent authority, and other limitations.

13

http://www.uscourts.gov/rules-policies/archives/committee-reports/advisory-committee-rules-civil-proceduremay-2014
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REASONABLE STEPS TO PRESERVE ESI
The first of the new questions raised by the amended version of FRCP 37(e) 14 is what qualifies
as “reasonable steps to preserve” ESI. The amended version of FRCP 37(e) limits the application
of sanctions to situations where ESI that should have been preserved was lost “because a party
failed to take reasonable steps to preserve it.”
Five Factors to Consider
Unfortunately, the rule itself does not elaborate on what qualifies as reasonable steps, but the
Advisory Committee Notes to the 2015 Amendments do provide some guidance. First and most
importantly, the notes emphasize several times that, “[t]his rule recognizes that ‘reasonable
steps’ to preserve suffice; it does not call for perfection.” In addition to reemphasizing this
general principle of discovery, the Notes also provide a list of five specific factors that courts
should consider when performing a post-hoc assessment of whether the steps taken in a given
case were “reasonable”:
1. The first factor is essentially the prior version of Rule 37(e), which had attempted to
provide a narrow safe harbor for ESI loss:
a. “As under the current rule, the routine, good-faith operation of an electronic
information system would be a relevant factor for the court to consider . . .
although the prospect of litigation may call for reasonable steps to preserve
information by intervening in that routine operation.” [emphasis added]
2. The second factor is akin to a force majeure clause in a contract that allows for
uncontrollable outside events, although reasonable preventative measures may still be
expected of parties (e.g., maintaining backups):
a. “. . . information the party has preserved may be destroyed by events outside
the party’s control — the computer room may be flooded, a ‘cloud’ service may
fail, a malign software attack may disrupt a storage system, and so on. Courts
may, however, need to assess the extent to which a party knew of and
protected against such risks.” [emphasis added]
3. The third factor courts are directed to consider is the relative sophistication of the
parties, particularly with regard to the likely difference in sophistication between large
organizations and individuals:
a. “The court should be sensitive to the party’s sophistication with regard to
litigation in evaluating preservation efforts; some litigants, particularly
individual litigants, may be less familiar with preservation obligations than
others who have considerable experience in litigation.” [emphasis added]

14

https://www.law.cornell.edu/rules/frcp/rule_37
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4. The fourth factor courts are directed to consider is the relative resources available to
the parties, including financial and human resources. The Notes explicitly state that
less-expensive but substantially-as-effective alternatives can be reasonable:
a. “The court should be sensitive to party resources; aggressive preservation efforts
can be extremely costly, and parties (including governmental parties) may have
limited staff and resources to devote to those efforts. A party may act
reasonably by choosing a less costly form of information preservation, if it is
substantially as effective as more costly forms.” [emphasis added]
5. The final factor that courts are directed to consider is proportionality itself, which is a
foundational requirement for all discovery (and which implicates another multi-factor
analysis similar to this one, which we discussed in Chapter 17 – Proportionality):
a. “Another factor in evaluating the reasonableness of preservation efforts is
proportionality.” [emphasis added]
Decisions Discussing Reasonable Steps
Over the past four years, a variety of courts have had the opportunity to issue orders on
motions for spoliation sanctions and to consider whether a party had taken the required
reasonable steps. Here is a sampling of those cases:
•

Stinson v. City of New York, No. 10 Civ. 4228 (S.D.N.Y. Jan. 2, 2016) 15 – failure “to make
any effort to preserve text messages” found not to have been reasonable steps to
preserve [emphasis added]

•

Shaffer v. Gaither, No. 5:14-cv-00106-MOC-DSC (W.D.N.C. Sep. 1, 2016) 16 – failure to
take steps “such as printing out the texts, making an electronic copy of such texts,
cloning the phone, or even taking possession of the phone and instructing the client to
simply get another one” found not to have been reasonable steps to preserve [emphasis
added]

•

Ronnie Van Zant, Inc. v. Pyle, No. 17 Civ. 3360 (RWS) (S.D.N.Y. Aug. 28, 2017) 17 – failure
to attempt preservation of text messages in the possession of a non-party “working
under contract for the Defendants, in close coordination with the defendants, and [with]
a financial stake in the outcome of the case” found not to have been reasonable steps to
preserve

15

https://docs.justia.com/cases/federal/district-courts/new-york/nysdce/1:2010cv04228/363503/265
https://scholar.google.com/scholar_case?case=10659956117383126377
17
https://www.ediscoverylaw.com/wp-content/uploads/2017/09/Ronnie-Van-Zant-Opinion.pdf
16
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•

Barry v. Big M Transportation, Inc., No. 1: 16-cv-00167-JEO (N.D. Ala. Sept. 11, 2017)18 –
failure to preserve a truck’s Electronic Control Module (ECM) data before it was
overwritten found not to have been reasonable steps to preserve

•

Leidig v. BuzzFeed, Inc., No. 16 Civ. 542 (VM) (GWG) (S.D.N.Y. Dec. 19, 2017) 19 – failure
to issue a timely legal hold followed by an “amateurish collection of documents leading
to the destruction of perhaps critical metadata” found not to have been reasonable
steps to preserve [emphasis added]

•

Western Power, Inc. v. TransAmerican Power Prods., Inc., No. H-17-1028 (S.D. Tex. June
7, 2018)20 – in this case, the Court raised the possibility of spoliation liability due to
inadequate steps being taken to protect against data loss due to cyberattack (e.g.,
maintaining security, backups, etc.); the case settled before the question could be
further explored or decided

•

Paisley Park Enter., Inc. v. Boxill, No. 17-cv-1212 (WMW/TNL), (D. Minn. Mar. 5, 2019)21
– failure to “suspend the auto-erase function on their phones” or to “put in place a
litigation hold to ensure that they preserved text messages” found not to have been
reasonable steps to preserve [emphasis added]

•

Nuvasive, Inc. v. Kormanis No. 1:18CV282 (M.D. N.C. Mar. 13, 2019) 22 – failure to
“investigate[] . . . what text messages his iPhone held, and [] whether any setting on his
iPhone might cause the deletion of existing or future text messages” and failure to
“obtain[] appropriate advice about saving back-up copies of his text messages” found
not to have been reasonable steps to preserve [emphasis added]

•

DriveTime Car Sales Company, LLC v. Pettigrew, No. 2:17-cv-371 (S.D. Ohio Apr. 18,
2019)23 – failure to preserve text messages prior to replacing phone with a new one
found not to have been reasonable steps to preserve

•

Cruz v. G-Star Inc. et al, No. 17-CV-7685 (S.D.N.Y. June 19, 2019)24 – failure to issue a
timely legal hold or monitor hold compliance, leading to deletion of emails and SAP
data, found not to have been reasonable steps to preserve

18

https://scholar.google.com/scholar_case?case=13607276112535028237
https://casetext.com/case/leidig-v-buzzfeed-inc
20
https://www.jdsupra.com/legalnews/sanctions-considered-due-to-loss-of-14685/
21
https://www.leagle.com/decision/infdco20190306e50
22
https://casetext.com/case/nuvasive-inc-v-kormanis
23
https://casetext.com/case/drivetime-car-sales-co-v-pettigrew-1
24
https://www.leagle.com/decision/infdco20190620c91
19
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Takeaways
This collection of orders considering what qualifies as reasonable steps reveals that common
preservation failures are viewed the same way under the amended rule as they were before.
The likelihood and severity of resulting sanctions have both been reduced by other parts of the
rule, but for this part of the analysis, the expectations remain largely the same: issuing timely
legal holds, monitoring compliance with those holds, suspending automated janitorial
functions, and preserving through preemptive collection when needed. It is also worth noting
that these expectations now extend to encompass preservation of things like metadata, text
messages, vehicle data, and SAP data and that, of these, parties seem to be struggling most
often with taking reasonable steps to preserve text messages on smartphones.
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INTENT TO DEPRIVE
As we noted above, one of the things the amendments to FRCP 37(e) were intended to do was
resolve a circuit split that had arisen regarding the level of culpability that must be shown for
the application of severe spoliation sanctions. The amendments resolved that split in favor of
the higher standard but, in so doing, created new questions about establishing intent to
deprive.
Answered and Asked
Specifically, a circuit split had arisen regarding the question of whether adverse inference
instructions or dismissal could be based merely on some level of negligence or if intentional
misconduct was required. The jurisdictional variations created uncertainty for litigants and,
allegedly, increased preservation costs. The Advisory Committee on Civil Rules explained in its
May 2014 Report 25:
Some circuits, like the Second, hold that adverse inference jury instructions (viewed by
most as a serious sanction) can be imposed for the negligent or grossly negligent loss
of ESI. Other circuits, like the Tenth, require a showing of bad faith before adverse
inference instructions can be given. The public comments credibly demonstrate that
persons and entities over-preserve ESI out of fear that some might be lost, their
actions with hindsight might be viewed as negligent, and they might be sued in a
circuit that permits adverse inference instructions or other serious sanctions on the
basis of negligence. [emphasis added]
The amended version of FRCP 37(e)(2) 26 resolves this split in favor of the higher standard by
requiring a showing that “the party acted with the intent to deprive another party of the
information’s use in the litigation” for the application of adverse inference instruction,
dismissal, or default judgment sanctions. As explained in the Advisory Committee Notes to the
2015 Amendments27:
This subdivision authorizes courts to use specified and very severe measures to address
or deter failures to preserve electronically stored information, but only on finding that
the party that lost the information acted with the intent to deprive another party of
the information’s use in the litigation. . . . It rejects cases . . . that authorize the giving
of adverse-inference instructions on a finding of negligence or gross negligence.
[emphasis added]

25

http://www.uscourts.gov/sites/default/files/fr_import/CV05-2014.pdf
https://www.law.cornell.edu/rules/frcp/rule_37
27
https://www.law.cornell.edu/rules/frcp/rule_37
26

XDD eDiscovery Handbook

Unit 3, Chapter 19

344

Although this rule change answered one question (and reduced the frequency of severe
spoliation sanctions 28), it created two new questions. First, what showing of intent to deprive is
sufficient to satisfy the rule? And, second, who should make the determination?
Decisions Discussing Intent to Deprive
Over the past four years, a variety of courts have had the opportunity to issue orders on
motions for spoliation sanctions and to consider whether a party had “acted with the intent to
deprive another party of the information’s use in the litigation.” Here is a sampling of those
cases:
•

Brown Jordan Int’l, Inc. v. Carmicle, Nos. 0:14-CV-60629, 0:14-CV-61415 (S.D. Fla. Mar. 2,
2016)29 – in this case, a party’s locking, losing, wiping, and resetting of a variety of
computers, tablets, and smartphones containing relevant evidence combined with the
party’s “lack of candor concerning these actions unquestionably constitute[d] badfaith,” leading to a finding of intent to deprive under FRCP 37(e)(2) [emphasis added]

•

Cahill v. Dart, No. 13-cv-361 (N.D. Ill. Dec. 2, 2016) 30 – in this case, the court declined to
make a finding itself on the question of intent to deprive, and instead, it allowed the
presentation of evidence regarding the spoliation and alleged intent to the jury, so that
the jury could determine intent and apply a mandatory adverse inference if it found
intent to deprive

•

Omnigen Research et. al. v. Wang et. al., No. 16-00268 (D. Oregon, May 23, 2017)31 – in
this case, defendants ”made their desktop computer unavailable by "donating" it. . .
intentionally deleted thousands of document . . . intentionally deleted and refused to
produce relevant emails from multiple email accounts . . . intentionally destroyed
metadata,” and provided implausible explanations and excuses for these activities,
leading to a finding of intent to deprive under FRCP 37(e)(2)

•

Barry v. Big M Transportation, Inc., No. 1: 16-cv-00167-JEO (N.D. Ala. Sept. 11, 2017)32 –
in this case, a party failed to preserve electronic vehicle data but “offered a plausible
explanation for why it did not preserve the data,” which “even if mistaken, [was]
consistent” with the party’s “insistence that it did not act in bad faith and had no
intention of depriving,” leading to no finding of intent to deprive under FRCP 37(e)(2)
[emphasis added]

28

https://www.logikcull.com/blog/the-end-of-sanctions-new-report-details-dramatic-decline
https://www.ediscoverylaw.com/wp-content/uploads/2016/04/Brown-Jordan-Opinion.pdf
30
https://scholar.google.com/scholar_case?case=6171627594706056500
31
https://casetext.com/case/research-v-wang
32
https://scholar.google.com/scholar_case?case=13607276112535028237
29
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•

Eaton-Stephens v. Grapevine Colleyville Indep. Sch. Dist., No. 16-11611 (5th Cir. Nov. 13,
2017)33 – in this case, relevant ESI was lost despite retention “policy and rules” that
should have prevented it, but “violation of a rule or regulation pertaining to document
retention is not per se bad faith,” and no other evidence of intention was presented,
leading to affirmation of the trial court’s decision not to find bad faith or apply an
adverse inference sanction [emphasis added]

•

Leidig v. BuzzFeed, Inc., No. 16 Civ. 542 (VM) (GWG) (S.D.N.Y. Dec. 19, 2017) 34 – in this
case, the plaintiffs negligently allowed and caused a variety of ESI spoliation but
provided explanations the court found plausible; the defendant argued that intent
could be inferred from the actions taken, but the court was unpersuaded, leading to no
finding of intent to deprive under FRCP 37(e)(2):
In other words, the intent contemplated by Rule 37 is not merely the intent to
perform an act that destroys ESI but rather the intent to actually deprive
another party of evidence. Buzzfeed has shown only the former type of intent.
[emphasis added]

•

Schmalz v. Village of North Riverside, No. 13-cv-8012, 2018 WL 1704109 (N.D. Ill. Mar.
23, 2018) 35 – in this case, the defendant failed “to take any steps to identify and
preserve the text messages in question,” behavior “certainly constituting gross
negligence,” and the plaintiff argued that “intent and bad faith can be demonstrated by
failing to take reasonable steps to preserve ESI,” but the court explains that “additional
factors” demonstrating intent to deprive must also be shown, leading to no finding of
intent to deprive under FRCP 37(e)(2) [emphasis added]

•

BankDirect Capital Fin., LLC v. Capital Premium Fin., Inc., No. 15 C 10340 (N.D. Ill. April 4,
2018)36 – in this case, the magistrate judge recommended that the court decline to
make a finding itself on the question of intent to deprive and, instead, allow
presentation of evidence regarding the spoliation and alleged intent to the jury, so that
the jury could determine intent (or, in the alternative, apply a permissive adverse
inference)

•

Goldrich v. City of Jersey City, No. 2:2015cv00885 (D.N.J. Sept. 19, 2018) 37 – in this case,
expert forensic analysis demonstrated that the plaintiff had lied about a virus causing
ESI loss and had deliberately turned over the wrong laptop computer for forensic
evaluation, and the court found that this “circumstantial evidence strongly support[ed]

33

https://scholar.google.com/scholar_case?case=4308172446746062353
https://casetext.com/case/leidig-v-buzzfeed-inc
35
https://ralphlosey.files.wordpress.com/2018/03/schmalz_sanctions_order_37e.pdf
36
https://cloudnine.com/wp-content/uploads/2018/04/BankDirect-Capital-Fin.-LLC-v.-Capital-Premium-Fin.Inc._2018-04-12-07_27_17-0400.pdf
37
https://law.justia.com/cases/federal/district-courts/new-jersey/njdce/2:2015cv00885/314816/182/
34

XDD eDiscovery Handbook

Unit 3, Chapter 19

346

a finding that Plaintiff acted in bad faith,” leading to a finding of intent to deprive under
FRCP 37(e)(2) [emphasis added]
•

Univ. Accounting Serv., LLC v. Schulton, June 7, 2019 (D. Or. 2019) 38 – in this case, a
party admitted during his deposition to deleting materials so he “could legitimately say
[he had] no access” and “because it's exactly the type of damning information that
UAS wants to catch me with,” leading to a finding of intent to deprive under FRCP
37(e)(2) [emphasis added]

•

DriveTime Car Sales Company, LLC v. Pettigrew, No. 2:17-cv-371 (S.D. Ohio Apr. 18,
2019)39 – in this case, a party failed to take reasonable steps to preserve relevant ESI,
but no evidence of intention to deprive beyond the failure itself was shown, leading to
no finding of intent to deprive under FRCP 37(e)(2)

•

GN Netcom, Inc. v. Plantronics, Inc., No. 18-1287 (3rd Cir. Jul. 10, 2019)40 – in this case,
“the District Court reasonably concluded that Plantronics acted in bad faith” based on
the facts that a Senior VP “deliberately deleted an unknown number of emails in
response to ‘pending litigation’ and urged others to do the same,” that “executives,
including its CEO, were not truthful during depositions,” and that “the company was not
willing to spend a nominal fee for its expert, Stroz, to fully assess the spoliation and
create a final report,” each of which “was an intentional step to interfere with GN’s
prosecution of its claims against Plantronics” [emphasis added]

•

Wilmoth v. Deputy Austin Murphy, No. 5:16-CV-5244 (W.D. Ark. Aug. 7, 2019) 41 – in this
case, defendant and defendant’s attorney allowed the spoliation of relevant ESI and also
engaged in “conduct which might readily be viewed as intentional deception,” including
a “history of incomplete, evasive, or untrue discovery responses,” leading to a finding of
intent to deprive under FRCP 37(e)(2) [emphasis added]

•

Woods v. Scissons, No. CV-17-08038-PCT-GMS (D. Ariz. Aug. 14, 2019) 42 – in this case,
the court declined to make a finding itself on the question of a non-party’s intent to
deprive, and instead, it allowed the presentation of evidence regarding the alleged ESI
spoliation and intent to the jury, so that the jury could determine intent and apply a
permissive adverse inference if it found intent to deprive

38

https://www.leagle.com/decision/infdco20190610e91
https://casetext.com/case/drivetime-car-sales-co-v-pettigrew-1
40
https://www2.ca3.uscourts.gov/opinarch/181287p.pdf
41
https://casetext.com/case/wilmoth-v-murphy-1
42
https://casetext.com/case/woods-v-scissons
39
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Takeaways
These decisions considering “intent to deprive” show a bit more variation than the decisions we
reviewed regarding “reasonable steps.” Most of these decisions decline to infer intent solely
from a lack of reasonable steps or other circumstantial evidence, but some are willing to
draw that inference – particularly when failures have been egregious or when the
explanations for them have been implausible, unbelievable, or untrue. Additionally, some
courts prefer to allow the presentation of evidence regarding spoliation and intent to the jury
so that they can answer the question of intent, especially when that evidence may also be
relevant to other questions before the jury.
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COURTS’ INHERENT AUTHORITY TO SANCTION
As we discussed above, one of the primary goals of the December 2015 Amendments to the
Federal Rules of Civil Procedure 43 was to increase predictability and consistency for litigants by
eliminating jurisdictional variations in ESI spoliation standards, their application, and the
associated penalties. Ensuring predictability and consistency, however, would require
foreclosing other alternatives for addressing ESI spoliation.
Exclusivity Envisioned
To accomplish the desired standardization, amended FRCP 37(e) 44 would need to become the
only source of authority for the application of ESI spoliation sanctions, to prevent the rule from
being bypassed and predictability from being destroyed. As articulated in the Advisory
Committee Notes to the 2015 Amendments, 45 the Rules Advisory Committee intended for the
new version of FRCP 37(e) to preclude the use of inherent authority to assess ESI spoliation
sanctions:
New Rule 37(e) . . . authorizes and specifies measures a court may employ if information
that should have been preserved is lost, and specifies the findings necessary to justify
these measures. It therefore forecloses reliance on inherent authority or state law to
determine when certain measures should be used. [emphasis added]
Advisory notes are only advisory, however, and in the years since, courts have been
inconsistent in their responses to this intended effect. Some have treated the amended rule
like their sole option, while others have issued decisions expressly relying on – or expressing a
willingness to rely on – inherent authority for ESI spoliation sanctions.
Decisions Discussing Inherent Authority
Over the past four years, a variety of courts have had the opportunity to issue orders on
motions for spoliation sanctions and to consider whether they retain any inherent authority to
issue ESI spoliation sanctions beyond that provided by FRCP 37(e). Here is a sampling of those
cases:
•

CAT3 LLC v. Black Lineage 164 F. Supp. 3d 488 (S.D.N.Y. Jan. 12, 2016)46 – in this case,
the court imposed sanctions under amended Rule 37(e) but asserted explicitly that
inherent authority would still have been an option for imposing the sanctions, if the
result provided by the amended rule had been inadequate:
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http://www.supremecourt.gov/orders/courtorders/frcv15(update)_1823.pdf
https://www.law.cornell.edu/rules/frcp/rule_37
45
https://www.law.cornell.edu/rules/frcp/rule_37
46
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Where exercise of inherent power is necessary to remedy abuse of the judicial
process, it matters not whether there might be another source of authority that
could address the same issue. In Chambers, the Supreme Court rejected the
argument by the party opposing the sanctions motion that provisions of the
Federal Rules of Civil Procedure foreclosed resort to inherent power. [citation
omitted; emphasis added]
•

DVComm, LLC v. Hotwire Communs., LLC, No. 14-5543 (E.D. Pa. Feb. 3, 2016) 47 – in this
case, the court imposed sanctions under amended Rule 37(e) but asserted explicitly that
inherent authority would still have been an option for imposing the sanctions, if the
result provided by the amended rule had been inadequate:
Without limitation, litigation misconduct may also be otherwise sanctioned by
the inherent power of the court. This court is vested with broad discretion to
fashion an appropriate sanction pursuant to its inherent powers to sanction and
redress litigation abuse. This is so regardless of whether any party suffered
prejudice as a result of the activity. [emphasis added]

•

Hsueh v. N.Y. State Dep’t of Fin. Servs., No. 15 Civ. 3401 (PAC) (S.D.N.Y. Mar. 31, 2017)48
– in this case, the court declared intentional spoliation to be beyond the scope of the
amended rule and relied on inherent authority to impose sanctions: “Because Rule
37(e) does not apply, the Court may rely on its inherent power to control litigation in
imposing spoliation sanctions” [emphasis added]

•

Goodyear Tire & Rubber Co. v. Haeger, 137 S.Ct. 1178 (Apr. 18, 2017) 49 – in this case, the
District Court relied on its inherent authority to award all attorney’s fees and costs
incurred by the plaintiffs from the date of discovery misconduct forward, and the award
was affirmed on appeal to the Ninth Circuit; the Supreme Court reversed and
remanded on other grounds (i.e., limiting the fee award to what is compensatory, rather
than punitive), but it reaffirmed courts’ inherent authority to impose sanctions for
discovery misconduct:
Federal courts possess certain “inherent powers,” not conferred by rule or
statute, “to manage their own affairs so as to achieve the orderly and
expeditious disposition of cases.” That authority includes “the ability to fashion
an appropriate sanction for conduct which abuses the judicial process.”
[internal citations omitted; emphasis added]
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https://www.paed.uscourts.gov/documents/opinions/16D0110P.pdf
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•

Omnigen Research et. al. v. Wang et. al., No. 16-00268 (D. Oregon, May 23, 2017)50 – in
this case, intentional spoliation led the court to impose the sanction of default
judgment, which the court held could be justified “pursuant to FRCP Rule 37(b)(2), FRCP
Rule 37(e), and this Court's inherent authority” [emphasis added]:
The Court has inherent power to impose terminating sanctions “when a party
has engaged deliberately in deceptive practices that undermine the integrity of
judicial proceedings” because this power permits dismissal “when a party has
willfully deceived the court and engaged in conduct utterly inconsistent with the
orderly administration of justice.” [citation omitted; emphasis added]

•

EPAC Technologies, Inc. v. HarperCollins Christian Publishing, Inc. No. 12-cv-00463 (M.D.
Tenn. Mar. 29, 2018)51 – in this case, the court distinguished between its inherent
authority to impose spoliation sanctions related to physical evidence and its authority
under FRCP 37(e) to impose sanctions related to ESI evidence:
The failure to preserve ESI is addressed by Federal Rule of Civil Procedure 37(e).
Measures to address the loss of physical evidence are available pursuant to a
court’s “broad discretion” to manage discovery.
...
A different standard for imposing sanctions, set by Rule 37(e), applies when the
lost information is in electronic form. This separate standard addresses the
ways in which electronic information differs from physical evidence. [internal
citations omitted; emphasis added]

•

Lawrence v. City of New York, No. 15-CV-8947 (S.D.N.Y. July 27, 2018) 52 – in this case,
the court found that “Rule 37 does not apply” to a situation in which evidence was
fabricated and instead relied upon its “inherent power to correct a fraud upon the
court” [emphasis added]

•

Malone v. Weiss, No. 17-1694 (E.D. Pa. Aug. 1, 2018)53 – in this case, the court found
that the alteration and fabrication of evidence went beyond the intended scope of FRCP
37(e) and required redress pursuant to the court’s inherent authority:
As an initial matter, the parties disagree as to whether sanctions, if they are
appropriate, would flow from the Court’s inherent power to sanction or
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https://casetext.com/case/research-v-wang
https://www.govinfo.gov/content/pkg/USCOURTS-tnmd-3_12-cv-00463/pdf/USCOURTS-tnmd-3_12-cv-004633.pdf
52
https://cloudnine.com/wp-content/uploads/2018/08/Lawrence-v.-City-of-New-York_2018-08-13-17_31_560400.pdf
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pursuant to rule 37 of the Federal Rules of Civil Procedure. . . . The Rule,
however, does not speak to the current dispute. The Rule, by its very terms,
only applies when a party has “failed to take reasonable steps to preserve”
electronically stored information and “it cannot be restored.” The facts of this
case are much more serious. We deal, here, with the intentional manipulation
of emails and contracts in order to gain an advantage in litigation. Thus, the
Court’s inherent power to sanction is a more appropriate rubric to analyze this
matter. [citation omitted; emphasis added]
•

Edwards v. 4JLJ, LLC, No. 2:15-CV-299 (S.D. Tex. Jan. 11, 2019) 54 – in this case, egregious
discovery conduct led the court to shift the burden of proof (and to later add an award
of almost $100,000 in fees and costs55) pursuant to its inherent authority to sanction
misconduct:
Defendants argue that there can be no sanctions under Rule 37 because the
production of FleetMatics data will have been made in its entirety prior to trial.
Defendants cite Moody v CSX Transportation, Inc., 271 F. Supp. 3d 410,
425 (W.D.N.Y. 2017), as holding that changes to Rule 37 with respect to
electronic evidence rejected sanctions for negligent or grossly negligent behavior.
That argument misses the point. First, the case addresses the spoliation
presumption, which has been eliminated here. Sanctions are still available for
intentional acts to deprive a party of discovery. And as the Court has made
clear, Defendants' acts were intentional, willful, in bad faith, and contumacious.
[emphasis added]

Takeaways
These decisions considering “inherent authority” show more variation than the decisions we
reviewed considering “reasonable steps” or even than those we reviewed considering “intent to
deprive.” Some courts view amended FRCP 37(e) as their only option, while most seem to
believe that inherent authority remains an alternative in at least some situations. Of those,
some courts seem to think that the inherent authority alternative is available whenever the
result dictated by FRCP 37(e) would be inadequate, while others seem to think that the
inherent authority alternative is available only in cases of egregious, bad-faith behavior. Other
courts think that certain types of intentional misconduct – particularly the fabrication of
evidence – exist beyond the bounds of FRCP 37(e) and can only be addressed using inherent
authority.

54
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OTHER LIMITATIONS ON SANCTIONS
So far, we have discussed the major questions of what qualifies as reasonable steps to
preserve, what is a sufficient showing of intent to deprive, and whether courts can opt for
inherent authority in place of relying on FRCP 37(e). Beyond those major questions, there are
others, of which practitioners should be aware, that affect whether and what sanctions are
imposed, including: whether there has been irretrievable loss, whether there has been
prejudice, and other factors.
Whether There Has Been Irretrievable Loss
The language of amended FRCP 37(e) 56 specifies that, in order to apply sanctions under the
rule, “electronically stored information that should have been preserved . . . [was] lost . . . and []
cannot be restored or replaced through additional discovery” [emphasis added]. So, even in
cases where reasonable steps to preserve weren’t taken, sanctions may not apply if no ESI was
lost or if any lost ESI can be recovered or replaced. The availability of alternate forms of the
lost evidence (e.g., screen captures of lost posts) or alternate sources of lost evidence (e.g.,
third parties or service providers) may be sufficient to preclude a finding of loss:
•

Barcroft Media, Ltd. et al. v. Coed Media Grp., LLC, No. 16-CV-7634 (JMF) (S.D.N.Y. Sept.
28, 2017)57 – in this case, plaintiffs moved for spoliation sanctions “on the ground that
CMG failed to preserve the webpages on which it had displayed the Images,” but the
court found undisputed screenshots of the webpages to be sufficient, meaning nothing
had been “lost” within the meaning of the rule:
Given the plain language of the Rule, Plaintiffs’ motion borders on frivolous, for
the simple reason that they cannot even show that the evidence at issue was
“lost.” Several of the Images are still hosted on CMG’s websites. And the record
makes clear that Plaintiffs themselves possess copies of the other Webpages – in
the form of screen captures taken when they displayed the Images (the
“Screenshots”). In fact, Plaintiffs themselves list the Screenshots as trial exhibits.
Given that (plus the fact that Defendant does not dispute the authenticity of the
Screenshots or deny that it hosted and displayed the Images), there is no
foundation to impose sanctions under Rule 37(e). [internal citations omitted;
emphasis added]

•

World Trade Ctrs. Assoc., Inc. v. Port Auth. of N.Y. & N.J., No. 15 Civ. 7411 (LTS) (RWL)
(S.D.N.Y. Apr. 2, 2018) 58 – in this case, failure to issue a legal hold until more than a
year after the duty to preserve arose did not result in spoliation sanctions, since there
was no evidence that any relevant, unique material had actually been lost:
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“In sum, the Port Authority has not shown that any ESI, let alone any relevant
ESI, was actually destroyed. I therefore recommend denying the Port Authority’s
motion for sanctions relating to ESI.” [emphasis added]
•

Envy Hawaii LLC v. Volvo Car USA LLC, No. 17-00040 HG-RT (D. Haw. Mar. 20, 2019)59 –
in this case, the defendant sought spoliation sanctions against the plaintiff without first
attempting to obtain the desired discovery from relevant third-parties, leading to a
finding that the defendant had not shown irretrievable loss:
Volvo Car USA LLC concedes that it has not subpoenaed any records from CDK
Drive. It has not attempted to retrieve the information from any other thirdparties.
Volvo Car USA LLC also has not demonstrated that it is not in possession or does
not otherwise have access to any information due to its own use of the
Electronic Dealer Management System.
Rule 37(e) sanctions are not available when the information may be sought
from third-parties and Volvo Car USA LLC has not demonstrated that the
information is irretrievable.
...
Defendant has not sought any e-mails or discovery directly from Google and
cannot demonstrate that the e-mails are otherwise lost. [emphasis added]

Whether There Has Been Prejudice
The language of amended FRCP 37(e)60 also specifies that, in order to apply even curative
measures under the rule, the court must find “prejudice to another party from loss of the
information.” So, even in cases where reasonable steps to preserve weren’t taken and ESI was
irretrievably lost, sanctions may not apply if no prejudice from the loss can be shown:
•

Eshelman v. Puma Biotechnology, Inc., No. 7:16-CV-18-D (E.D.N.C. June 7, 2017) 61 – in
this case, the plaintiff offered no adequate showing of what would have been shown by
lost ESI, leading to a conclusion that prejudice had not been shown and sanctions should
not be awarded:
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. . . Eshelman has failed to make a sufficient showing of prejudice to support
relief under Rule 37(e)(1). In order to impose a sanction under Rule 37(e)(1), the
court must have some evidence regarding the particular nature of the missing
ESI in order to evaluate the prejudice it is being requested to mitigate. . . .
Based on what has been presented to the court at this point, it is difficult to
gauge the amount of prejudice to Eshelman due to the lost ESI and what type of
remedy would be no greater than necessary to cure that prejudice. Similar to
other cases, further discovery may inform the extent of the prejudice if any.
[internal citations omitted]
•

Hernandez v. Tulare County Correction Center No. 16-CV-00413 (E.D. Cal. Feb. 8, 2018)62
– in this case, because certain facts were undisputed, other documents and photos were
available, and an eye-witness was available, the court concluded that “[t]hese factors
ameliorate[d] the prejudice suffered by Plaintiff as a result of the loss of the
information at issue” [emphasis added] and that requested sanctions should not be
awarded because:
Even if there were still some remaining prejudice to Plaintiff after evaluation of
these factors, the Court finds any remaining prejudice was sufficiently cured by
the Court's January 31, 2018 Order directing the defendants to produce
additional information to Plaintiff . . . . [emphasis added]

•

Sinclair v. Cambria Cnty., No. 3:17-cv-149 (W.D. Pa. Sept. 28, 2018) 63 – in this case, the
defendants made an adequate showing of what the lost ESI may have contained, leading
to a finding of prejudice and an award of sanctions:
In sum, Sinclair violated Rule 37 by failing to preserve her text messages. The
deletion of the text messages between Sinclair and her former co-workers
prejudiced Defendants because the text messages were relevant to the
litigation and because Defendants offer a plausible, good-faith explanation of
what the missing text messages may have contained. Therefore, sanctions are
appropriate in this case. [emphasis added]

Other Factors
Finally, there are other factors to bear in mind. First, it is important to remember that
discovery sanctions need to be pegged to the prejudice they are curing or the conduct they are
deterring rather than to the value of the overall case:
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•

Klipsch Group, Inc. v. ePRO E-Commerce Ltd., Case No. 16-3637 (2d Cir. Jan. 25, 2018) 64 –
in this case, the Second Circuit approved discovery sanctions – including a $2.7 million
award of fees and costs in a case with a value of around $20,000 – over the Defendant’s
objection that such sanctions were “impermissibly punitive, primarily because they are
disproportionate to the likely value of the case,” because as the court explained:
. . . discovery sanctions should be commensurate with the costs unnecessarily
created by the sanctionable behavior. A monetary sanction in the amount of
the cost of discovery efforts that appeared to be reasonable to undertake ex
ante does not become impermissibly punitive simply because those efforts did
not ultimately uncover more significant spoliation and fraud, or increase the
likely damages in the underlying case. [emphasis added]

Second, it is important to raise spoliation concerns promptly to avoid having the motion denied
as untimely filed:
•

Travelers Prop. Cas. Ins. Co. of Am. v. Mountaineer Gas Co., No. 2:15-cv-0959 (S.D.W. Va.
Mar. 16, 2018)65 – in this case, one party tried to raise spoliation as an issue more than
four years after the underlying incident and more than six months after the end of
discovery, shortly before the start of trial, but since the issue had never been raised
during discovery and no motion to compel had been filed, the Court denied the motion
as untimely filed and opined that it would be suspicious of “any spoliation motion raised
on the eve of trial” where the facts had been known for years

Third, it is important to remember that courts have great discretion in fashioning appropriate
remedies and sanctions, particularly when acting based on inherent authority rather on the
terms of FRCP 37(e). For example, in combination with more common sanctions like fee awards
and adverse inference instructions, a court might also shift a burden of proof or preclude the
calling of specific witnesses:
•

Edwards v. 4JLJ, LLC, No. 2:15-CV-299 (S.D. Tex. Jan. 11, 2019) 66 – in this case, egregious
discovery conduct led the court to proceed under its inherent authority to craft a
remedy, and it concluded that shifting the burden of proof (and later adding an award of
almost $100,000 in fees and costs 67) was the right sanction:
The next available sanction in order of severity is the switching of the burden of
proof. While this is not a common sanction in case law, it is not as harsh as
other more common sanctions, such as stipulating that a fact is established or
striking a defense in its entirety. . . So while Defendants complain of the punitive
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effect of this sanction, it is not on the severe side of the spectrum, considering
the conduct here.
. . . There must be consequences for the type of conduct evidenced in this case.
It is inconsistent with the dignity of judicial proceedings to suggest that the
recovery of highly relevant data after the failure to produce it has any deterrent
effect. That would signal to litigants that if they want to interfere with
discovery, it is worth a try – there is nothing to lose. The shifting of the burden
of proof on the issue to which the discovery applies is the least severe of the
effective options available to the Court. [internal citation omitted; emphasis
added]
•

Wilmoth v. Deputy Austin Murphy, No. 5:16-CV-5244 (W.D. Ark. Aug. 7, 2019) 68 – in this
case, defendant and defendant’s attorney allowed the spoliation of relevant ESI and also
engaged in “conduct which might readily be viewed as intentional deception,” leading
the court to impose not only a permissive adverse inference sanction but also witness
preclusion sanctions:
Given his direct involvement in viewing and in failing to ensure preservation of
these photographs, the Court finds that his actions demonstrate bad faith and
that it would be appropriate to prevent the defendant from calling him as a
witness in his case. The same sanction will also apply to Deputy Hale. . . .
Although the Court recognizes that this sanction at first blush may seem harsh, it
would be against the interests of justice to allow an official to testify about
pictures which were not preserved, in part, because of that same official's
failure to follow county policy.
Second, under Rule 37(e)(2)(B) and in light of the Court's earlier finding that
defendant and his counsel have willfully acted to prevent Wilmoth from accessing
this documentary evidence that he claims would support his case, the Court will
instruct the jury that it may, but is not required to, presume . . .

Takeaways
Beyond the major questions of reasonable steps, intent to deprive, and inherent authority,
there are others that affect whether and what sanctions are imposed, including: whether there
has been irretrievable loss, whether there has been prejudice, and other factors:
•

68

Even in cases where reasonable steps to preserve weren’t taken, sanctions may not
apply if no ESI was lost, or if any lost ESI can be recovered from alternate sources or
replaced with alternate forms.

https://casetext.com/case/wilmoth-v-murphy-1
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•

Even in cases where reasonable steps to preserve weren’t taken and ESI was
irretrievably lost, sanctions still may not apply if no prejudice from the loss can be
shown based on what the contents of the missing ESI would have been.

•

Finally, there are other factors to bear in mind: sanctions are pegged to the prejudice or
the misconduct rather than to the value of the case, spoliation concerns should be
raised promptly to avoid untimeliness, and courts have great discretion in fashioning
remedies and sanctions, particularly when acting on inherent authority rather than FRCP
37(e).
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UNIT 3 - EDISCOVERY ADVANCED TOPICS

CHAPTER 20
PROGRAM MANAGEMENT
Taking the Bull
by the Horns

How to wrestle an unwieldy
eDiscovery program into submission

TAKING THE EDISCOVERY BULL BY THE HORNS
A great deal has been written and spoken about the challenges faced in individual eDiscovery
projects and how best to meet them – including in the preceding chapters of this book, but
most organizations face far more than one eDiscovery project. Most face more than one a
year, and many face more than one at once. The median number of disputes per year is 8 per
$1 billion in revenue, 1 and “more companies expect the number of disputes to increase than
decrease.” 2
For organizations that find eDiscovery a recurring part of their annual activity, there is more to
consider than just best practices for executing each individual project. For example:
•
•
•
•
•
•
•
•

How ready is the organization for the next project?
Can that readiness be improved in any way?
Are available resources adequate to current needs?
What about future needs? Are needs changing?
Should we insource more? Outsource more?
How might we evaluate service providers?
What metrics should we track across projects?
Can we continue improvement over time?

Rather than project management considerations, these are program management
considerations. Program management should be an active concern for those attorneys and
other legal department personnel responsible for eDiscovery activities within an organization.
Effective program management can do even more than effective project management to
reduce costs and risks and to increase predictability, consistency, and defensibility.
Benefits of Effective Management
Taking the eDiscovery bull by the horns and beginning proactive management of your
eDiscovery program can lead to significant increases in efficiency and reductions in cost. Many
of the unnecessary costs and delays in individual projects arise from the chaos that comes
without adequate readiness: uncertainty about what there is, about how it can be gotten,
about what providers or processes to use, etc. Each project includes the cost and time of
reinventing several wheels – cost and time that can be saved through effective program
management.
Along with cost, defensibility is a primary concern about eDiscovery activities, and as with cost,
defensibility can be improved with effective program management. The pillars of discovery
1

https://www.nortonrosefulbright.com/-/media/files/nrf/nrfweb/imported/20171025--2017-litigation-trendsannual-survey-pdf.pdf
2
https://www.nortonrosefulbright.com/-/media/files/nrf/nrfweb/imported/20181105--2018-litigation-trendsannual-survey-pdf.pdf
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defensibility are consistency and completeness, both of which are improved by proactive
management in a variety of ways. For example:
•
•
•
•

Starting with a data map reduces the chances of overlooked sources
Following established policies and procedures increases consistency
Using the same tools decreases the likelihood of user technical errors
Working with the same experts increases understanding over time

Committing the time and effort to engage in proactive program management can yield these
cost and risk reduction benefits to the organization, while also making each individual project
easier to manage and complete effectively.
About This Chapter
In this final chapter, we will discuss a range of program management considerations, including:
evaluating and improving readiness; evaluating needs and resources; insourcing, outsourcing,
and service models; evaluating potential service providers; useful metrics to track; and, ongoing
program maintenance and improvement.
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EVALUATING AND IMPROVING ORGANIZATIONAL READINESS
Organizational Litigation Readiness
Litigation readiness is a measure of how prepared an organization is to respond to the next
litigation event that arises. How quickly can the organization leap into action? How long will it
take to identify relevant sources and custodians? How long to identify the resources needed to
begin collections and review? How many processes will have to be defined on the fly? How
many wheels reinvented? How much unnecessary duplication of past work will take place?
Effective litigation readiness is principally tied to three areas: (1) an organization’s written
policies and documented processes; (2) its data maps and other source documentation; and, (3)
its data governance and remediation. Discrete efforts can be undertaken in each of these areas
to improve readiness (and thereby decrease cost and risk), or all can be addressed as part of a
comprehensive litigation readiness effort to achieve the greatest benefit.
Written Policies and Documented Processes
The best way to speed up starting discovery activities and avoid unnecessarily reinventing
things project after project is to create written documentation around what needs to be done
(policies), how it will be done (processes), and who will do it (roles).
Written Discovery Policies
Many serial litigants opt to establish written policies governing some aspects of their litigation
and discovery activities. Written policies increase consistency and defensibility of your
discovery activities. A Legal Hold Policy is the most common example. Such a policy sets in
writing the standard for when an organization will issue a hold and what standards it will apply
in determining scope, how it will act in response to preservation demand letters, etc.
Some organizations also establish written policies or guidelines defining different default
actions for different matter types or sizes. Others establish policies identifying any sources
(e.g., legacy systems) that the organization deems inherently inaccessible due to undue burden
or cost. A policy can be established to address any recurring issue in your litigation activities for
which you want to establish a clear, consistent standard to apply across projects.
Documented Processes and the Project Playbook
Written processes can be paired with written policies to document how discovery activities will
be carried out, including what techniques, tools, and human resources will be employed.
Written processes increase speed, efficiency, and consistency. When prepared, there are
typically discrete process documents for preservation and collection activities, processing and
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hosting activities, assessment and review activities, and production and trial preparation
activities.
Depending on the size of the organization and the diversity of its litigation portfolio, distinct
processes for different recurring matter types may be established as well. Some organizations
with large litigation portfolios create a comprehensive Project Playbook that integrates
together into one guide all of the relevant documentation, preferences, and step-by-step
processes for executing discovery projects within that organization. All team members and
service providers then work from that Playbook to handle in a consistent way each new project
that arises.
Roles, Responsibilities, and Communications
Confusion over who is responsible for what and confusion created by disorganized
communications are two of the most common causes of problems and delays in eDiscovery
projects. So when creating written policies and processes, in whatever form, it is of particular
importance to define the relevant roles, responsibilities, and communications guidance for
these activities throughout. For example:
•
•
•
•
•
•

Who are the relevant stakeholders in legal, IT, records, compliance, etc.?
Which responsibilities fall to in-house counsel and which to outside counsel?
Which activities will be handled by internal IT and which by outside service providers?
Who will be signing off on each phase of activity and ensuring its adequacy?
How will communications be handled to ensure both coordination and privilege?
What decisions can be made by phone and which require written confirmation?

Data Maps and Other Source Documentation
Creating and maintaining some form of data map is another step that can save substantial time
and effort at the beginning of each new project, allowing you to quickly plan and begin an
effectively-targeted collection effort. Additionally, knowing all of the potential sources to
consider greatly reduces the chances of a relevant source being overlooked.
An effective litigation data map will document all of your potential organizational sources, what
kinds of materials they contain, from what time periods they contain them, and what search
and collection options or limitations are applicable. In addition, such a map will also typically
document responsible individuals, automated janitorial functions, and information about
computers and other devices issued to employees. It will also cover stores of data held for the
organization by third-party service providers, along with relevant details about those stores.
Beyond data maps, organizations can also realize efficiency benefits from maintaining other
forms of documentation related to potential sources. For example, tracking the sources and
custodians implicated most frequently can aid in planning and prioritization for future projects,
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especially if tracked by matter type. Tracking sufficient details about what materials have
actually been collected or reviewed in the past can also create opportunities for the reuse of
previously collected materials or review work product (e.g. privilege determinations).
Data Governance and Remediation
Organizations without clear policies and procedures for retention and destruction of their
records and communications routinely retain far more material than is required. Establishing
policies that define categories of materials and sets appropriate retention periods and
procedures for each will ensure that less excess data exists for each project, while also
providing you with greater knowledge of what there is and where it is, thereby reducing costs
and increasing completeness.
Beyond establishing data governance policies, data remediation can provide even greater
reductions in future project costs by further reducing over-preservation. Data remediation is
the process of going through currently retained data to identify what older materials can be
eliminated, in accordance with the organization’s retention policies, active legal holds, and
other obligations. All old data that can be defensibly eliminated is more data that will not need
to be mapped, preserved, collected, processed, or reviewed later.
It should be noted, however, that unlike written policies and documented processes, data
governance or remediation efforts are much larger undertakings that will require the
involvement of more organizational stakeholders. They affect more functions than just legal.
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EVALUATING EXISTING SERVICE NEEDS AND RESOURCES
Evaluating Your Current State
Engaging in effective, proactive management of an eDiscovery program requires a full
understanding of how that program has been operating up to that point. The complex, crossdepartmental nature of eDiscovery projects can make the full cost and impact difficult to
discern. How are things currently done? What is the true cost of doing them? What internal
and external resources are utilized? Which activities must be undertaken most frequently?
How well do current resources fit current needs? How are those needs changing over time?
These are all questions that can be answered by undertaking a multi-prong investigation into
your own program, including gathering input from key stakeholders, reviewing personnel and
financial records, and studying eDiscovery and legal records. Such investigation efforts tend to
be proportional to the size of an organization and its litigation portfolio, so larger organizations
may wish to secure outside assistance with the effort.
Gathering Input from the Stakeholders
Gathering input from stakeholders is typically accomplished through interviews. The
stakeholders interviewed need to include representatives of all the different internal and
external departments or groups who either consume or provide any part of the eDiscovery
services used by the organization. For example:
•
•
•
•
•
•
•

In-house and outside counsel
Paralegals and legal secretaries
IT/IS department personnel
Compliance or regulatory department personnel
Records management personnel
Third-party service providers
Internal or external document review teams

Regardless of which department, group, or outside service provider a stakeholder is from, your
essential goal is to gain an understanding of how eDiscovery tasks are actually accomplished
now and how each stakeholder thinks things could be accomplished better. Beyond that
essential goal, the specifics of each interview will vary widely with the stakeholder’s area. For
each area, you will need detailed information about any human and technological resources
utilized, any time and money consumed, any recurrent challenges encountered, and any trends
they can see in how those things are changing over time.
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Reviewing Data from the Personnel and Financial Records
In addition to interviewing key stakeholders, you will also need to gather and review a variety
of documentation to complete your picture of current needs and resources. While interviews
are the most useful for understanding what is done and how it is done, accurate quantification
of time, cost, and other details requires review of the relevant personnel and financial records.
Personnel records, in this context, refer to internal departmental or HR records, plus invoices
from third-party service providers (including outside law firms). What you need to know is how
much time from what sorts of personnel is being spent on these activities, how many FTEs3 are
being utilized, and how are they distributed geographically.
Financial records, in this context, refer to some of the same material (invoices and internal
staffing allocations), plus additional records from IT/IS of money spent on hardware, software,
training and certification, etc. (or on seat license fees to third-party platform providers). What
you need to know is how much money is actually being spent on these activities now, how
that’s split between internal resource allocation and external expenditure, and how those costs
are changing over time.
Studying Data from eDiscovery and Legal Records
In addition to working with relevant staffing records, budget records, and invoices, you will also
need to review eDiscovery project records (to the extent they are available) and records of the
organization’s legal matters. From your legal matter records, you are seeking to quantify
details about your litigation portfolio, including: what matter types; how frequently; what sizes;
what values at risk; etc. It is also crucial to identify any history or likelihood of international
matters or discovery involving international sources, as those circumstances carry distinct legal
and logistical challenges specific to the jurisdiction. From your eDiscovery project records, you
are seeking to quantify additional details about your eDiscovery activities, including: data types,
data volumes, data reduction rates, recurrent custodians or sources, recurrent challenges, etc.
A Map and a Benchmark
Once you’re armed with all of this input and data, you can integrate it all into a document that
accurately describes the current state of your eDiscovery program, including its costs and gaps.
Your current state description can then be used as both a guide to making targeted
improvements and a benchmark against which to measure other potential solution models.

3

https://en.wikipedia.org/wiki/Full-time_equivalent
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EVALUATING THE AVAILABLE SOLUTION MODELS
Before organizations begin proactive management of their overall eDiscovery programs, they
typically make case-by-case decisions about service providers and resources, buying services àla-carte and treating each matter as a one-off. This approach offers great flexibility, but little
predictability or consistency. It is a fine approach for the very occasional litigant, but as an
organization becomes involved in more matters per year, the drawbacks of this approach start
to outweigh the flexibility benefits.
Once organizations begin proactive management efforts, they must wrestle with the question
of what functions to insource and which ones to outsource. Greater predictability and
consistency can be achieved through aggregating and standardizing work either way, but the
trade-offs between cost, control, and responsibility vary. Because each organization has unique
service needs to fulfill and its own preferences about the appropriate balance between cost,
control, and risk, there is no ideal, universal solution model.
Benefits and Trade-offs of Insourcing
Bringing one or more eDiscovery activities entirely in house grants the organization the greatest
possible control over that activity and how it is executed. For example, insourcing collection
activities would mean gaining control over what’s collected, how it’s collected, and how
targeted that collection is. That control allows for the imposition of greater consistency to
reduce risk and increase defensibility, as well as some added control over downstream costs for
each project.
The trade-offs for insourcing’s increased control are increased cost and increased responsibility:
•

The specialized software and hardware required for collection or processing or review
hosting is expensive. Needed software licenses can range from thousands to tens of
thousands to hundreds of thousands of dollars, and the needed hardware kits or leased
computer hardware or cloud resources can be comparable. Additionally, ongoing
training and certification will be needed for the employees administering these tools for
the organization.

•

Organizations that are parties to a legal matter are, of course, ultimately responsible for
all of their discovery activities regardless of who carries out the tasks, but insourcing
those activities makes the organization more directly responsible for figuring out best
practices and reliable processes. There is also the chance that the employees
responsible will become affiants or witnesses providing testimony about those
processes.
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Benefits and Trade-offs of (Aggregated) Outsourcing
Outsourcing one or more discovery activities to a particular service provider, on the other hand,
provides great cost and responsibility benefits. Aggregating all of a particular activity for
outsourcing to a single provider allows you to use the greater volume and longer-term
commitment to negotiate service rates unavailable in an à-la-carte approach. Having costs
fixed in advance for a contract term also increases cost predictability for the organization. And,
since the outsourced activity is being handled by experts specialized in that activity, they will
carry the burden of advising on best practices, ensuring technical accuracy, and testifying on
process.
The primary trade-offs of outsourcing are loss of control and loss of efficiency. While you will
be directing the activities of your chosen service provider, your organization will not have the
same level of control over how those activities are executed that it would have if performing
them itself internally. Efficiency, also, can be compromised by the greater effort required for
effective oversight and the additional communication required for effective coordination.
Additionally, some organizations are uncomfortable with the putting-all-your-eggs-in-onebasket aspect of aggregated outsourcing and prefer to give up the cost savings and keep a pool
of providers.
Selecting the Hybrid Model That’s Right for You
Some organizations undertake full insourcing and completely manage eDiscovery activities
themselves. Some opt for complete process outsourcing to their preferred service provider(s).
Most, however, opt for some hybrid of the two, aggregating and standardizing all activities,
some internally and some externally. The various activities are generally organized into three
buckets: collection activities; processing and production activities; and, analysis and review
activities.
Organizations most often elect to insource their collection activities. Collection tools are less
expensive than processing or review tools, and with relevant training, they can often be utilized
effectively by existing IT personnel. And, as noted above, insourcing collection provides greater
control over what and how much enters the top of the project funnel, which helps control
downstream project costs.
Because of their cost and complexity, processing and production activities are insourced less
often, and because of the associated staffing costs and peaking capacity needs, analysis and
review activities are insourced least often of all. Those two categories may be outsourced to a
single, end-to-end service provider or each may be outsourced to a different, specialized
provider.
What mix makes the most sense for your organization will depend on the existing needs and
resources you identified and quantified in the organizational evaluation process discussed
above.
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EVALUATING POTENTIAL SERVICE PROVIDERS
When we speak in this context of evaluating service providers, we are not speaking of the rush
to find a service provider for an immediate project need. Rather, we are speaking of the
proactive evaluation of service providers for the establishment of ongoing relationships,
whether as a preferred provider, a managed services provider, or a total process outsourcing
provider.
This is generally accomplished through a Request for Information (“RFI”) process in which a
service buyer collects desired information from a group of potential service providers, in an
organized way, to facilitate comparison. RFI is sometimes used interchangeably with RFP
(“Request for Proposal”), which would be used to request bids for the completion of specified
work (usually on an individual project). Having already made an effort to evaluate your existing
needs and resources and to consider the available solution models makes it possible for you to
craft an effective RFI focused on your organization’s specific needs and preferences.
Core Competencies to Investigate
When crafting your RFI, there are a range of core competencies that it will be important to
consider investigating. Which ones should take priority will depend on your organizational
needs and desired solution(s). Some service provider competencies cut across all activities and
others are specific to service type and project phase. We will review the general competencies
first, and then those specific to each category of services:
Across all Services
•
•
•
•
•
•
•
•
•

Is data security and physical security consistent with your organization’s data protection
standards?
Do data backup and recovery capabilities provide you with sufficient protection and an
acceptable restoration time?
Does the conflicts checking and management process includes adequate safeguards and
sufficient notice?
Are support hours and available communication channels compatible with your
anticipated needs?
Do the service provider’s project managers have suitable experience, relevant
certifications, and reasonable caseloads?
What user training, expert project consultation, and other client support will be
available with the services?
Does the service provider have experience providing affidavits, process testimony, or
meet and confer planning and support?
What are the service provider’s prices and available pricing models?
How established and financially sound is the service provider?
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Collection Services
•
•
•
•

Does the service provider have collection solutions compatible with your sources (e.g.,
servers, PCs, mobile devices, social media)?
Does the service provider have adequate assurances of, and documentation for, forensic
soundness and chain of custody?
How complete and transparent is the service provider’s overall collection tracking and
reporting?
Does the service provider maintain secure media storage for collection materials?

Processing Services
•
•
•
•
•
•

What software platform(s) does the service provider use for data processing (i.e.,
industry standard vs. proprietary)?
Are the platforms in use compatible with your typical (and any proprietary) data types?
What general level of processing throughput can the service provider maintain?
What standard or customizable filtering options does the service provider offer during
processing?
What tools and specifications does the service provider use for index creation, and can
index creation be customized?
How does the service provider handle exception tracking and other processing
reporting?

Review Hosting Services
•
•
•
•
•

What software platform(s) does the service provider use for review hosting (i.e.,
industry standard vs. proprietary)?
What are the technical accessibility requirements for the service provider’s platform
(i.e., compatible devices, required software)?
What are the restrictions on system availability, on overall up-time, and on
simultaneous users?
What administration options exist for managing roles, permissions, and access?
What are the available tools in the platform for early case assessment, for review
design, and for project management?

Review Services
•
•
•

How does the service provider staff its review teams, and how quickly can it staff up and
down when needed?
What are the typical reviewers’ experience, certifications, and training like, and are any
of them experienced in your most common matter types?
How are review projects managed and reported upon, and how much transparency and
oversight is possible?

XDD eDiscovery Handbook

Unit 3, Chapter 20

370

•
•

How are review projects designed, and to what extent are analytic tools and technologyassisted review leveraged?
What quality control methodologies are employed, and what standards are applied?

Production Services
•
•
•
•

Can the service provider generate productions in any format (e.g., native, imaged,
hybrid, hosted)?
Is the service provider experienced with producing to particular technical specifications
(e.g., the U.S. DOJ Antitrust Division production specifications4)?
What is typical production throughput and required lead time for preparation?
What quality control steps does the service provider employ for production
deliverables?

Tips for an Effective eDiscovery RFI Process
Because of the huge variety of service providers and pricing models in the eDiscovery industry,
a well-thought out RFI process is your best chance to achieve meaningful, apples-to-apples
comparisons between your potential options. Here are some tips for doing that effectively in
an eDiscovery services RFI:
1. First, focus on your primary concerns to start, rather than attempting to learn
everything possible about every potential provider all at once. This makes it easier for
responding service providers to comply and easier for you to aggregate and compare
responses. Employing a multi-phase RFI process allows you to ask more and different
things in each successive round as you narrow down the field of potential providers.
2. Second, be as clear as possible in your instructions for the completion of the RFI and
provide example responses wherever possible. The easier you make it for service
providers to understand what is desired and how it is desired, the easier your
aggregation and comparison of their responses will be later.
3. Third, when gathering information on pricing, do not be afraid to dictate the way prices
should be presented or to provide a pre-made calculator spreadsheet for respondents
to fill out (e.g., one of the budget calculators offered by EDRM 5). You can allow
providers to share their preferred pricing pitch too, but requiring that they also present
prices in some standardized way is one of the best ways to meaningfully compare them.

4
5

https://www.justice.gov/atr/case-document/file/494686/download
https://www.edrm.net/resources/budget-calculators/
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4. Finally, the other effective way to compare prices, as well as capabilities and approach,
is to pose one or more hypothetical project scenarios to the participating service
providers. Ask them to break down what options they could offer for it, which option
they would recommend and why, and what the recommendation and other options
would cost.
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MANAGEMENT METRICS FOR EDISCOVERY
Metrics: Intra-Project vs. Inter-Project
During each eDiscovery project, there are countless opportunities for tracking key information
about the project over time. From monitoring responsiveness rates for different sources, to
tracking overturn rates for different reviewers, intra-project metric monitoring can be done for
both the materials in each project and the methods of execution employed for each project.
Source prioritization and reviewer quality control are just two examples of the many project
management advantages that can be gained by capturing such metrics.
There are even greater advantages, however, to moving beyond intra-project metric
monitoring to inter-project metric monitoring. When the relevant project details are captured
across multiple projects in a standardized, normalized way, they reveal additional insights
invaluable for proactive program management within an organization. Most importantly,
tracking key metrics across projects enables you to establish benchmarks for the cost, time, and
effectiveness of various tasks, approaches, and service providers (including yourselves). And,
against those benchmarks, goals for incremental, iterative improvement can then be set and
achieved.
Example Project Metrics to Track
Which metrics will be most useful to your organization will depend, to some extent, on the
types of matters and eDiscovery activities in which your organization is most often engaged, as
well as on your balance of insourcing and outsourcing. A variety of useful, general purpose
metrics sets are available publicly. For one good example from which to select metrics for your
organization, see the EDRM Metrics Model.6 Here, we will review examples of key project
metrics to consider tracking for the realization of cross-project, program management benefits:
Metrics About Your Data and Its Collection
•
•
•
•
•

Sources, source types, and date ranges collected
Volumes and data types by source
Individual and departmental custodians collected
Volumes and data types by custodian
Collection methods and costs by source, type, custodian, etc.

Metrics About Your Processing
•
•
6

Platforms, tools, and utilities used
Throughput and error rates per platform, etc.

https://www.edrm.net/frameworks-and-standards/metrics-model/
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•
•
•

Processing cost and time variations per data type
Human versus machine hours required per data type
Filtering techniques employed during processing and their efficacy

Metrics About Your ECA and Culling
•
•
•
•

Platforms and tools used for analysis and culling
Techniques and features used for analysis and culling
Volume reductions achieved and time required to achieve them
Responsiveness rate during review (as a measure of overall culling efficacy)

Metrics About Your Review
•
•
•
•
•
•

Platforms and tools used for document review
Batch size and batch organization employed
Review workflow used (e.g., with or without dedicated redactors)
Use and effect of email threading or near-duplicate identification
Quality control time required and overturn rates observed
Time and process details for technology-assisted review, if used

Additional Project Metrics
•
•
•
•
•
•
•

Matter type and value at risk
Jurisdiction and presiding judge
Use of magistrate or special master for eDiscovery
Negotiated eDiscovery limits (e.g., agreed search terms)
Total eDiscovery costs and costs per document produced
Percentage of collected documents produced
Matter outcome achieved

And, as stated above, this list just contains key examples for each category. Depending on your
program management goals and your areas of focus, there are many additional, more-granular
metrics that might be tracked as well.
Example Benefits of Tracking Inter-Project Metrics
As noted above, the most important benefit of tracking key metrics across projects is that it
enables you to establish data-based benchmarks that you can use for more reliable future cost
estimation, for more useful assessment of individual project progress, for more meaningful
evaluation of service providers, and for the implementation of iterative improvement goals.
Here are more specific examples of the kinds of benefits that can be realized by tracking the
example metrics identified above:
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•
•
•
•
•
•
•
•
•
•

Creation of more reliable estimates of collection needs and costs for future projects
Identification of overlapping or repeated collections where past work can be reused
Quantification of the speed and accuracy of your internal and external processing
options
More accurate estimation of the time that will be required for future processing work
Measurement of the over- and under-inclusiveness of various filters during processing
Documentation of the most effective analysis and culling approach for each matter type
Determination of the most efficient review workflow and batch size for each matter
type
Finding of the inflection point at which technology-assisted review is the right choice
Uncovering of trends across all organizational litigation to anticipate future needs
Comparison of overall cost, efficiency, and other factors across service providers

Not all organizations have sufficiently-frequent litigation to realize all of these benefits or to
make tracking all of the above metrics worth it. But for those organizations that are (or are
becoming) serial litigants, there is no end to the benefits that come from replacing anecdotal
evidence with data and engaging in data-driven decision-making about eDiscovery.
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ONGOING PROGRAM MAINTENANCE AND IMPROVEMENT
Ongoing Program Maintenance
Unfortunately, the establishment of an effective, efficient eDiscovery program is not a one-anddone activity. Like all active programs or systems, it requires ongoing maintenance to ensure
that it continues to be effective and efficient. For an eDiscovery program that means doing
things like post-mortems, periodic program reviews, and more:
•

Individual Project Post-Mortems
o Reviewing how individual projects went, with the relevant participants, is an
excellent way to monitor how well processes are working (including how
consistently they are followed) and to identify ways to improve them

•

Periodic Service Provider Evaluations (and New RFIs)
o The interval for service provider re-evaluation and, potentially, for issuing new
RFIs will be dictated by the form of your relationship and the length of your
contract with the service provider; in general, you will want to review each
relationship at least annually

•

Quarterly or Annual Program Reviews
o The various metrics you are tracking (along with post-mortem results and other
input sources) provide fodder for regular review of the program’s overall
performance, costs, and more; this should occur at least annually but may be
useful quarterly for larger programs

•

Annual Policy, Process, and Playbook Reviews
o The policies and processes (or playbook) you have created will also need to be
periodically updated to reflect the ongoing evolution in the organization’s
activities, in its electronic sources, in its discovery tools and service providers,
and in the applicable law and industry best practices; additionally, any data maps
maintained will require annual updates

•

Quinquennial Organization Self-Evaluation
o Approximately every five years, you should consider repeating the full
organizational evaluation process that you undertook at the beginning of this
effort to ensure that you understand how organizational needs are changing and
how the program should change to best continue meeting them

Continuous Program Improvement
In addition to maintaining your program over time, you will undoubtedly want to improve it
over time. One way to pursue such a goal is to establish a formal continuous improvement plan
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for your eDiscovery program. A continuous improvement plan 7 is plan for continual, iterative
improvement of specific program metrics – attempting, each year, to make specific tasks
marginally less expensive, or specific processes marginally faster to complete, or specific error
types marginally less frequent. Similar goals can also be set for outside service providers as
part of term-contracts for managed services.
Capability Maturity Models
As your organization undertakes the eDiscovery program management efforts described in this
chapter, and as the program is improved further over time, you may wish to measure your
overall organizational progress against some standard, like the five levels of a capability
maturity model. Capability maturity models 8 are a structured way of evaluating an
organization’s functional capabilities in a particular service area. They were originally
developed as part of the government’s process for contracting with software developers, but
the concept has since been adapted to many other functional areas, including eDiscovery. 9
In general, the five levels of a capability maturity model 10 represent five successive degrees of
consistency and sophistication in an organization’s processes and execution:
1. Initial (chaotic, ad hoc, individual heroics) - the starting point for use of a new or
undocumented repeat process.
2. Repeatable - the process is at least documented sufficiently such that repeating the
same steps may be attempted.
3. Defined - the process is defined/confirmed as a standard business process
4. Capable - the process is quantitatively managed in accordance with agreed-upon
metrics.
5. Efficient - process management includes deliberate process optimization/improvement.
[internal hyperlink omitted]

7

https://en.wikipedia.org/wiki/Continual_improvement_process
http://en.wikipedia.org/wiki/Capability_Maturity_Model
9
http://www.edrm.net/resources/edrm-white-paper-series/the-e-discovery-maturity-model
10
https://en.wikipedia.org/wiki/Capability_Maturity_Model#Levels
8
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The eDiscovery Maturity Model developed by EDRM, 11 applies those phases to the eDiscovery
area in this way:

How far it makes sense for your organization to follow a path like this one will depend on the
frequency and scale of your organization’s litigation and associated eDiscovery.

11

http://www.edrm.net/resources/edrm-white-paper-series/the-e-discovery-maturity-model
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KEY TAKEAWAYS
Here are the key takeaways from across each topical area covered in this chapter:
eDiscovery Program Management
•
•
•

Program management should be an active concern for those attorneys and other legal
department personnel responsible for eDiscovery activities within an organization
Effective program management can do even more than effective project management
to reduce costs and risks and to increase predictability, consistency, and defensibility
The pillars of discovery defensibility are consistency and completeness, both of which
are improved by proactive program management

Litigation Readiness
•
•

•

The best way to speed up starting discovery activities and to avoid unnecessarily
reinventing things project after project is to create written documentation around what
needs to be done (policies), how it will be done (processes), and who will do it (roles)
Creating and maintaining some form of data map is another step that can save
substantial time and effort at the beginning of each new project, allowing you to quickly
plan and begin an effectively-targeted collection effort; additionally, knowing all of the
potential sources to consider greatly reduces the chances of a relevant source being
overlooked
Establishing policies that define categories of materials and set appropriate retention
periods and procedures for each will ensure that less excess data exists for each project,
while also providing you with greater knowledge of what there is and where it is,
thereby reducing costs and increasing completeness

Organizational Self-Evaluation
•

•
•

Gathering input from stakeholders is typically accomplished through interviews; the
stakeholders interviewed need to include representatives of all the different internal
and external departments or groups who either consume or provide any part of the
eDiscovery services used by the organization
While interviews are the most useful for understanding what is done and how it is done,
accurate quantification of time, cost, and other details requires review of the relevant
personnel and financial records
In addition to working with relevant staffing records, budget records, and invoices, you
will also need to review eDiscovery project records (to the extent they are available) and
records of the organization’s legal matters to quantify data and legal factors
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Evaluating Solution Models
•

•
•

Bringing one or more eDiscovery activities entirely in house grants the organization the
greatest possible control over that activity and how it is executed; the trade-offs for the
increased control that comes with insourcing are increased cost and increased
responsibility
Outsourcing one or more discovery activities to a particular service provider, on the
other hand, provides great cost and responsibility benefits; the primary trade-offs of
outsourcing are loss of control and loss of efficiency
Most organizations opt for some hybrid of the two, aggregating and standardizing all
activities, some internally and some externally; currently, organizations most often elect
to insource their collection activities

Evaluating Service Providers
•
•
•

This is generally accomplished through a Request for Information (“RFI”) process in
which a service buyer collects desired information from a group of potential service
providers in an organized way to facilitate comparison
Cover core service competencies for all service areas under consideration, but consider
prioritizing various areas of concern and exploring them in sequential rounds as
candidates are eliminated, rather than asking everyone everything all at once
Be as clear as possible in your completion instructions, including providing examples
where useful, and do not be afraid to dictate the way prices should be presented or to
provide a pre-made calculator spreadsheet for respondents to fill out

Management Metrics to Track
•
•
•

When the relevant project details are captured across multiple projects in a
standardized, normalized way, they reveal additional insights invaluable for proactive
program management within an organization
Most importantly, tracking key metrics across projects enables you to establish
benchmarks for the cost, time, and effectiveness of various tasks, approaches, and
service providers (including yourselves) against which future efforts can be gauged
Against those benchmarks, goals for incremental, iterative improvement can also then
be set and achieved, up to and including the creation of a continuous improvement
program

Ongoing Maintenance and Improvement
•

Unfortunately, the establishment of an effective, efficient eDiscovery program is not a
one-and-done activity; like all active programs or systems, it requires ongoing
maintenance to ensure that it continues to be effective and efficient
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•

•

For an eDiscovery program that means doing things like individual project postmortems, periodic service provider evaluations (and new RFIs), quarterly or annual
program reviews, annual policy process and data map reviews, and quinquennial selfevaluations
As your eDiscovery program is improved over time, you may wish to measure your
overall organizational progress against the five levels of a capability maturity model,
aiming for the maturity level that will have the best ROI for your organization
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